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Abreviaturas 

 

CG Gobierno Contratante 

Contratista STC International 

CSO|OSE Oficial de Seguridad de la Empresa 

DOS|DdS Declaración de Seguridad 

UE Unión Europea 

OMI Organización Marítima Internacional 

ISPS/CIPBIP Código Internacional de Protección de Buques e Instalaciones 

Portuarias 

ISSC/CISB Certif icado Internacional de Seguridad de Buques 

TI Tecnología de la información 

PEP Plan Estratégico Plurianual 

NSI Inspección Marítima de los Países Bajos 

PCS|SCP Sistema de Comunidad Portuaria 

PFSO|OPIP Oficial de Protección de Instalaciones Portuarias 

PFSP|PPIP Plan de Protección de Instalaciones Portuarias 

PMOU PSC  Paris Memorandum of Understanding on Port State Control 

POR Puerto de Rotterdam 

PSO|OSP Oficial de Seguridad Portuaria 

RSO (en inglés) Organizaciones de Seguridad Reconocidas 

SIT|TIE Terminal de Inspección Estatal 

Convenio SOLAS Convenio de la OMI para la Seguridad de la Vida Humana en 

el Mar 

SSA|ESB Evaluación de la Seguridad de los Buques 

SSAS|SASB Sistema de Alerta de Seguridad del Buque 

SSP|PSB Plan de Seguridad del Buque 

SSRS Sistema de Informes de Seguridad de Buques 

UCC|CAU Código Aduanero de la Unión 

EEUU Estados Unidos 
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1 Antecedentes del presente informe 

La Embajada de los Países Bajos en Lima ha solicitado a STC International que presente 

una propuesta para la ejecución de un Estudio de Seguridad Marítima para Ecuador. El 

resultado del estudio será un informe que incluirá una descripción del sistema de seguridad 

en el POR (Puerto de Rotterdam) con el f in de apoyar a Ecuador en el desarrollo y la 

implementación de nuevas políticas y medidas de seguridad, en particular la introducción 

del escaneo de todos los contenedores con destino en la UE. 

 

El estudio se centrará en cuestiones prácticas, apoyando a Ecuador en la implementación 

de un sistema similar de escaneo y análisis de contenedores como en Rotterdam y otras 

medidas disponibles para mejorar la seguridad y reducir el riesgo de contaminación de los 

contenedores. 
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2 Introducción 

La demanda de bienes está creciendo debido a una cantidad creciente de personas que 

viven en el planeta. Al mismo tiempo, la tendencia a vivir en y alrededor de las ciudades 

está aumentando (urbanización). El efecto es que la concentración de carga en 

contenedores hacia y desde los puertos que sirven a las áreas urbanas se está volviendo 

"más espesa". Como resultado, los buques portacontenedores están creciendo en tamaño 

y la infraestructura portuaria y del interior sigue sus pasos. 

 

Los crecientes volúmenes de transporte en contenedores no solo traen felicidad. Hay 

grupos en la sociedad que tienen la intención de hacer un mal uso del sistema de 

transporte. Algunos grupos criminales ven el creciente volumen de carga como una 

oportunidad para disminuir el riesgo de ser descubierto y aumentar el área geográfica de 

operación. Por lo tanto, las infraestructuras de transporte (relacionadas) son vulnerables 

a riesgos intencionales o no intencionales. 

Los puertos son objetivos de las organizaciones delictivas involucradas en el terrorismo, el 

robo, el contrabando, la trata de personas y el tráf ico de mercancías ilícitas y peligrosas. 

Todas estas actividades tienen consecuencias considerables para las poblaciones urbanas, 

la infraestructura portuaria y las economías locales y regionales cuando las actividades 

portuarias (relacionadas) son interrumpidas. 

 

El tráf ico de drogas, def inido como el comercio ilícito mundial que implica el cultivo, la 

fabricación, la distribución y la venta de sustancias que están sujetas a las leyes de 

prohibición de drogas, se estima que es una industria de 30.000 millones de euros a escala 

mundial, y sigue siendo la forma más lucrativa de negocio para los delincuentes en todo el 

mundo. Los f lujos del narcotráf ico tienen dimensiones globales que vinculan regiones y 

continentes, a veces con consecuencias dramáticas para los países a los que afectan.1 

El continente sudamericano exporta principalmente productos agrícolas (soja, azúcar, café, 

petróleo crudo) y metales y productos minerales (cobre, mineral de hierro) a Estados 

Unidos, China y la UE2. 

 

La pregunta general que queda es: ¿cómo podemos mantener la cadena de transporte 

segura y protegida al tiempo que minimizamos el impacto de los controles de seguridad y 

protección en la velocidad con la que la carga se mueve desde el punto de origen hasta el 

destino? 

 

Este informe consta de los siguientes aspectos: 

➢ Seguridad del transporte – marco internacional; 

➢ Protección portuaria en los Países Bajos; 

➢ Aduanas neerlandesas; 

➢ Escáneres de contenedores 

 

 

 

  

 
1  https://www.unodc.org/southasia/frontpage/2012/August/drug-trafficking-a-business-affecting-

communities-globally.html, 05-09-2022 
2 Fuente: Trade-Trends-Estimates-Latin-America-and-the-Caribbean (2022-Edition), Banco interamericano de 

Desarrollo, 2021 

https://www.unodc.org/southasia/frontpage/2012/August/drug-trafficking-a-business-affecting-communities-globally.html
https://www.unodc.org/southasia/frontpage/2012/August/drug-trafficking-a-business-affecting-communities-globally.html
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3 Seguridad del transporte – marco internacional 

La cuestión de la seguridad del transporte es un tema de gran preocupación. Desde hace 

algún tiempo, las administraciones de todo el mundo han estado abordando este problema 

y han estado ocupadas desarrollando planes y acciones para su pronta implementación. 

En muchas zonas del mundo, el nivel de seguridad ha aumentado signif icativamente en las 

últimas dos décadas. 

La cuestión de la seguridad del transporte se aborda constantemente y la OMI 

(Organización Marítima Internacional), junto con muchas otras organizaciones mundiales, 

ha adoptado y está tomando medidas. 

 

La introducción del Código PBIP (Código Internacional para la Protección de los Buques y 

las Instalaciones Portuarias, en adelante denominado el "Código") y sus requisitos conexos 

ha sido el primer paso para aumentar la protección del sistema de transporte marítimo y 

portuario (relacionado). Habiendo entrado en vigor en virtud del Convenio SOLAS de la 

OMI, capítulo XI-2, el 1º de julio de 2004, el Código ha constituido desde entonces la base 

de un régimen de seguridad obligatorio para el transporte marítimo internacional . 

El objetivo general de la implementación del Código ha sido identif icar, disuadir o mitigar 

las acciones a través de una planif icación, preparación y coordinación adecuadas con 

diversas entidades. 

Hoy en día, el Código en relación con medidas obligatorias de protección de buques e 

instalaciones portuarias está en su lugar para apoyar un transporte más seguro y protegido 

de bienes y personas. 

 

Información sobre el Código PBIB 

Este párrafo proporciona información sobre la política de seguridad internacional, las 

responsabilidades de los gobiernos, las empresas y las personas designadas.  

Tal vez sea mejor comenzar por comprender los objetivos del Código. 

 

Extracto del Código - Parte A, sección 1.2 - objetivos 

El Código tiene los siguientes objetivos. 

1. Creación de un marco internacional de cooperación entre los Estados que celebran 

un tratado, los organismos públicos, los gobiernos locales y las industrias naviera y 

portuaria para reconocer las amenazas a la seguridad y adoptar medidas 

preventivas contra los incidentes de seguridad relacionados con los buques y las 

instalaciones portuarias en uso durante el comercio internacional.  

2. Determinación de las respectivas funciones y responsabilidades de los Estados 

signatarios de un tratado, los organismos públicos, los gobiernos locales y las 

instalaciones marítimas y portuarias a nivel nacional e internacional para garantizar 

la protección marítima. 

3. Garantía para una recopilación e intercambio de información oportuno y ef icaz en 

el ámbito de la seguridad. 

4. Provisión de una metodología para ejecutar las evaluaciones de seguridad con el f in 

de tener planes y procedimientos disponibles para poder reaccionar ante los niveles 

de seguridad cambiantes. 

5. Inspirar confianza en que se han adoptado medidas adecuadas y apropiadas de 

protección marítima. 

La comunidad internacional ha adoptado el Código y muchos Estados lo han integrado en 

la legislación nacional para que sea jurídicamente vinculante. 
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La referencia para: 

• nombrar a una autoridad designada, 

• la adopción internacional, 

• la obligación de cumplir para las empresas, 

• la obligación de cumplir para los buques y 

• la obligación de cumplir con las instalaciones portuarias 

puede consultarse en el capítulo XI-2 "Medidas especiales para mejorar la seguridad 

marítima". 
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4 Seguridad portuaria en los Países Bajos 

En este capítulo se describe cómo los Países Bajos han implementado la seguridad 

portuaria. 

 

En general, el Código proporciona libertad para que las naciones individuales desarrollen 

jerarquías a su propia discreción. A menudo, un órgano, como el Director General del 

Ministerio de Transporte, será asignado como la persona designada para todos los asuntos 

relacionados con la aplicación del Código a nivel nacional. Puede haber cualquier cantidad 

de grupos de trabajo, comités o juntas que participen en la aplicación y el seguimiento de 

la legislación. 

 

Este Código se aplica a: 

• los siguientes tipos de buques que participan en viajes internacionales: 

o los buques de pasajeros, incluidas las naves de pasajeros de gran velocidad;  

o buques de carga, incluidas las naves de alta velocidad, de 500 TRB (arqueo 

bruto) y superiores; y 

o unidades móviles de perforación en alta mar; y 

• instalaciones portuarias (terminales portuarias) que presten servicio a aquellos 

buques que efectúen viajes internacionales. 

 

En los Países Bajos, el Código -y, por lo tanto, la seguridad del transporte- se organiza de 

acuerdo con el siguiente cuadro. 
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En los siguientes párrafos se explica con más detalle los diferentes roles. Se dan 

respuestas, entre otras, a las siguientes preguntas. 

Qué entidad/es asume(n) qué responsabilidad en términos de política e implementación. 

4.1 Gobierno Contratante 

El objetivo principal del Código es construir una cooperación entre los gobiernos de las 

naciones marítimas y la industria naviera internacional para detectar amenazas a la 

seguridad relacionadas con las operaciones marítimas. 

 

Según el Código, los gobiernos de las naciones marítimas que cumplen con las reglas de 

implementación se conocen como GC (Gobiernos Contratantes). El GC desempeña un papel 

vital para garantizar que el Código sea seguido adecuadamente por las compañías 

portuarias y navieras y las autoridades portuarias. 

También es deber del GC asimilar la información sobre las posibles amenazas marítimas y 

sus consecuencias. Esta información se facilitará a los buques y puertos en forma de 

instrucciones y directrices de seguridad. 

 

También es deber del GC llevar a cabo lo siguiente: 

• Asignar los niveles de seguridad adecuados después de evaluar la información de 

seguridad obtenida 

• Desarrollar un PSIP (Plan de Seguridad de instalaciones Portuarias) para garantizar 

que las medidas de seguridad sean diseñadas y asignadas de manera sistemática 

para la protección de buques, puertos, carga y personal de buques. 

• Si es necesario, el gobierno contratante debe asignar un PFSO (Oficial de Protección 

de instalaciones portuarias) que será responsable de desarrollo, implementación, 

revisión y mantenimiento del PPIP (Plan de Protección de Instalaciones Portuarias).  

• Ejercer el control y cumplimiento del Código. 

• Ejercer el requisito de DdS (Declaración de Seguridad). La declaración de seguridad 

es un conjunto de requisitos mínimos de seguridad, que un buque puede solicitar 

cuando debe tratar con otro buque o puerto. 

• Desarrollar y probar el rendimiento del PSB (Plan de Seguridad del Buque) y PPIP, 

y modif icarlos cuando sea necesario 

 

Es necesario que los GC trabajen en coordinación con la autoridad PBIP, recopilando y 

evaluando información sobre amenazas de seguridad para la industria naviera.  

 
Fuente: https://www.marineinsight.com/maritime-law/what-are-the-duties-of-the-contracting-government-cg-

under-the-isps-code/, 28-06-2022 

 

Siguiendo el esquema, la responsabilidad de la seguridad del sistema de transporte se 

divide en "Puerto" y "Buque". 

 

PUERTO 

4.2 Oficial de Seguridad Portuaria 

Un PSO (Oficial de Seguridad Portuaria) es responsable de la protección de personas, 

propiedades y la información en el puerto. Los PFSO marítimos deben estar familiarizados 

con las amenazas y peligros específ icos en los puertos, y los sistemas de brindar seguridad.  

  

https://www.marineinsight.com/maritime-law/what-are-the-duties-of-the-contracting-government-cg-under-the-isps-code/
https://www.marineinsight.com/maritime-law/what-are-the-duties-of-the-contracting-government-cg-under-the-isps-code/
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Amenaza a la seguridad portuaria marítima 

Ya sea en el aeropuerto o puerto marítimo existe un protocolo de seguridad muy estricto 

de seguir al personal de seguridad y a los empleados designados para proteger las 

infraestructuras críticas nacionales. La violación del protocolo de seguridad termina en 

graves consecuencias, desde pequeños robos hasta los grandes sabotajes deliberados de 

las grúas de contenedores y el almacenamiento. 

 

Amenazas de seguridad específ icas en los puertos 

• Polizones e inmigrantes ilegales 

• Robo de carga durante la carga y descarga 

• Contrabando de drogas, armas u otros artículos prohibidos 

• Transporte de materiales peligrosos 

• Ataques terroristas 

• Redes del crimen organizado 

• Importación de armas radiológicas (sucias) o biológicas 

 

Riesgos específ icos para la seguridad en los puertos marítimos 

• Carga y descarga de contenedores 

• Riesgos de aplastamiento o impacto 

• Cargas aéreas de carga 

• Resbalones y tropiezos en cableado, cuerdas y superf icies mojadas 

• Caída de muelles al agua 

• Derrame de aceites y petróleo (inf lamable) 

• Ruido y vibraciones de la maquinaria pesada 

• Espacio compartido con vehículos y maquinaria de planta 

 

Fuente: https://www.securityguardexam.com/port-security-officer-duties-and-responsibilities/, 28-06-2022 

4.3 Oficial de Seguridad de Instalaciones Portuarias 

El PFSO (Oficial de Protección de Instalaciones Portuarias) debe garantizar que el puerto y 

todos los visitantes del puerto estén adecuadamente protegidos de las amenazas que 

puedan surgir tanto por tierra como por mar. Todos los buques visitantes, en particular los 

que llegan de viajes internacionales, deben ser examinados en busca de cualquier riesgo 

para la seguridad. 

 

La instalación portuaria dicta los niveles de seguridad a implementarse en los buques que 

operan en sus aguas territoriales. El PFSO tiene una serie de responsabilidades, pero es 

en última instancia, responsable del desarrollo y mantenimiento del PFSP y de las 

operaciones diarias de seguridad del puerto. 

 

Es un requisito previo que el PFSO haya asistido y aprobado un curso de PFSO. Antes de 

la aprobación, el contenido del curso es evaluado por el gobierno contratante y se lleva a 

cabo durante un período de tres días. 

El curso cubre todo lo que el PFSO debe saber antes de asumir el papel de PFSO, esto 

incluye: 

• Comprensión del Código; 

• Evaluaciones de riesgos, amenazas y vulnerabilidades de seguridad; 

• Desarrollar, mantener y supervisar la implementación de un PFSP; 

• Comprender la interfaz entre puertos y buques; 

https://www.securityguardexam.com/port-security-officer-duties-and-responsibilities/
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• Principios de seguridad, incluyendo el control de acceso, las medidas de control y 

las responsabilidades de seguridad del personal de seguridad; 

• Verif icación de auditorías, documentación de seguridad y registros; 

• Pruebas, mantenimiento y calibración de equipos de seguridad; 

• Fomentar la conciencia y la vigilancia en materia de seguridad; 

• Identif icación de armas y artefactos explosivos improvisados; 

• Realización de entrenamientos, simulacros y ejercicios de seguridad. 

 

Fuente: https://intrepid-risk.com/what-is-a-port-facility-security-officer/, 28-06-2022 

 

BUQUE 

4.4 Capitán de Puerto 

Como PSO en el Puerto de Rotterdam, el Capitán de Puerto es la autoridad para la 

seguridad en todo el puerto en nombre del Alcalde. Para reducir al mínimo el riesgo de 

incidentes de seguridad, se aplican normas de seguridad en el puerto de Rotterdam. Estas 

reglas son establecidas por la OMI en el Código. 

Las medidas de seguridad establecidas en el Código se han incluido en el Reglamento (CE) 

725/2004; véase Anexo 1. 

 

Nivel de seguridad en el puerto de Rotterdam 

El nivel de seguridad forma parte del Código. 

Para las terminales portuarias, estos niveles de seguridad son establecidos por el gobierno 

nacional. 

En el caso de los buques de navegación marítima, el nivel lo establece el Estado del 

Pabellón 3 o el Estado del Puerto 4. En caso de aumento de la amenaza, se eleva el nivel 

de seguridad y los buques y terminales deben tomar medidas de seguridad adicionales. La 

Autoridad Portuaria de Rotterdam informa a los responsables de la seguridad en las 

terminales (PFSO) sobre los cambios en el nivel de seguridad. 

 

Niveles de seguridad 

• Situación normal: se aplican las medidas de seguridad estándar. 

• Aumento general de la amenaza: se implementan medidas de seguridad más 

estrictas. 

• Amenaza específ ica: se implementan medidas de seguridad muy estrictas.  

 

Evaluación de Riesgos y Plan de Seguridad 

De conformidad con el Código, el gobierno debe preparar una evaluación de riesgos para 

terminales donde se manejan los buques de navegación marítima y los administradores de 

estas terminales deben preparar un plan de seguridad. 

 
3 Un Estado del pabellón es un país en el que una empresa registra sus buques comerciales y mercantes. El 

nombre del término estado del pabellón proviene de los buques que se registran en una nación específica y luego 

enarbolan esa bandera para representar su registro en ese país. Por ejemplo, cualquier buque registrado en los 

Países Bajos enarbolará la bandera holandesa. 
4 Un estado portuario es una nación que permite el control del estado rector del puerto (PSC) en sus puertos. El 

PSC es responsable de inspeccionar los buques que atracan en su puerto para asegurarse de que cumplen con 

los códigos internacionales. Los oficiales de control del Estado rector del puerto pueden verificar cualquier buque 

en su puerto, independientemente de si enarbolan el pabellón de su país de muelle. 

https://intrepid-risk.com/what-is-a-port-facility-security-officer/
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El equipo de evaluación del PBIP (policía, aduanas y Autoridad Portuaria) evalúa si la 

evaluación de riesgos y el plan de seguridad cumplen con los requisitos. El equipo asesora 

al PSO sobre la aprobación de los documentos. 

También debe prepararse una evaluación de riesgos y un plan de seguridad para los buques 

de navegación marítima. Son evaluados por el Estado del Pabellón del buque o por una 

organización de seguridad registrada en nombre del Estado del pabellón. 

 

MOBI5 

El PSO ha estado utilizando MOBI desde mediados de 2019. Esta solicitud en línea a nivel 

nacional permite que el Oficial de Seguridad Portuaria y su personal, los PFSO, el Equipo 

de Evaluación del ISPS y los supervisores del ISPS compartan información entre sí para 

asegurar el puerto en cumplimiento con el Código. 

 

Fuente: https://www.portofrotterdam.com/en/contact-harbourmaster/port-security, 28-06-2022 

4.5 Inspección marítima de los Países Bajos 

La marina mercante está sujeta a la normativa nacional, así como a la internacional y 

europea. La Ley de Buques ("Schepenwet") desempeña un papel central en este aspecto.  

Esta legislación se aplica a todos los buques de navegación marítima que enarbolan el 

pabellón neerlandés. Se centra en la seguridad de los buques y sus tripulaciones, sus 

operaciones y su carga. 

 

La Inspección Marítima de los Países Bajos (NSI - "Inspectie Leefomgeving en Transport") 

supervisa los buques que enarbolan el pabellón neerlandés, los buques extranjeros, las 

tripulaciones, las compañías navieras y las sociedades de clasif icación. Los buques que 

enarbolan algún pabellón extranjero están regulados de conformidad con el PMOU PSC 

(Memorando de Entendimiento de París sobre el Control por el Estado Rector del Puerto).  

 

Fuwnte: https://english.ilent.nl/themes/themes/merchant-shipping, 28-06-2022 

4.6 Organización de seguridad reconocida 

El Código ofrece la oportunidad de delegar ciertas tareas a las llamadas RSO 

(Organizaciones de Seguridad Reconocidas). El gobierno holandés ha optado por delegar 

la aprobación de los Planes de Seguridad de los Buques, las verif icaciones a bordo y la 

emisión de los Certif icados Internacionales de Seguridad de los Buques (ISSC) a las RSO. 

 

Para estas tareas, la NSI ha seleccionado siete sociedades de clasif icación aprobadas por 

la UE, que han sido nombradas DSO por el Ministro de Transporte y Gestión del Agua.  

NSI supervisará el funcionamiento de estas RSO, entre otras cosas a través de auditorías, 

exámenes aleatorios de los planes de seguridad de los buques y la realización o asistencia 

a verif icaciones a bordo. 

 

Las siguientes empresas han sido designadas como RSO en nombre del Reino de los Países 

Bajos: 

• American Bureau of Shipping (ABS) representada por ABS Europe Ltd. Rotterdam; 

• Bureau Veritas (BV) representada por Bureau Veritas Rotterdam; 

• DNV AS representada por DNV, Barendrecht; 

 
5 Methodiek voor een Objectieve Beveiligingsinventarisatie [Método para una Inventarización de Seguridad 

Objetiva] 

https://www.portofrotterdam.com/en/contact-harbourmaster/port-security
https://english.ilent.nl/themes/themes/merchant-shipping
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• Registro Indio de Transporte Marítimo, Schiedam; 

• Lloyd's Register (LR) representada por Lloyd's Register, Rotterdam; 

• Nippon, Kaiji Kyokai (Clase NK) representado por Nippon Kaiji Kyokai, Barendrecht;  

• Registro Italiano Navale (RINA) representado por Registro Italiano Navale, 

Rotterdam. 

 
Fuente: https://english.ilent.nl/themes/s/security/recognised-security-organisations, 28-06-2022 

4.7 Oficial de Seguridad de la Empresa 

Según el Código, cada compañía naviera está obligada a nombrar un OSC (Oficial de 

Seguridad de la Compañía), que se encarga de la seguridad del buque. 

 

El OSC designada por una compañía es responsable de uno o más de un buque, 

dependiendo del número y tipos de buques que opere la compañía. Esta responsabilidad 

está claramente identif icada. 

 

Cada compañía naviera asigna un conjunto de responsabilidades para el of icial de 

seguridad de la compañía dependiendo del tipo de buques y carga que opera la compañía. 

Sin embargo, las responsabilidades básicas del of icial de seguridad de la empresa siguen 

siendo las mismas. 

 

Responsabilidades de las OSC 

• El SSP (Ship Security Plan) junto con SSA (Ship Security Assessment), juegan un 

papel importante para garantizar la seguridad del buque. El OSC es responsable de 

llevar a cabo el plan de seguridad del buque de manera ef iciente. 

• Utilizando los datos adquiridos de la SSA, el OSC asesora sobre varias amenazas 

que es probable que se encuentren en el buque y también decide el nivel de 

seguridad del buque. 

• Sobre la base de diversas observaciones y resultados de la SSA, el OSC haría 

desarrollos en el SSP. 

• El OSC: 

o organizar auditorías internas y revisiones de las actividades de seguridad. 

o solicitar la aprobación de las presentaciones hechas sobre la base de los 

resultados de las evaluaciones. 

o modif icar el SSP para eliminar las deficiencias en las medidas de seguridad 

y satisfacer los requisitos de seguridad de cada buque. 

o asegurar que el plan se implemente y se mantenga de la mejor manera 

posible. 

o adoptar medidas para aumentar la conciencia y la vigilancia de la seguridad 

en su personal y también entre el personal del buque. 

o disponer las verif icaciones iniciales y posteriores del buque por parte de la 

administración o de la organización de seguridad reconocida. 

o velar por que se imparta una formación adecuada a los responsables de la 

seguridad del buque. 

o garantizar la coherencia entre los requisitos de seguridad y los requisitos de 

seguridad del buque. 

o velar por que se mantenga una comunicación y cooperación ef icaces entre 

el of icial de seguridad de buques y el of icial de seguridad de las instalaciones 

portuarias pertinentes. 

https://english.ilent.nl/themes/s/security/recognised-security-organisations
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o garantizar que se aplique y mantenga un acuerdo alternativo y equivalente 

para la seguridad de cada buque. 

• En caso de que se detecten deficiencias y no conformidades durante las auditorías 

internas, las revisiones periódicas, las inspecciones de seguridad y la verif icación 

del cumplimiento, el OSC las abordaría y trataría lo antes posible. 

• En caso de que se utilice el plan de seguridad de un buque gemelo o un sistema de 

seguridad de la f lota, el OSC se aseguraría de que el plan para cada buque ref lejara 

con precisión la información específ ica del buque. 

 
Fuente: https://www.marineinsight.com/marine-safety/what-are-the-duties-of-company-security-officer-cso/, 

28-06-2022 

4.8 Oficial de Seguridad de Buques 

Un SSO (Oficial de Seguridad de Buques) es una entidad importante bajo el Código. El SSO 

es una persona designada por la compañía y el capitán del buque para garantizar la 

seguridad del buque. 

 

La seguridad de los buques es una de las mayores preocupaciones para todas las 

compañías navieras cuyos buques navegan en aguas internacionales. Aunque existen 

sistemas avanzados como el SSAS (Ship Security Alert System) y el SSRS (Ship Security 

Reporting System) para mejorar la seguridad marítima, la contribución de la tripulación a 

la seguridad del buque juega un papel muy importante. 

 

Las principales funciones del SSO incluyen la implementación y el mantenimiento de un 

SSP, mientras se trabaja en estrecha colaboración con el OSC y la PFSO. 

 

De acuerdo con el Código, cada buque debe tener un SSO, que tiene la plena 

responsabilidad de la seguridad del buque. 

 

Las principales responsabilidades del SSO son: 

• Implementar y mantener del SSP. 

• Realizar inspecciones de seguridad a intervalos regulares de tiempo para garantizar 

que se tomen las medidas de seguridad adecuadas. 

• Realizar cambios en el plan de seguridad del buque si es necesario. 

• Proponer modif icaciones al SSP teniendo en cuenta diversos aspectos del buque.  

• Asistir en el SSA. 

• Asegurarse de que la tripulación del buque esté debidamente capacitada para 

mantener un alto nivel de seguridad del buque. 

• Mejorar la conciencia de seguridad y la vigilancia a bordo del buque. 

• Guiar a la tripulación del buque enseñando formas de mejorar la seguridad del 

buque. 

• Reportar todos los incidentes de seguridad a la compañía y al Capitán del buque.  

• Tener en cuenta la opinión y las sugerencias de la OSC y la PFSO al realizar 

enmiendas al SSP. 

• Ayudar a los OSC en sus funciones. 

• Tener en cuenta diversas medidas de seguridad relacionadas, por ejemplo, con el 

manejo de la carga, las operaciones de la sala de máquinas y el almacén del buque.  

• Coordinar con el personal a bordo del buque y las autoridades portuarias para llevar 

a cabo todas las operaciones del buque con la máxima seguridad. 

https://www.marineinsight.com/marine-safety/what-are-the-duties-of-company-security-officer-cso/
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• Asegurarse de que el equipo de seguridad del buque sea operado, probado, 

calibrado y mantenido adecuadamente. 

• Los deberes del SSO pueden cambiar, aumentar o disminuir, dependiendo del tipo 

de buque y la situación. Sin embargo, los principales deberes siguen siendo los 

mismos que se mencionaron anteriormente. 

 

La importancia de la seguridad marítima ha aumentado sustancialmente con el aumento 

de la cantidad de ataques de piratería. Esto también ha llevado a un aumento repentino 

de la demanda de puestos de trabajo de seguridad marítima. Muchas empresas ofrecen 

servicios especiales de protección marítima para garantizar un alto nivel de seguridad de 

buques y puertos. 

Sin embargo, es de notar que la mayoría de los problemas relacionados con la seguridad 

del buque se pueden evitar teniendo un SSP sólido. 

 
Fuente: https://intlreg.org/2019/08/30/the-duties-of-ship-security-officer-

sso/#:~:text=A%20ship%20security%20officer%20(SSO,the%20security%20of%20the%20ship, 28-06-2022 

 

Además de las medidas obligatorias del Código, ¿qué medidas (adicionales) (leyes, normas 

y reglamentos portuarios) se aplican a los operadores del puerto de Rotterdam? 

 

Responsabilidades 

Los SSO son responsables de la seguridad a bordo de los buques. La seguridad de un 

terminal es responsabilidad del PFSO. El PFSO debe realizar un ejercicio simple 

(«simulacro») en la terminal una vez cada tres meses, y un ejercicio completo, incluyendo 

la participación de una parte externa, una vez cada año civil (separado por no más de 18 

meses): un «ejercicio». 

Bajo las instrucciones de la Comisión Europea, la Autoridad Portuaria de Amberes ha 

desarrollado el Manual Europeo de Ejercicios y Simulacros de Seguridad Mar ítima; véase 

Anexo 2. El policy-document-port-cyber-notif ication-desk del Puerto de Rotterdam (véase 

Anexo 3) puede ser utilizado para los cursos de actualización regulares obligatorios para 

el personal que no es de seguridad que trabaja en la terminal. 

 

Cyber Notif ication Desk y obligación de informes de interrupción de TI 

El Capitán de Puerto de Rotterdam estableció el Mostrador de Notif icaciones Cibernéticas 

del Puerto el 11 de junio de 2018. Se pide a las empresas en el área del Puerto de 

Rotterdam que informen sobre interrupciones de TI a gran escala en su empresa. La 

empresa debe hacer este informe al Port Cyber Notif ication Desk. Una obligación de 

informe se aplica a las empresas que entran en el ámbito de aplicación de la Ley de 

Protección Portuaria - Reglamento (CE) nº 725/2004 y a las empresas que están obligadas 

a cumplir con el Código. 

 

Si la interrupción de TI tiene una de las tres consecuencias siguientes, la terminal debe 

ponerse en contacto con el Port Cyber Notif ication Desk inmediatamente. 

 

Ya no es posible llevar a cabo las medidas del PFSP por completo. Interrupciones en los 

procesos de recepción y salida de buques. Interrupciones en los procesos relacionados con 

el rendimiento de la carga. La presentación de informes permite al Capitán del Puerto y a 

los socios de seguridad y otros socios determinar si se requieren medidas para apoyar la 

seguridad en la zona portuaria. 

 

https://intlreg.org/2019/08/30/the-duties-of-ship-security-officer-sso/#:~:text=A%20ship%20security%20officer%20(SSO,the%20security%20of%20the%20ship
https://intlreg.org/2019/08/30/the-duties-of-ship-security-officer-sso/#:~:text=A%20ship%20security%20officer%20(SSO,the%20security%20of%20the%20ship
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Fuente: https://www.portofrotterdam.com/en/contact-harbourmaster/port-security, 29-06-2022 

4.9 Resumen  

 

ISPS en el puerto of Rotterdam 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fuente: Presentación de Seguridad Portuaria, Port of Rotterdam, 02-06-2022 

 

 

 

 

  

https://www.portofrotterdam.com/en/contact-harbourmaster/port-security
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Organización de Seguridad Portuaria 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fuente: Presentación de Seguridad Portuaria, Port of Rotterdam, 02-06-2022 

 

 

Auditoría y certificación 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fuente: Presentación de Seguridad Portuaria, Port of Rotterdam, 02-06-2022 
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Supervisión 

 

 

 

 

 

 

 

 

 

 

 

 
Fuente: Presentación de Seguridad Portuaria, Port of Rotterdam, 02-06-2022 

 

 

Evaluación de riesgos portuarios y plan de protección portuaria 

 

 

 

 

 

 

 

 

 

 

Fuente: Presentación de Seguridad Portuaria, Port of Rotterdam, 02-06-2022 
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4.10 Desafíos en el pasado 

¿Qué mejores prácticas pueden ser compartidas por la Autoridad del puerto de Rotterdam? 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fuente: Presentación de Seguridad Portuaria, Port of Rotterdam, 02-06-2022 
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5 Organización aduanera holandesa 

¿Cuál es el papel de la organización aduanera, la inmigración y la policía holandesas? 

Y cómo cooperan estas organizaciones juntos y con otros actores en el puerto, en su lucha 

contra el narcotráf ico y otras actividades ilegales. 

 

El Puerto de Rotterdam actúa como la frontera exterior de la Unión Europea, lo que signif ica 

que, después de despacho en Rotterdam, la carga puede viajar libremente a través de los 

estados miembros de la UE. 

 

La Aduana es responsable de liberar la carga que llega o sale de Europa a través de 

Rotterdam. La Administración de Aduanas de los Países Bajos opera las 24 horas del día, 

los 7 días de la semana y es conocida por ser una de las administraciones aduaneras más 

ef icientes del mundo. 

 

La tarea principal de la Administración de Aduanas de los Países Bajos es supervisar el 

movimiento transfronterizo de mercancías. Sus objetivos estratégicos son: 

• Recaudación de impuestos; 

• Protección; 

• Posición competitiva; 

• Pago de impuestos. 

 

La aduana eleva y recauda los derechos de importación, el IVA y de impuestos especiales, 

y controlan el cumplimiento de las obligaciones f iscales relativas a estos. 

 

La aduana paga los derechos de aduana percibidos a: 

• la Unión Europea (derechos de aduana); 

• la tesorería neerlandesa (impuestos especiales e IVA); 

• Protección. 

 

En su papel de organismo de aplicación de la ley, protege a la sociedad de los bienes 

inseguros e indeseables, centrándose en los siguientes aspectos: 

• Seguridad; 

• Medio ambiente; 

• Flora y fauna; 

• Salud; 

• Cultura; 

• Economía. 

 

El principio básico es que las mercancías inseguras o indeseables no deben entrar o salir 

de la UE, o solo hacerlo bajo ciertas condiciones. Si se requiere alguna autorización, es 

emitida por el Servicio Central de Importación y Exportación (CDIU). 

Este departamento de la Aduana neerlandesa trabaja en parte en nombre de otros 

ministerios, que instruyen a la Administración de Aduanas para llevar a cabo tareas de las 

que son responsables políticos. 

 

Las aduanas neerlandesas contribuyen a impulsar la posición competitiva de los Países 

Bajos y la Unión Europea mediante: 

• la supervisión del cumplimiento de las medidas europeas de regulación del mercado 

y 
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• la promoción de procedimientos rápidos y ef icientes de despacho de aduanas.  

 

 

¿Para quién funcionan las aduanas holandesas? 

Los derechos de las aduanas neerlandesas se establecen en la legislación y los reglamentos 

europeos y nacionales. Las tareas de ejecución se llevan a cabo para: 

• la Unión Europea; 

• el Ministerio de Hacienda; 

• el Ministerio de Asuntos Económicos y Climáticos; 

• el Ministerio de Relaciones Exteriores; 

• el Ministerio de Infraestructura y Gestión del Agua; 

• el Ministerio de Agricultura, Naturaleza y Calidad Alimentaria; 

• el Ministerio de Justicia y Seguridad; 

• el Ministerio de Salud, Bienestar y Deportes; 

• el Ministerio de Educación, Cultura y Ciencia. 

 

La Aduana Holandesa colabora con la Guardia Costera Holandesa. Esta es una asociación 

única, que lleva a cabo tanto servicios como tareas de aplicación para varios ministerios.  

 

Aduanas neerlandesas – Legislación europea 

La legislación y los reglamentos aduaneros son en su mayor parte elaborados por la Unión 

Europea. La legislación aduanera vigente, def inida en el UCC (Código Aduanero de la 

Unión), entró en vigor el 1 de mayo de 2016. 

 

Está previsto seguir trabajando para perfeccionar y aplicar plenamente las nuevas normas 

durante un período transitorio que durará hasta 2025. 

 

El plan estratégico plurianual para TI se ha establecido en un documento del mismo nombre 

MASP (Plan Estratégico Plurianual). Esta es una herramienta de gestión y planif icación que 

cubre el marco estratégico y los hitos para todos los proyectos de TI dentro de las aduanas 

europeas. 

 

Fuente: https://belastingdienst.nl/wps/wcm/connect/bldcontenten/belastingdienst/customs/about-us/what-we-

do/mission-and-responsibilities/mission-and-responsibilities, 29-06-2022 

5.1 Fuente de información de las aduanas 

La Oficina de Aduanas del Puerto de Rotterdam tiene como objetivo llevar a cabo los 

controles legales con un impacto mínimo en el proceso logístico. La presentación de los 

documentos necesarios para la importación y exportación por parte de importadores, 

exportadores, agentes, navieras, terminales y transportistas puede realizarse 

electrónicamente y desde cualquier parte del mundo a través del PORTbase PCS (Portbase 

Community System). 

 

Portbase fue fundada en 2009 por el Puerto de Rotterdam y el Puerto de Ámsterdam y 

cuenta con el amplio apoyo de la comunidad empresarial portuaria. 

Su ambición es hacer que las cadenas logísticas de los puertos holandeses sean lo más 

atractivas posible a través de una ventanilla única. 

 

Portbase conecta a todas las partes en las cadenas logísticas de los puertos holandeses 

con este f in. A través del PCS, Portbase facilita el intercambio de datos entre empresas y 

https://belastingdienst.nl/wps/wcm/connect/bldcontenten/belastingdienst/customs/about-us/what-we-do/mission-and-responsibilities/mission-and-responsibilities
https://belastingdienst.nl/wps/wcm/connect/bldcontenten/belastingdienst/customs/about-us/what-we-do/mission-and-responsibilities/mission-and-responsibilities
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el intercambio de información con los gobiernos para trabajar más rápido, de manera más 

ef iciente y a menores costos. 

 

Junto con la creciente comunidad portuaria, Portbase está haciendo que el intercambio de 

datos sea cada vez más valioso. 

 

El PCS Portbase se puede utilizar solo para los siguientes puertos holandeses: Rotterdam, 

Amsterdam, Moerdijk, Harlingen, Delfzijl y Eemshaven. 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fuente: Presentación de Portbase, 22-06-2022 

 

La organización Portbase es una organización neutral, reconocida y sin ánimo de lucro.  

 

A través del módulo "Notif icación de buques" en Portbase, los buques, los agentes navieros 

y/o las líneas navieras pueden enviar todas las notif icaciones obligatorias de buques a los 

capitanes de puerto y aduanas, incluyendo la notif icación de información de seguridad 

obligatoria en virtud del Código. 

 

Los usuarios también pueden transferir una escala de buque a otro agente naviero 

utilizando el módulo. Además, se puede asignar a una parte diferente como declarante 

f inanciero para el estado de cuenta de las cuotas portuarias y/o autorizar a un agente de 

manejo de carga a registrar la carga (peligrosa). 

 

La notif icación del buque también da acceso directo a los servicios notif icación de 

Mercancías Peligrosas, Notif icación de Tripulación & Pasajeros y Notif icación de Depósito 

de buques. 

A través del módulo también se puede pedir pilotos, remolcadores y barqueros.  

El PCS asegura un proceso simplif icado, 24/7, durante todo el año. 

5.2 Criterios y proceso de selección de escaneo (de contenedores) 

Como se menciona en el párrafo 5.1, las aduanas tienen acceso a los datos de carga y 

transporte en Portbase. La aduana utiliza la información de Portbase para hacer su análisis 

de riesgos de seguridad. 

Sobre la base de un conjunto de criterios (el perf il de riesgo de la carga), la carga (en 

contenedores) se selecciona para una inspección adicional. 
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Algunos criterios son el remitente de las mercancías, el país de origen, las últimas escalas 

de puertos, los operadores de terminales, los tipos de mercancías mencionados en el 

conocimiento de embarque, el peso y el valor indicados de la carga, las empresas de 

transporte, (país de) destino y destinatario. 

Los criterios exactos y el análisis de riesgos en sí son información clasif icada y, por lo tanto, 

no se comparten con el Contratista de esta asignación. 

 

Inspección aduanera del Puerto de Rotterdam 

La mayoría de las inspecciones aduaneras en el Puerto de Rotterdam, si se considera 

necesario, se llevan a cabo a través de escaneos. El puerto cuenta con equipo de escaneo 

de alta tecnología en sus terminales. 

Esto signif ica que las aduanas holandesas no necesitarán abrir contenedores, a menos que 

sea absolutamente necesario. Ya sea que esté importando o exportando desde Rotterdam, 

los propietarios de carga no tienen que pagar ningún costo de inspección. 

 

Sin embargo, uno debe asumir todos los cargos relacionados con las acciones llevadas a 

cabo por terceros que permiten el proceso de inspección, ya sea un escaneo o una 

inspección f ísica. 

 

Inspección de escaneo 

El SIT (State Inspection Terminal) Rotterdam en Maasvlakte permite a la Aduana holandesa 

manejar el mayor volumen de contenedores transportados a través del puerto de 

Rotterdam. El escaneo remoto y las herramientas avanzadas de planif icación han hecho 

que el proceso de manejo de contenedores sea considerablemente más ef iciente. 

 

El manejo rápido y ef iciente de la carga constituye un estímulo positivo para los 

proveedores de servicios logísticos, los cargadores y otras empresas que trabajan en el 

área portuaria de Rotterdam. 

 

Con la puesta en marcha del sistema de escaneo en "Delta Schiereiland", cada una de las 

terminales de contenedores de Maasvlakte tiene sus propios escaneos in situ. 

Los contenedores se pueden escanear actualmente en las terminales, después de lo cual 

las imágenes se analizan en SIT. 

Este procedimiento de análisis remoto facilita la manipulación rápida, ef iciente y segura de 

los contenedores. 

 

¿Cómo funciona el escaneo? 

Escanear: la aduana escanea el envío pasándolo a través de un túnel de escáner.  

Funcionarios holandeses de aduanas analizan si el contenido corresponde a la descripción 

de la carga y si hay artículos ilegales. 

 

¿Qué sucede? 

La Aduana alertará al agente de carga si necesita inspeccionar su contenedor. 

La alerta se da como máximo unos días antes de la llegada del envío. 

A su llegada, la aduana transportará su contenedor al sitio de escaneo. Uno debe 

aprobar el transporte del contenedor desde la terminal hasta el sitio de escaneo.  

 

Inspección física/medición de gases peligrosos 
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Esto cae bajo inspección f ísica. Hay que asegurarse de que la aduana pueda llevar a cabo 

esta inspección f ísica de forma segura. Si determinan que hay presencia de gases 

peligrosos, traerán una empresa de desgasif icación para desgasif icar el contenedor.  

 

¿Qué sucede? 

La línea naviera informará al propietario de la carga que la aduana holandesa ha 

seleccionado su contenedor para una inspección f ísica. Esto generalmente sucede si hay 

un problema con su declaración. 

La línea naviera procederá entonces a bloquear el contenedor en la terminal. También 

es probable que requieran del propietario de la carga un correo electrónico que indique 

que el propietario de la carga asume todos los cargos involucrados en el proceso de 

inspección. Esto allana el camino para que la línea naviera desbloquee su carga. 

Cuando esto sucede, involucra a varias partes, incluyendo las aduanas holandesas y/o 

el Ministerio de Transporte, una empresa de inspección especializada y tal vez una 

empresa de desgasif icación. Esto puede causar un retraso. 

 

 

 

Carga y descarga 

La aduana puede solicitar la apertura del contenedor, ya sea total o parcialmente. El 

propietario de la carga debe asumir la responsabilidad de cargar y descargar el contenedor, 

o autorizar a un tercero a hacerlo. 

 

Durante todo el proceso, el propietario de la carga puede rastrear el estado de su envío en 

la página de estado del contenedor de la terminal de contenedores. 

 

Las aduanas holandesas contratarán terceros para manejar el transporte de contenedores 

seleccionados para su inspección. 

El propietario de la carga puede obtener los diferentes costos de transporte en la terminal. 

Estos transportadores facturarán al agente de carga, quien, a su vez, transferirá los costos 

adicionales al propietario de la carga. Lo más probable es que el agente de carga también 

cobre al propietario de la carga las tarifas de demora propias resultantes de la 

administración y coordinación de la inspección. 

 
Fuente: Rotterdam Port Customs Inspection, https://www.icontainers.com/help/rotterdam-port-customs-

inspection/, 29-06-2022 

 

Según el conocimiento disponible, todos los contenedores serán tratados por igual.  

5.3 Cooperación empresas y aduana holandesas 

5.3.1 Enfoque basado en la investigación 

El estudio "Delitos de drogas en el Puerto de Rotterdam: sobre el fenómeno y su enfoque", 

mayo de 2019, PDF páginas 43-45 (Anexo 4), proporciona una imagen en profundidad del 

contrabando de drogas en el puerto. 

 

En base de los hallazgos, los criminólogos han llegado a seis (6) puntos de referencia para 

la supervisión, la aplicación y la investigación. Con la anotación de la viabilidad legal y la 

conveniencia, estos ofrecen puntos de referencia para hacer que el Puerto de Rotterdam 

sea menos vulnerable al tráf ico de drogas. 

https://www.icontainers.com/help/rotterdam-port-customs-inspection/
https://www.icontainers.com/help/rotterdam-port-customs-inspection/
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1.) Enfoque en lugares y sectores vulnerables 

Ciertos lugares en los puertos urbanos y en el Maasvlakte, así como algunos sectores 

(como la fruta y el transporte), parecen ser particularmente atractivos para el tráf ico de 

drogas. Podría estudiarse la forma en que se pueden utilizar los instrumentos 

administrativos y de derecho privado para combatir esta situación. Las medidas 

administrativas pueden incluir el cierre de un edif icio si una empresa no sigue las reglas, 

o un enfoque más intensivo para el lavado de dinero. Para que esto tenga éxito, el Municipio 

de Rotterdam debe trabajar en estrecha colaboración con otros socios (de seguridad), por 

lo que es esencial que se pueda compartir información, por ejemplo, dentro de la estructura 

de cooperación del Centro Regional de Información y Experiencia (RIEC). 

 

Esto último también se aplica al uso de recursos de derecho privado. Esto puede implicar 

una política de personal más estricta, por la cual los empleados existentes también son 

examinados periódicamente. Podría intensif icarse la formación en materia de 

sensibilización sobre la delincuencia relacionada con las drogas. 

 

2.) Invertir en tecnología y en personas 

El puerto está cada vez más protegido por medio de la tecnología digital. Esto es algo 

bueno, pero también se debe considerar el factor humano crítico en este escenario. El uso 

simultáneo y combinado de la tecnología y las personas puede contrarrestar la naturaleza 

mecánica y la previsibilidad de la tecnología y explotar de manera óptima el conocimiento 

y la intuición de los humanos. Un ejemplo que involucra a las personas y la tecnología es 

vincular los pases de acceso (biométricos) a los horar ios de trabajo. Además, se pueden 

realizar inversiones en la separación digital de tareas, mediante la cual la información es 

menos accesible, y en el registro de las acciones de los empleados. Por último, la 

determinación de qué contenedores deben inspeccionarse debe basarse en algo más que 

un análisis de riesgos automatizado. Porque después de todo, esta información puede 

haber sido transmitida a los contrabandistas. Las inspecciones espontáneas como las que 

ahora se han introducido basadas en el conocimiento y la experiencia de los empleados 

aumentan el riesgo de detectar delitos. 

 

3.) Como gobierno, facilitar la sensibilización con las empresas 

A pesar del conflicto entre los intereses económicos y la seguridad, parece estar ocurriendo 

un cambio cultural. Bajo la inf luencia de la presión política, administrativa y social, la 

comunidad empresarial es cada vez más consciente de la importancia de un puerto seguro 

y protegido, y de su responsabilidad compartida al respecto. Esta conciencia puede 

facilitarse a través de la formación, la aplicación del principio de "formar al entrenador" y 

los esfuerzos de las organizaciones sectoriales y las asociaciones comerciales. También es 

aconsejable proporcionar retroalimentación sobre los resultados de las investigacion es 

policiales a las empresas que han reportado incidentes. El gobierno, también, puede 

desempeñar un papel en el asesoramiento sobre la gestión operativa, la política de 

personal y otras formas en que las empresas pueden combatir el crimen de drogas.  

 

4.) Invertir en el uso sistemático y sostenible de las medidas ya implementadas y su 

cumplimiento 

Se recomienda que los conocimientos y la experiencia de las diversas partes se reúnan en 

una ubicación central. El Centro Regional de Información y Conocimientos Especializados, 

como centro de conocimientos existente, sería adecuado para ello. Con este conocimiento, 

que debe ser constantemente alimentado y aumentado por las diversas partes interesadas, 



Universidad 

 

Página 27 de 41 

 

Embajada del Reino de los Países Bajos Lima 

 

se comprenderán mejor las diversas facetas del tráf ico de drogas y las formas relacionadas 

con el delito. En un think tank con partes privadas y públicas, este conocimiento puede 

transformarse en medidas innovadoras y practicables. Aquí se puede advertir que los 

académicos que operan de forma independiente con experiencia en las áreas del crimen 

(organizado) de drogas ref lexionan críticamente sobre el desarrollo de conocimientos e 

ideas. 

 

5.) Invertir en el uso sostenible de la información y en una mejor comprensión de la 

naturaleza global de las redes delictivas 

La atención de las agencias gubernamentales se centra principalmente a nivel local. Sería 

bueno obtener más información sobre las diversas facetas del proceso logístico. Cuando se 

trata de drogas, después de todo, el Puerto de Rotterdam es con frecuencia un punto de 

tránsito entre los países de origen y los países de destino. El municipio podría invertir en 

un conocimiento sistemático sobre cuestiones tales como los métodos de contrabando, las 

asociaciones y los f lujos monetarios subyacentes. La exportación de drogas también 

merece más atención. Además de la exploración legal de las posibilidades de compartir 

dicha información, esto también requiere un cambio cultural dentro de las organizaciones 

interesadas. 

 

6.) Explorar las posibilidades de apoyo forzado versus apoyo facilitado 

La cooperación entre el gobierno y la comunidad empresarial podría lograrse a través de 

dos escenarios (máximos). En la primera variante, más represiva, se establecen 

estándares para las empresas en términos de sus procesos de negocio y medidas de 

seguridad. Si no cumplen con estos, pueden enfrentarse a medidas administrativas como 

una multa o incluso el cierre del sitio o empresa. Un segundo escenario es la cooperación 

basada en la idea de "seguridad positiva". Aquí, la experiencia de las partes públicas y 

privadas se reúne en un entorno de igualdad y empoderamiento. El Centro de Intercambio 

de Información y el programa "Integere Haven" ("puerto ético") son buenos ejemplos de 

ello. Además, en el futuro, la Autoridad Portuaria podría desempeñar un papel más 

importante en la promoción de la seguridad y la integridad de las empresas en el Puerto 

de Rotterdam. 

5.3.2 Enfoque práctico 

Para el puerto de Rotterdam se ha elegido un enfoque integrado. Los organismos 

administrativos y de justicia penal, así como el sector privado, asumen la responsabilidad 

conjunta con un enfoque proactivo de la delincuencia. 

La prevención, el control y el seguimiento también juegan un papel importante. La 

cooperación óptima entre las partes requiere un mejor intercambio de información, 

coordinación de tareas y comprensión de la visión y los objetivos de cada parte.  

 

En la práctica diaria, la cooperación es dirigida por el "equipo HARC". 

El equipo de Hit And Run Cargo (HARC) es una empresa conjunta entre aduanas, FIOD 

(Servicio de Inteligencia e Investigación Fiscal), la Policía Portuaria y el Servicio de la 

Fiscalía Pública de Rotterdam. El equipo de HARC se dedica a la investigación y el 

enjuiciamiento de las principales investigaciones de subversión en y alrededor del puerto 

de Rotterdam. El equipo se creó hace 23 años específ icamente para combatir el 

contrabando de drogas en Rotterdam mediante la recopilación conjunta de información. 

 

Fuente: https://www.om.nl/onderwerpen/harc-team, 01-07-2022 

 

https://www.om.nl/onderwerpen/harc-team
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Las empresas pref ieren esto porque las líneas son más cortas. Es bueno que el gobierno 

vea cada vez más a las empresas como socios iguales y no favorezca excesivamente a la 

gestión de arriba hacia abajo. 

 

Cooperación privada y público-privada 

Para las organizaciones privadas, la vigilancia no es el negocio pr incipal, aparte del 

personal de seguridad privada. Sin embargo, hay empresas en el puerto que consideran la 

seguridad una prioridad y buscan la cooperación en esto, entre sí o con agencias 

gubernamentales. Aquí a menudo deben superar una cierta vacilación. Puede haber miedo 

a una reputación comprometida (mantener las malas noticias en silencio) o de compartir 

información con el competidor, pero también simplemente una escasez de tiempo. Las 

empresas se están dando cuenta cada vez más de que comparten la responsabilidad de un 

puerto seguro. Sin embargo, las empresas responsables de los vulnerables depósitos 

vacíos aún no están hablando esto entre ellos. Algunas compañías navieras tampoco están 

muy dispuestas en este sentido; las terminales de contenedores suelen ser mucho más 

cooperativas. Sin embargo, se puede ejercer presión, por ejemplo, si los minoristas de 

frutas optan por no comprar productos en lugares específ icos. 

 

En 2019, hubo una creciente conciencia de que un puerto seguro es una preocupación de 

todos, y que la cooperación es un requisito previo para el éxito. El programa "Integere 

Haven" se centra en esto. Los empleados de las empresas representan un potencial único 

para la supervisión; debido a su cantidad y las distintas señales que captan durante su 

trabajo. Son los ojos y los oídos del puerto, a veces reconociendo que algo anda mal más 

rápido que la Aduana. Además, gracias a su experiencia, las empresas suelen ser más 

innovadoras. 

 

El programa "Integere Haven" es una asociación público-privada. El programa consta de 

tres pilares: 

• mejorar la seguridad de los sitios portuarios, 

• promover el comportamiento ético y 

• una mejor selección de empleados son los temas que aborda. 

 

Fuente: https://www.ferm-rotterdam.nl/nl/nieuws/de-integere-haven, 01-07-2022 

 

 

  

 

 

 

 

 

  

https://www.ferm-rotterdam.nl/nl/nieuws/de-integere-haven
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6 Escáneres de contenedores 

 

 Los escáneres de contenedores vienen en todas las formas y tamaños. Algunos son 

escáneres móviles para puertos y terminales más pequeños; estos tienen la ventaja de 

que se pueden colocar en cualquier lugar conveniente y un segundo (si está disponible) 

puede ayudar a hacer el trabajo si es necesario. 
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Otros son instalaciones f ijas más grandes con una mayor velocidad de escaneo, un 

mantenimiento más simple y más durabilidad. 
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Los precios arrancan en 1,5 millones de dólares estadounidenses para los escáneres 

móviles más simples. Los escáneres más grandes que se encuentran en edif icios comienzan 

desde 3 millones de dólares estadounidenses. El precio depende del fabricante, el software 

y la velocidad de escaneo. Es recomendable tener al menos dos escáneres, para que en 

caso de mantenimiento o mal funcionamiento el servicio de escaneo siga estando 

disponible. 

 

Dependiendo de sus deseos, puede tener contratos para comprar o arrendar escáneres, 

incluyendo o excluyendo contratos de mantenimiento. Tal vez también la evaluación de 

escaneo puede ser realizada por un tercero. Esto podría ser parte de la fase de licitación 

donde los vendedores pueden indicar las posibilidades que tienen y/o pueden ofrecer en 

los deseos declarados por su cliente. 

 

Esto también incluye que la redacción de los documentos para la licitación debe hacerse 

de manera muy precisa y correcta para que todas las partes licitadoras tengan que 

responder a las mismas preguntas y declarar si cumplen o no con lo pedido. STC tiene 

mucha experiencia en la redacción de documentos para licitaciones en todo el mundo y 

podemos escribirlos de conformidad con las normas y reglamentos con los que le gustaría 

que los documentos de licitación cumplieran, por ejemplo, las normas y reglamentos de 

licitación de la UE. Escribir y evaluar los documentos de licitación es una fase crítica en un 

procedimiento de compra. 

 

Una pregunta muy dif ícil es: 

"¿Cómo determinan las autoridades los diversos criterios que se están utilizando para 

seleccionar los contenedores que deben escanearse?" 

Las aduanas nunca darán una respuesta clara a estas preguntas a las partes no 

gubernamentales, pero lo más probable es que las embajadas y ministerios puedan 

obtenerla de la Aduana holandesa o del Ministerio de Finanzas. Daremos un ejemplo de 

cómo se hace en Canadá. Esto se puede utilizar como ejemplo para el proceso en muchos 

países desarrollados, como los Países Bajos. 
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Cuando se importa un contenedor, sus datos deben completarse en la base de datos del 

sistema de la comunidad portuaria. Este sistema es legible para el departamento de 

aduanas, y las identidades de las partes remitentes y receptoras recibirán una atención 

especial. Ejemplos de otras preguntas que el departamento de aduanas hará son: 

- ¿Es un envío por primera vez o es uno en un f lujo más largo de envíos similares? 

- ¿Es un contenedor genérico en un grupo más grande, como un contenedor lleno de 

cerveza Budweiser, o es una persona privada que envía un contenedor para 

moverse de un país a otro? 

- ¿Cuál es el puerto de origen? ¿Ha habido transbordo? En caso af irmativo, ¿dónde? 

A su llegada, algunos contenedores pueden colocarse directamente en las instalaciones de 

almacenamiento de la terminal, mientras que otros requieren un escaneo. Después de la 

exploración, es posible que se requiera una inspección f ísica. Si el contenedor se considera 

seguro, se puede colocar en las instalaciones de almacenamiento de la terminal. Una vez 

pagos todos los aranceles, el contenedor se libera y está listo para la entrega.  

En algunos casos, la aduana seguirá un contenedor con materiales ilícitos para detener a 

los jefes de la organización criminal que importa o exporta los materiales.  

Hay varias formas en que se puede marcar un contenedor. Por un lado, la agencia de 

aduanas tiene ciertos algoritmos que buscan irregularidades. Más sin embargo, el marcado 

de un determinado contenedor es el resultado de esfuerzos de inteligencia. En este caso, 

un informante puede haber proporcionado información específ ica, o puede obtenerse a 

través de diferentes medios. Las últimas formas en que se puede marcar un contenedor 

son las siguientes: mediante el escaneo en sí y/o perros que olfatean drogas. 

En cualquiera de estos casos, el contenedor puede ser despojado para extraer el 

contrabando o determinar si hay artículos ilícitos. 
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Financiación de escáneres aduaneros de contenedores completos: 

Hay muchas empresas que construyen escáneres y que proporcionan soluciones de 

software. Hemos enumerado algunos de ellos en el anexo al f inal de este capítulo. 

Normalmente, la selección de éstos es realizada por el gobierno del país en cuestión. Para 

obtener la mejor solución posible con respecto al precio y las especif icaciones técnicas, el 

gobierno generalmente selecciona el escáner con la ayuda de consultores y especialistas 

(de aduanas). 

 

Para determinar la mejor opción f inanciera y técnica, es necesaria una trayectoria de 

licitación completa. La fase 1 de esta trayectoria es determinar los requisitos (mínimos) 

que el proveedor de soluciones debe cumplir. Los escáneres entregan imágenes que se 

procesan con software de imágenes y reconocimiento. A menudo, los deseos y necesidades 

de procesamiento de escaneo automatizado y las especif icaciones de software 

determinarán los requisitos mínimos para el escáner y/o la solución integrada.  

 

Esto también hace que sea dif ícil determinar el precio para escanear un contenedor. 

Cuando el Congreso de los Estados Unidos estaba debatiendo sobre el escaneo de 

contenedores al 100% en los puertos en junio de 2016, se declaró que "[c]onducir que el 

escaneo y las imágenes costarían, en promedio, $150 a $220 por contenedor, que el 

gobierno de los Estados Unidos podría pagar o recuperar a través de tarifas impuestas a 

los remitentes". 

Esta es una cantidad estimada, que actualmente sigue siendo correcta. 

 

Entrenamiento de operadores de escáneres: 

Esta pregunta no puede ser respondida en este momento, ya que depende de la solución 

elegida. Tanto el proveedor de hardware como el de software tendrán que impartir 

entrenamiento a los operadores y al personal de mantenimiento. Normalmente, los 

operadores son funcionarios de aduanas de confianza que trabajan sobre el terreno durante 

varios años. Esto se hace para evitar que los inf iltrados obtengan información sobre las 

últimas posibilidades y funciones de los escáneres, y sobre los elementos buscados o 

marcados por el software. 

 

El contenido del entrenamiento del operador del escáner no se divulga públicamente, ni 

los detalles de lo que pueden ver y diferir entre, ni las frecuencias de rayos X utilizadas.  

 

El tiempo de entrenamiento depende del escáner, el software y el conocimiento del 

operador. En el caso de que los operadores ya tengan experiencia con un escáner 

específ ico, solo sería necesario el entrenamiento para las nuevas funciones de la solución 

adquirida. 

 

Algunos fabricantes tienen contenedores especiales y/o escaneos guardados para f ines de 

entrenamiento. También es posible que los of iciales sean colocados temporalmente en otro 

país para ver cómo funciona el producto en la práctica. 

 

¿Qué se puede hacer para minimizar los riesgos de corrupción del personal involucrado en 

las operaciones de seguridad? 

 

Si bien esto no se divulga públicamente, estos son algunos puntos clave que generalmente 

se consideran mejores prácticas: 

 

1: Tener la evaluación de los escaneos en un entorno separado de los contenedores, 

de modo que el evaluador no sepa qué contenedor está mirando en ningún momento. 
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2: Hacer que dos o tres of iciales analicen los contenedores identif icados por el software 

para confirmar la sospecha del software. Esto se hace para evitar que un solo of icial pueda 

verse comprometido por una organización criminal. 

 

3: Tener un esquema rotatorio para que un of icial solo esté evaluando por un corto 

período de tiempo.  El esquema de alivio es hecho aleatoriamente por un programa de 

software, por lo que no puede calcular quién estará de servicio como evaluador en un 

momento específ ico en el tiempo. 
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Adenda: 

Algunos de los principales fabricantes de soluciones de escaneo de contenedores a la fecha 

del 1cde julio de 2022 según los consultores de STC. 

 

1. Scan-X Security 

http://www.scanxsecurity.com/cargo-screening-machines/ 

 
Unit C2, Tame Valley Business Centre, Claymore, Wilnecote, Tamworth, Staffs, B77 

5DQ, Reino Unido. Teléfono: 01922 455222, Fax: 0121 2756048, 
Email: sales@scanxsecurity.com 

 
2. Intertek 

https://www.intertek.com/government/cargo-scanning/ 
 

 
América del Norte y del Sur:+1 800 967 5352 
Europa, Medio Oriente y África: +44 116 296 1620 

Asia Pacífico: +852 2173 8888 
 

3. Westminster group. 

https://www.wg-plc.com/product/container-x-ray-scanning-portal 
 

4. Adani systems. 
https://www.adanisystems.com/products/cargo-and-vehicle-x-ray-inspection/dtp-

7500lv/ 
 

ADANI SYSTEMS, Inc. 
13631 Poplar Circle, 

Conroe, TX 77304, EEUU 
Teléfono: +1-936-588-2064 

Toll-free line: +1-844-989-6789                 
https://adanisystems.us/ 

LINEV Systems UK, Ltd. 
Unit 1 Cross Channel Business Park 

Mount Pleasant, Ramsgate, Kent, 
CT12 4AU Reino Unido 

Teléfono:+44-333-5779813 

LINEV Systems 
Equipment Trading, LLC 

 

http://www.scanxsecurity.com/
http://www.scanxsecurity.com/
http://www.scanxsecurity.com/cargo-screening-machines/
https://www.intertek.com/government/cargo-scanning/
https://www.intertek.com/contact/americas/northandsouthamerica/
https://www.intertek.com/contact/ema/
https://www.intertek.com/contact/asiapacific/
https://www.wg-plc.com/product/container-x-ray-scanning-portal
https://www.adanisystems.com/products/cargo-and-vehicle-x-ray-inspection/dtp-7500lv/
https://www.adanisystems.com/products/cargo-and-vehicle-x-ray-inspection/dtp-7500lv/
https://adanisystems.us/
https://adanisystems.us/
https://www.intertek.com/contact/americas/northandsouthamerica/
https://www.intertek.com/contact/ema/
https://www.intertek.com/contact/asiapacific/
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Damac XL Tower, office 1905, 

Al Abraj Str., Business Bay, Dubai, UAE 
Mobile: +971-56-531-6493 

Prone: +971-44-581-039 
 

5. NUCTECH Netherlands 

https://nuctecheurope.com/products/cargo-container 
Sede Rotterdam 

Wilhelminakade 143, 28F 

3072 AP Rotterdam, los Países Bajos 

T: +31 10 200 1109 

E: netherlandsoff ice@nuctech.com 

E: media.europe@nuctech.com 

Sede Schiphol 

World Trade Centre, C4 

Schiphol Boulevard 249, los Países Bajos 

6. Scantronic systems 

 

http://scantronicsystems.com/en/products/idk_car_st6035/ 

 

 

 

 

 

  

https://nuctecheurope.com/products/cargo-container
mailto:netherlandsoffice@nuctech.com
mailto:media.europe@nuctech.com
http://scantronicsystems.com/en/products/idk_car_st6035/
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Anexo 1 - Reglamento (CE) No 725/2004 

 

Reglamento (CE) No 725/2004 DEL PARLAMENTO EUROPEO Y DEL CONSEJO de 31 de 

marzo de 2004 relativo a la mejora de la protección de los buques y las instalaciones 

portuarias 

 
 

  



REGULATION (EC) No 725/2004 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 31 March 2004

on enhancing ship and port facility security

(Text with EEA relevance)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty establishing the European Com-
munity, and in particular Article 80(2) thereof,

Having regard to the proposal from the Commission,

Having regard to the Opinion of the European Economic and
Social Committee (1),

Having consulted the Committee of the Regions,

Acting in accordance with the procedure laid down in Article
251 of the Treaty (2),

Whereas:

(1) Intentional unlawful acts and especially terrorism are
among the greatest threats to the ideals of democracy
and freedom and to the values of peace, which are the
very essence of the European Union.

(2) The security of European Community shipping and of
citizens using it and of the environment in the face of
threats of intentional unlawful acts such as acts of
terrorism, acts of piracy or similar, should be ensured at
all times.

(3) In connection with the transport of goods containing
especially dangerous substances, such as chemical and
radioactive substances, the potential consequences of the
threats posed by intentional unlawful acts for Union citi-
zens and the environment are very serious.

(4) On 12 December 2002 the Diplomatic Conference of
the International Maritime Organisation (IMO) adopted
amendments to the 1974 International Convention for
the Safety of Life at Sea (SOLAS Convention) and an
International Ship and Port Facility Security Code (ISPS
Code). These instruments are intended to enhance the
security of ships used in international trade and asso-
ciated port facilities; they comprise mandatory provi-
sions, the scope of some of which in the Community
should be clarified, and recommendations, some of
which should be made mandatory within the Com-
munity.

(5) Without prejudice to the rules of the Member States in
the field of national security and measures which might
be taken on the basis of Title VI of the Treaty on Euro-
pean Union, the security objective described in recital 2
should be achieved by adopting appropriate measures in
the field of maritime transport policy establishing joint
standards for the interpretation, implementation and
monitoring within the Community of the provisions
adopted by the Diplomatic Conference of the IMO on
12 December 2002. Implementing powers should be
conferred on the Commission to adopt detailed imple-
menting provisions.

(6) This Regulation respects the fundamental rights and
observes the principles recognised in particular by the
Charter of Fundamental Rights of the European Union.

(7) Security should be enhanced not only for ships used in
international shipping and the port facilities which serve
them, but also for ships operating domestic services
within the Community and their port facilities, in par-
ticular passenger ships, on account of the number of
human lives which such trade puts at risk.

(8) Part B of the ISPS Code comprises a number of recom-
mendations which should be made mandatory within
the Community in order to make uniform progress
towards achievement of the security objective described
in recital 2.

(9) In order to contribute to the recognised and necessary
objective of promoting intra-Community short-sea
traffic, the Member States should be asked to conclude,
in the light of regulation 11 of the special measures to
enhance maritime security of the SOLAS Convention,
the agreements on security arrangements for scheduled
maritime traffic within the Community on fixed routes
using dedicated port facilities, without this compro-
mising the general standard of security sought.

(10) Permanently applying all the security rules provided for
in this Regulation to port facilities situated in ports
which only occasionally serve international shipping
might be disproportionate. The Member States should
determine, on the basis of the security assessments
which they are to conduct, which ports are concerned
and which alternative measures provide an adequate
level of protection.
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(11) Member States should vigorously monitor compliance
with the security rules by ships intending to enter a
Community port, whatever their origin. The Member
State concerned should appoint a ‘competent authority
for maritime security’ responsible for coordinating,
implementing and monitoring the application of the
security measures laid down in this Regulation as they
apply to ships and port facilities. This authority should
require each ship intending to enter the port to provide
in advance information concerning its international ship
security certificate and the levels of safety at which it
operates and has previously operated, and any other
practical information concerning security.

(12) Member States should be permitted to grant exemptions
from the systematic requirement to provide the informa-
tion referred to in recital (11) in the case of intra-Com-
munity or domestic scheduled shipping services,
provided the companies operating such services are able
to provide such information at any time on request by
the competent authorities of the Member States.

(13) Security checks in the port may be carried out by the
competent authorities for maritime security of the
Member States, but also, as regards the international
ship security certificate, by inspectors acting in the
framework of port State control, as provided for in
Council Directive 95/21/EC of 19 June 1995 concerning
the enforcement, in respect of shipping using Com-
munity ports and sailing in the waters under the juris-
diction of the Member States, of international standards
for ship safety, pollution prevention and shipboard
living and working conditions (port State control) (1).
Where different authorities are concerned, provision
must therefore be made for them to complement each
other.

(14) In view of the number of parties involved in the imple-
mentation of security measures, each Member State
should appoint a single competent authority responsible
for coordinating and monitoring the application of ship-
ping security measures at national level. Member States
should put in place the necessary resources and draw up
a national plan for the implementation of this Regu-
lation in order to achieve the security objective described
in recital 2, in particular by establishing a timetable for
the early implementation of certain measures in accord-
ance with the terms of Resolution 6 adopted by the
Diplomatic Conference of the IMO on 12 December
2002. The effectiveness of the checks on the implemen-
tation of each national system should be the subject of
inspections supervised by the Commission.

(15) The effective and standard application of measures under
this policy raises important questions in relation to its
funding. Funding certain additional security measures

ought not to give rise to distortions of competition. To
this end, the Commission should immediately undertake
a study (intended to address in particular the way finan-
cing is shared between the public authorities and the
operators, without prejudice to the distribution of
competences between the Member States and the Euro-
pean Community) and to submit the results and, if
appropriate, any proposals to the European Parliament
and the Council.

(16) The measures needed to implement this Regulation
should be adopted in accordance with Council Decision
1999/468/EC of 28 June 1999 laying down the proce-
dures for the exercise of implementing powers conferred
on the Commission (2). A procedure should be defined
for the adaptation of this Regulation in the light of
experience, to make mandatory further provisions of
Part B of the ISPS Code not initially made mandatory by
this Regulation.

(17) Since the objectives of this Regulation, namely the intro-
duction and implementation of appropriate measures in
the field of maritime transport policy, cannot be suffi-
ciently achieved by the Member States and can therefore,
by reason of the European scale of this Regulation, be
better achieved at Community level, the Community
may adopt measures in accordance with the principle of
subsidiarity as set out in Article 5 of the Treaty. In
accordance with the principle of proportionality, as set
out in that Article, this Regulation does not go beyond
what is necessary in order to achieve those objectives,

HAVE ADOPTED THIS REGULATION:

Article 1

Objectives

1. The main objective of this Regulation is to introduce and
implement Community measures aimed at enhancing the
security of ships used in international trade and domestic ship-
ping and associated port facilities in the face of threats of inten-
tional unlawful acts.

2. The Regulation is also intended to provide a basis for the
harmonised interpretation and implementation and Community
monitoring of the special measures to enhance maritime
security adopted by the Diplomatic Conference of the IMO on
12 December 2002, which amended the 1974 International
Convention for the Safety of Life at Sea (SOLAS Convention)
and established the International Ship and Port Facility Security
Code (ISPS Code).
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Article 2

Definitions

For the purposes of this Regulation:

1. ‘special measures to enhance maritime security of the
SOLAS Convention’ means the amendments, as attached as
Annex I to this Regulation, inserting the new Chapter XI-2
into the Annex to the SOLAS Convention of the IMO, in
its up-to-date version,

2. ‘ISPS Code’ means the International Ship and Port Facility
Security Code of the IMO, in its up-to-date version,

3. ‘Part A of the ISPS Code’ means the Preamble and the
mandatory requirements forming Part A of the ISPS Code,
as attached as Annex II to this Regulation, concerning the
provisions of Chapter XI-2 of the Annex to the SOLAS
Convention in its up-to-date version,

4. ‘Part B of the ISPS Code’ means the guidelines forming Part
B of the ISPS Code, as attached as Annex III to this Regu-
lation, regarding the provisions of chapter XI-2 of the
Annex to the SOLAS Convention, as amended, and of Part
A of the ISPS Code, in its up-to-date version,

5. ‘maritime security’ means the combination of preventive
measures intended to protect shipping and port facilities
against threats of intentional unlawful acts,

6. ‘focal point for maritime security’ means the body desig-
nated by each Member State to serve as a contact point for
the Commission and other Member States and to facilitate,
follow up and inform on the application of the maritime
security measures laid down in this Regulation,

7. ‘competent authority for maritime security’ means an
authority designated by a Member State to coordinate,
implement and monitor the application of the security
measures laid down in this Regulation in respect of ships
and/or one or more port facilities. The competences of this
authority may differ depending on the tasks assigned to it,

8. ‘international shipping’ means any maritime transport
service by ship from a port facility of a Member State to a
port facility outside that Member State, or conversely,

9. ‘domestic shipping’ means any transport service by ship in
sea areas from a port facility of a Member State to the
same port facility or another port facility within that
Member State,

10. ‘scheduled service’ means a series of sailings organised in
such a way as to provide a service linking two or more
port facilities:

(a) either on the basis of a published timetable;

(b) or with a regularity or frequency such as to constitute
a recognisable systematic service,

11. ‘port facility’ means a location where the ship/port inter-
face takes place; this includes areas such as anchorages,
waiting berths and approaches from seaward, as appro-
priate,

12. ‘ship/port interface’ means the interactions that occur
when a ship is directly and immediately affected by actions
involving the movement of persons or goods or the provi-
sion of port services to or from the ship,

13. ‘intentional unlawful act’ means a deliberate act, which, by
its nature or context, could harm the vessels used for inter-
national or national maritime traffic, their passengers or
their cargoes, or the port facilities connected therewith.

Article 3

Joint measures and scope

1. In respect of international shipping, Member States shall
apply in full, by 1 July 2004, the special measures to enhance
maritime security of the SOLAS Convention and Part A of the
ISPS Code, in accordance with the conditions and with respect
to the ships, companies and port facilities referred to therein.

2. In respect of domestic shipping, Member States shall
apply, by 1 July 2005, the special measures to enhance mari-
time security of the SOLAS Convention and Part A of the ISPS
Code to Class A passenger ships within the meaning of Article
4 of Council Directive 98/18/EC of 17 March 1998 on safety
rules and standards for passenger ships (1) operating domestic
services and to their companies, as defined in regulation IX-1
of the SOLAS Convention, and to the port facilities serving
them.

3. Member States shall, after a mandatory security risk
assessment, decide the extent to which they will apply, by 1
July 2007, the provisions of this Regulation to different cate-
gories of ships operating domestic services other than those
referred to in paragraph 2, their companies and the port facil-
ities serving them. The overall level of security should not be
compromised by such a decision.

Member States shall notify the Commission of such decisions
when they are adopted, as well as of the periodic review, which
must take place at intervals of no more than five years.
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4. When implementing the provisions required pursuant to
paragraphs 1, 2 and 3, Member States shall take fully into
account the guidelines contained in Part B of the ISPS Code.

5. Member States shall conform to the following paragraphs
of Part B of the ISPS Code as if they were mandatory:

— 1.12 (revision of ship security plans),

— 1.16 (port facility security assessment),

— 4.1 (protection of the confidentiality of security plans and
assessments),

— 4.4 (recognised security organisations),

— 4.5 (minimum competencies of recognised security organi-
sations),

— 4.8 (setting the security level),

— 4.14, 4.15, 4.16 (contact points and information on port
facility security plans),

— 4.18 (identification documents),

— 4.24 (ships' application of the security measures recom-
mended by the State in whose territorial waters they are
sailing),

— 4.28 (manning level),

— 4.41 (communication of information when entry into port
is denied or the ship is expelled from port),

— 4.45 (ships from a State which is not party to the Conven-
tion),

— 6.1 (company's obligation to provide the master with infor-
mation on the ship's operators),

— 8.3 to 8.10 (minimum standards for the ship security
assessment),

— 9.2 (minimum standards for the ship security plan),

— 9.4 (independence of recognised security organisations),

— 13.6 and 13.7 (frequency of security drills and exercises for
ships' crews and for company and ship security officers),

— 15.3 to 15.4 (minimum standards for the port facility
security assessment),

— 16.3 and 16.8 (minimum standards for the port facility
security plan),

— 18.5 and 18.6 (frequency of security drills and exercises in
port facilities and for port facility security officers).

6. Notwithstanding the provisions of paragraph 15.4 of Part
A of the ISPS Code, the periodic review of the port facility
security assessments provided for in paragraph 1.16 of Part B
of the ISPS Code shall be carried out at the latest five years
after the assessments were carried out or last reviewed.

7. This Regulation shall not apply to ships of war and troop-
ships, cargo ships of less than 500 gross tonnage, ships not
propelled by mechanical means, wooden ships of primitive
build, fishing vessels or vessels not engaged in commercial
activities.

8. Notwithstanding the provisions of paragraphs 2 and 3,
Member States shall ensure, when ship security plans and port
facility security plans are approved, that such plans contain
appropriate provisions to ensure that the security of ships to
which this Regulation applies is not compromised by any ship
or port interface or ship-to-ship activity with any ships not
subject to this Regulation.

Article 4

Communication of information

1. Each Member State shall communicate to the IMO, the
Commission and the other Member States the information
required pursuant to regulation 13 (Communication of infor-
mation) of the special measures to enhance maritime security
of the SOLAS Convention.

2. Each Member State shall communicate to the Commis-
sion and the other Member States the contact details of the
contact officials referred to in paragraph 4.16 of Part B of the
ISPS Code and the information provided for in paragraph 4.41
of Part B of the ISPS Code when a ship is expelled from or
refused entry to a Community port.

3. Each Member State shall draw up the list of port facilities
concerned on the basis of the port facility security assessments
carried out, and establish the scope of the measures taken to
apply the provisions of paragraph 2 of regulation 2 (extent of
application to port facilities which occasionally serve interna-
tional voyages) of the special measures to enhance maritime
security of the SOLAS Convention.

Each Member State shall communicate the said list to the other
Member States and to the Commission by 1 July 2004 at the
latest. The Commission and any Member State concerned shall
also be given sufficient details of the measures taken.

Article 5

Alternative security agreements or equivalent security
arrangements

1. For the purposes of this Regulation, regulation 11 (Alter-
native security agreements) of the special measures to enhance
maritime security of the SOLAS Convention may also apply to
scheduled intra-Community shipping operating on fixed routes
and using associated port facilities.
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2. To that end, Member States may conclude among them-
selves, each acting on its own behalf, the bilateral or multilat-
eral agreements provided for in the said SOLAS regulation.
Member States may, in particular, consider such agreements in
order to promote intra-Community short sea shipping.

The Member States concerned shall notify the agreements to
the Commission and provide sufficient details of the measures
to allow the Commission to consider whether the agreements
compromise the level of security of other ships or port facilities
not covered by the agreements. The details of the measures
directly linked to national security, if any, may be omitted from
the notification to the Commission.

The Commission shall examine whether the agreements guar-
antee an adequate level of protection, in particular as regards
the requirements of paragraph 2 of the abovementioned
SOLAS regulation 11, and whether they conform with Com-
munity law and are in accordance with the proper functioning
of the internal market. If the agreements do not meet these
criteria, the Commission shall within four months adopt a deci-
sion in accordance with the procedure referred to in Article
11(3); in such cases, the Member States concerned shall revoke
or adapt the agreements accordingly.

3. The periodic review of such agreements provided for in
paragraph 4 of regulation 11 of the special measures to
enhance maritime security must take place at intervals of no
more than five years.

4. Member States may adopt, for domestic shipping and the
port facilities as referred to in Articles 3(2) and 3(3) of this
Regulation, equivalent security arrangements as provided for in
regulation 12 (equivalent security arrangements) of the special
measures to enhance maritime security of the SOLAS Conven-
tion, provided such security arrangements are as least as effec-
tive as those prescribed in Chapter XI-2 of the SOLAS Conven-
tion and the relevant mandatory provisions of the ISPS Code.

The Member State concerned shall communicate to the
Commission sufficient details of such arrangements when they
are adopted, and the outcome of periodic reviews thereof, at
the latest five years after they were adopted or last reviewed.

The conditions of application of such arrangements shall be
subject to the Commission inspections provided for in Article
9(4), (5) and (6) of this Regulation under the procedures
defined therein.

Article 6

Provision of security information prior to entry into a
port of a Member State

1. When a ship which is subject to the requirements of the
special measures to enhance maritime security of the SOLAS
Convention and of the ISPS Code or of Article 3 of this Regu-
lation announces its intention to enter a port of a Member
State, the competent authority for maritime security of that

Member State shall require that the information referred to in
paragraph 2.1 of regulation 9 (Ships intending to enter a port
of another Contracting Government) of the special measures to
enhance maritime security of the SOLAS Convention be
provided. The said authority shall analyse, as far as necessary,
the information provided and, where necessary, apply the
procedure provided for in paragraph 2 of that SOLAS regu-
lation.

2. The information referred to in paragraph 1 shall be
provided:

(a) at least 24 hours in advance; or

(b) at the latest, at the time the ship leaves the previous port, if
the voyage time is less than 24 hours; or

(c) if the port of call is not known or if it is changed during
the voyage, as soon as the port of call becomes known.

3. A report shall be kept of the procedure followed in
respect of each ship subject to a security incident, as defined in
paragraph 1.13 of regulation 1 (definitions) of the special
measures to enhance maritime security of the SOLAS Conven-
tion.

Article 7

Exemptions from the provision of security information
prior to entry into a port

1. Member States may exempt scheduled services performed
between port facilities located on their territory from the
requirement laid down in Article 6 where the following condi-
tions are met:

(a) the company operating the scheduled services referred to
above keeps and updates a list of the ships concerned and
sends it to the competent authority for maritime security
for the port concerned,

(b) for each voyage performed, the information referred to in
paragraph 2.1 of regulation 9 of the special measures to
enhance maritime security of the SOLAS Convention is
kept available for the competent authority for maritime
security upon request. The company must establish an
internal system to ensure that, upon request 24 hours a day
and without delay, the said information can be sent to the
competent authority for maritime security.

2. When an international scheduled service is operated
between two or more Member States, any of the Member States
involved may request of the other Member States that an
exemption be granted to that service, in accordance with the
conditions laid down in paragraph 1.

3. Member States shall periodically check that the conditions
laid down in paragraphs 1 and 2 are being met. Where at least
one of these conditions is no longer being met, Member States
shall immediately withdraw the privilege of the exemption
from the company concerned.
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4. Member States shall draw up a list of companies and
ships granted exemption under this Article, and shall update
that list. They shall communicate the list and updates thereof
to the Commission and any Member State concerned.

5. Notwithstanding the provisions of paragraphs 1 and 2, a
Member State may, on security grounds and on a case-by-case
basis, request the provision of the information referred to in
paragraph 2.1 of regulation 9 of the special measures to
enhance maritime security of the SOLAS Convention prior to
entry into a port.

Article 8

Security checks in Member State ports

1. Certificate verification, as defined in paragraph 1.1 of
regulation 9 (Control of ships in port) of the special measures
to enhance maritime security of the SOLAS Convention, shall
be carried out in the port either by the competent authority for
maritime security defined in Article 2(7) of this Regulation or
by the inspectors defined in Article 2(5) of Directive 95/21/EC.

2. Where the officer conducting the certificate verification
referred to in paragraph 1 has clear grounds for believing that
the ship is not in compliance with the requirements of the
special measures to enhance maritime security of the SOLAS
Convention and of the ISPS Code, but does not belong to an
authority which in that Member State is responsible for
carrying out the measures provided for in paragraphs 1.2 and
1.3 of regulation 9 of the special measures to enhance mari-
time security of the SOLAS Convention, s/he shall immediately
refer the matter to the said authority.

Article 9

Implementation and conformity checking

1. Member States shall carry out the administrative and
control tasks required pursuant to the provisions of the special
measures to enhance maritime security of the SOLAS Conven-
tion and of the ISPS Code. They shall ensure that all necessary
means are allocated and effectively provided for the implemen-
tation of the provisions of this Regulation.

2. Member States shall designate a focal point for maritime
security by 1 July 2004.

3. Each Member State shall adopt a national programme for
the implementation of this Regulation.

4. Six months after the date of application of the relevant
measures referred to in Article 3, the Commission, in coopera-
tion with the focal point referred to in paragraph 2, shall start
a series of inspections, including inspections of a suitable
sample of port facilities and relevant companies, to monitor the
application by Member States of this Regulation. These inspec-
tions shall take account of the data supplied by the focal point

referred to in paragraph 2, including monitoring reports. The
procedures for conducting such inspections shall be adopted in
accordance with the procedure referred to in Article 11(2).

5. The officials mandated by the Commission to conduct
such inspections in accordance with paragraph 4 shall exercise
their powers upon production of an authorisation in writing
issued by the Commission and specifying the subject-matter,
the purpose of the inspection and the date on which it is to
begin. The Commission shall in good time before inspections
inform the Member States concerned by the inspections.

The Member State concerned shall submit to such inspections
and shall ensure that bodies or persons concerned also submit
to those inspections.

6. The Commission shall communicate the inspection
reports to the Member State concerned, which shall indicate
sufficient details of the measures taken to remedy any short-
comings within three months of receipt of the report. The
report and the list of measures taken shall be communicated to
the Committee referred to in Article 11(1).

Article 10

Integration of amendments to international instruments

1. The applicable international instruments referred to in
Article 2, which are applied in accordance with Article 3(1),
shall be those which have entered into force, including the
most recent amendments thereto, with the exception of the
amendments excluded from the scope of this Regulation
resulting from the conformity checking procedure established
by paragraph 5.

2. The integration of amendments to the international
instruments referred to in Article 2 in respect of ships oper-
ating domestic services and the port facilities serving them to
which this Regulation applies, in so far as they constitute a
technical update of the provisions of the SOLAS Convention
and the ISPS Code, shall be decided in accordance with the
procedure referred to in Article 11(2). The procedure for
checking conformity established by paragraph 5 shall not apply
in these cases.

3. In accordance with the procedure referred to in Article
11(2), provisions may be adopted in order to define harmo-
nised procedures for the application of the mandatory provi-
sions of the ISPS Code, without broadening the scope of this
Regulation.

4. For the purposes of this Regulation and with a view to
reducing the risks of conflict between Community maritime
legislation and international instruments, Member States and
the Commission shall cooperate, through coordination meet-
ings and/or any other appropriate means, in order to define, as
appropriate, a common position or approach in the competent
international fora.
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5. A procedure for checking conformity is hereby estab-
lished in order to exclude from the scope of this Regulation
any amendment to an international instrument only if, on the
basis of an evaluation by the Commission, there is a manifest
risk that such an amendment will lower the standard of mari-
time security or be incompatible with Community legislation.

The procedure for checking conformity may be used solely to
make amendments to this Regulation in the fields expressly
covered by the procedure referred to in Article 11(2) and
strictly within the framework of exercise of implementing
powers conferred on the Commission.

6. In the circumstances referred to in paragraph 5, the
procedure for checking conformity shall be initiated by the
Commission, which, where appropriate, may act at the request
of a Member State.

The Commission shall submit to the Committee set up in
Article 11(1), without delay, after the adoption of an amend-
ment to an international instrument, a proposal for measures
with the aim of excluding the amendment in question from
this Regulation.

The procedure for checking conformity, including, if applicable,
the procedures set up in Article 5(6) of Decision 1999/468/EC,
shall be completed at least one month before the expiration of
the period established internationally for the tacit acceptance of
the amendment concerned or the envisaged date for the entry
into force of said amendment.

7. In the event of a risk as referred to in the first sub-
paragraph of paragraph 5, Member States shall refrain, during
the course of the procedure for checking conformity, from
taking any initiative intended to integrate the amendment in
national legislation or to apply the amendment to the interna-
tional instrument concerned.

8. All relevant amendments to international instruments that
are integrated in Community maritime legislation, in accord-
ance with paragraphs 5 and 6, shall be published, for informa-
tion purposes, in the Official Journal of the European Union.

Article 11

Committee procedure

1. The Commission shall be assisted by a Committee.

2. Where reference is made to this paragraph, Articles 5 and
7 of Decision 1999/468/EC shall apply, having regard to the
provisions of Article 8 thereof.

The period laid down in Article 5(6) of Decision 1999/468/EC
shall be set at one month.

3. Where reference is made to this paragraph, Articles 6 and
7 of Decision 1999/468/EC shall apply having regard to the
provisions of Article 8 thereof.

The periods laid down in Article 6(b) and (c) respectively of
Decision 1999/468/EC shall be set at one month.

4. The Committee shall adopt its Rules of Procedure.

Article 12

Confidentiality

In applying this Regulation, the Commission shall take, in
accordance with the provisions of Commission Decision 2001/
844/EC, ECSC, Euratom of 29 November 2001 amending its
internal Rules of Procedure (1), appropriate measures to protect
information subject to the requirement of confidentiality to
which it has access or which is communicated to it by Member
States.

The Member States shall take equivalent measures in accord-
ance with relevant national legislation.

Any personnel carrying out security inspections, or handling
confidential information related to this Regulation, must have
an appropriate level of security vetting by the Member State of
the nationality of the personnel concerned.

Article 13

Dissemination of information

1. Without prejudice to the public right of access to docu-
ments as laid down in Regulation (EC) No 1049/2001 of the
European Parliament and of the Council of 30 May 2001
regarding public access to European Parliament, Council and
Commission documents (2), the inspection reports and the
answers of the Member States referred to in Articles 4(3), 5(2),
5(4) and 9(6) shall be secret and shall not be published. They
shall only be available to the relevant authorities, which shall
communicate them only to interested parties on a need-to-
know basis, in accordance with applicable national rules for
dissemination of sensitive information.

2. Member States shall, as far as possible and in accordance
with applicable national law, treat as confidential information
arising from inspection reports and answers of Member States
when it relates to other Member States

3. Unless it is clear that the inspection reports and answers
shall or shall not be disclosed, Member States or the Commis-
sion shall consult with the Member State concerned.

Article 14

Sanctions

Member States shall ensure that effective, proportionate and
dissuasive sanctions for breaching the provisions of this Regu-
lation are introduced.

29.4.2004L 129/12 Official Journal of the European UnionEN

(1) OJ L 317, 3.12.2001, p. 1.
(2) OJ L 145, 31.5.2001, p. 43.



Article 15

Entry into force

This Regulation shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.

It shall apply from 1 July 2004, apart from the provisions of Articles 3(2) and (3), and 9(4), which shall
enter into force on and apply from the dates specified therein.

This Regulation shall be binding in its entirety and directly applicable in all Member States.

Done at Strasbourg, 31 March 2004.

For the European Parliament

The President
P. COX

For the Council

The President
D. ROCHE
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ANNEX I

AMENDMENTS TO THE ANNEX TO THE INTERNATIONAL CONVENTION FOR THE SAFETY OF LIFE AT
SEA, 1974 AS AMENDED

‘CHAPTER XI-2

SPECIAL MEASURES TO ENHANCE MARITIME SECURITY

R eg u la t i on 1

Definitions

1 For the purpose of this chapter, unless expressly provided otherwise:

.1 Bulk carrier means a bulk carrier as defined in regulation IX/1.6.

.2 Chemical tanker means a chemical tanker as defined in regulation VII/8.2.

.3 Gas carrier means a gas carrier as defined in regulation VII/11.2.

.4 High-speed craft means a craft as defined in regulation X/1.2.

.5 Mobile offshore drilling unit means a mechanically propelled mobile offshore drilling unit, as defined in regu-
lation IX/1, not on location.

.6 Oil tanker means an oil tanker as defined in regulation II-1/2.12.

.7 Company means a Company as defined in regulation IX/1.

.8 Ship/port interface means the interactions that occur when a ship is directly and immediately affected by actions
involving the movement of persons, goods or the provisions of port services to or from the ship.

.9 Port facility is a location, as determined by the Contracting Government or by the Designated Authority, where
the ship/port interface takes place. This includes areas such as anchorages, waiting berths and approaches from
seaward, as appropriate.

.10 Ship to ship activity means any activity not related to a port facility that involves the transfer of goods or
persons from one ship to another.

.11 Designated Authority means the organisation(s) or the administration(s) identified, within the Contracting
Government, as responsible for ensuring the implementation of the provisions of this chapter pertaining to port
facility security and ship/port interface, from the point of view of the port facility.

.12 International Ship and Port Facility Security (ISPS) Code means the International Code for the Security of Ships
and of Port Facilities consisting of Part A (the provisions of which shall be treated as mandatory) and part B (the
provisions of which shall be treated as recommendatory), as adopted, on 12 December 2002, by resolution 2 of
the Conference of Contracting Governments to the International Convention for the Safety of Life at Sea, 1974
as may be amended by the Organisation, provided that:

.1 amendments to part A of the Code are adopted, brought into force and take effect in accordance with article
VIII of the present Convention concerning the amendment procedures applicable to the Annex other than
chapter I; and

.2 amendments to part B of the Code are adopted by the Maritime Safety Committee in accordance with its
Rules of Procedure.

.13 Security incident means any suspicious act or circumstance threatening the security of a ship, including a mobile
offshore drilling unit and a high speed craft, or of a port facility or of any ship/port interface or any ship to ship
activity.

.14 Security level means the qualification of the degree of risk that a security incident will be attempted or will occur.
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.15 Declaration of security means an agreement reached between a ship and either a port facility or another ship
with which it interfaces specifying the security measures each will implement.

.16 Recognised security organisation means an organisation with appropriate expertise in security matters and with
appropriate knowledge of ship and port operations authorised to carry out an assessment, or a verification, or an
approval or a certification activity, required by this chapter or by part A of the ISPS Code.

2 The term “ship”, when used in regulations 3 to 13, includes mobile offshore drilling units and high-speed craft.

3 The term “all ships”, when used in this chapter, means any ship to which this chapter applies.

4 The term “Contracting Government”, when used in regulations 3, 4, 7, 10, 11, 12 and 13 includes a reference to the
“Designated Authority”.

R eg u la t i on 2

Application

1 This chapter applies to:

.1 the following types of ships engaged on international voyages:

.1.1. passenger ships, including high-speed passenger craft;

.1.2. cargo ships, including high-speed craft, of 500 gross tonnage and upwards; and

.1.3. mobile offshore drilling units; and

.2 port facilities serving such ships engaged on international voyages.

2 Notwithstanding the provisions of paragraph 1.2, Contracting Governments shall decide the extent of application of
this chapter and of the relevant sections of part A of the ISPS Code to those port facilities within their territory
which, although used primarily by ships not engaged on international voyages, are required, occasionally, to serve
ships arriving or departing on an international voyage.

2.1 Contracting Governments shall base their decisions, under paragraph 2, on a port facility security assessment
carried out in accordance with the provisions of part A of the ISPS Code.

2.2 Any decision which a Contracting Government makes, under paragraph 2, shall not compromise the level of
security intended to be achieved by this chapter or by part A of the ISPS Code.

3 This chapter does not apply to warships, naval auxiliaries or other ships owned or operated by a Contracting
Government and used only on Government non-commercial service.

4 Nothing in this chapter shall prejudice the rights or obligations of States under international law.

R eg u la t i on 3

Obligations of Contracting Governments with respect to security

1 Administrations shall set security levels and ensure the provision of security level information to ships entitled to fly
their flag. When changes in security level occur, security level information shall be updated as the circumstance
dictates.

2 Contracting Governments shall set security levels and ensure the provision of security level information to port facil-
ities within their territory, and to ships prior to entering a port or whilst in a port within their territory. When
changes in security level occur, security level information shall be updated as the circumstance dictates.
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R eg u la t i on 4

Requirements for Companies and ships

1 Companies shall comply with the relevant requirements of this chapter and of part A of the ISPS Code, taking into
account the guidance given in part B of the ISPS Code.

2 Ships shall comply with the relevant requirements of this chapter and of part A of the ISPS Code, taking into account
the guidance given in part B of the ISPS Code, and such compliance shall be verified and certified as provided for in
part A of the ISPS Code.

3 Prior to entering a port or whilst in a port within the territory of a Contracting Government, a ship shall comply
with the requirements for the security level set by that Contracting Government, if such security level is higher than
the security level set by the Administration for that ship.

4 Ships shall respond without undue delay to any change to a higher security level.

5 Where a ship is not in compliance with the requirements of this chapter or of part A of the ISPS Code, or cannot
comply with the requirements of the security level set by the Administration or by another Contracting Government
and applicable to that ship, then the ship shall notify the appropriate competent authority prior to conducting any
ship/port interface or prior to entry into port, whichever occurs earlier.

R eg u la t i on 5

Specific responsibility of Companies

The Company shall ensure that the master has available on board, at all times, information through which officers duly
authorised by a Contracting Government can establish:

.1 who is responsible for appointing the members of the crew or other persons currently employed or engaged on
board the ship in any capacity on the business of that ship;

.2 who is responsible for deciding the employment of the ship; and

.3 in cases where the ship is employed under the terms of charter party(ies), who are the parties to such charter
party(ies).

R eg u la t i on 6

Ship security alert system

1 All ships shall be provided with a ship security alert system, as follows:

.1 ships constructed on or after 1 July 2004;

.2 passenger ships, including high-speed passenger craft, constructed before 1 July 2004, not later than the first
survey of the radio installation after 1 July 2004;

.3 oil tankers, chemical tankers, gas carriers, bulk carriers and cargo high speed craft, of 500 gross tonnage and
upwards constructed before 1 July 2004, not later than the first survey of the radio installation after 1 July 2004;
and

.4 other cargo ships of 500 gross tonnage and upward and mobile offshore drilling units constructed before 1 July
2004, not later than the first survey of the radio installation after 1 July 2006.

2. The ship security alert system, when activated, shall:

.1 initiate and transmit a ship-to-shore security alert to a competent authority designated by the Administration,
which in these circumstances may include the Company, identifying the ship, its location and indicating that the
security of the ship is under threat or it has been compromised;

.2 not send the ship security alert to any other ships;

.3 not raise any alarm on-board the ship; and

.4 continue the ship security alert until deactivated and/or reset.
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3 The ship security alert system shall:

.1 be capable of being activated from the navigation bridge and in at least one other location; and

.2 conform to performance standards not inferior to those adopted by the Organisation.

4 The ship security alert system activation points shall be designed so as to prevent the inadvertent initiation of the
ship security alert.

5 The requirement for a ship security alert system may be complied with by using the radio installation fitted for
compliance with the requirements of chapter IV, provided all requirements of this regulation are complied with.

6 When an Administration receives notification of a ship security alert, that Administration shall immediately notify
the State(s) in the vicinity of which the ship is presently operating.

7 When a Contracting Government receives notification of a ship security alert from a ship which is not entitled to fly
its flag, that Contracting Government shall immediately notify the relevant Administration and, if appropriate, the
State(s) in the vicinity of which the ship is presently operating.

R eg u la t i on 7

Threats to ships

1 Contracting Governments shall set security levels and ensure the provision of security level information to ships oper-
ating in their territorial sea or having communicated an intention to enter their territorial sea.

2 Contracting Governments shall provide a point of contact through which such ships can request advice or assistance
and to which such ships can report any security concerns about other ships, movements or communications.

3 Where a risk of attack has been identified, the Contracting Government concerned shall advise the ships concerned
and their Administrations of:

.1 the current security level;

.2 any security measures that should be put in place by the ships concerned to protect themselves from attack, in
accordance with the provisions of part A of the ISPS Code; and

.3 security measures that the coastal State has decided to put in place, as appropriate.

R eg u la t i on 8

Master's discretion for ship safety and security

1 The master shall not be constrained by the Company, the charterer or any other person from taking or executing any
decision which, in the professional judgement of the master, is necessary to maintain the safety and security of the
ship. This includes denial of access to persons (except those identified as duly authorised by a Contracting Govern-
ment) or their effects and refusal to load cargo, including containers or other closed cargo transport units.

2 If, in the professional judgement of the master, a conflict between any safety and security requirements applicable to
the ship arises during its operations, the master shall give effect to those requirements necessary to maintain the
safety of the ship. In such cases, the master may implement temporary security measures and shall forthwith inform
the Administration and, if appropriate, the Contracting Government in whose port the ship is operating or intends to
enter. Any such temporary security measures under this regulation shall, to the highest possible degree, be commen-
surate with the prevailing security level. When such cases are identified, the Administration shall ensure that such
conflicts are resolved and that the possibility of recurrence is minimised.
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R eg u la t i on 9

Control and compliance measures

1 Control of ships in port

1.1 For the purpose of this chapter, every ship to which this chapter applies is subject to control when in a port of
another Contracting Government by officers duly authorised by that Government, who may be the same as
those carrying out the functions of regulation I/19. Such control shall be limited to verifying that there is
onboard a valid International Ship Security Certificate or a valid Interim International Ship Security Certificate
issued under the provisions of part A of the ISPS Code (Certificate), which if valid shall be accepted, unless there
are clear grounds for believing that the ship is not in compliance with the requirements of this chapter or part A
of the ISPS Code.

1.2 When there are such clear grounds, or when no valid Certificate is produced when required, the officers duly
authorised by the Contracting Government shall impose any one or more control measures in relation to that
ship as provided in paragraph 1.3. Any such measures imposed must be proportionate, taking into account the
guidance given in part B of the ISPS Code.

1.3 Such control measures are as follows: inspection of the ship, delaying the ship, detention of the ship, restriction
of operations including movement within the port, or expulsion of the ship from port. Such control measures
may additionally or alternatively include other lesser administrative or corrective measures.

2 Ships intending to enter a port of another Contracting Government

2.1 For the purpose of this chapter, a Contracting Government may require that ships intending to enter its ports
provide the following information to officers duly authorised by that Government to ensure compliance with
this chapter prior to entry into port with the aim of avoiding the need to impose control measures or steps:

.1 that the ship possesses a valid Certificate and the name of its issuing authority;

.2 the security level at which the ship is currently operating;

.3 the security level at which the ship operated in any previous port where it has conducted a ship/port interface
within the timeframe specified in paragraph 2.3;

.4 any special or additional security measures that were taken by the ship in any previous port where it has
conducted a ship/port interface within the timeframe specified in paragraph 2.3;

.5 that the appropriate ship security procedures were maintained during any ship to ship activity within the
timeframe specified in paragraph 2.3; or

.6 other practical security related information (but not details of the ship security plan), taking into account the
guidance given in part B of the ISPS Code.

If requested by the Contracting Government, the ship or the Company shall provide confirmation, acceptable to that
Contracting Government, of the information required above.

2.2 Every ship to which this chapter applies intending to enter the port of another Contracting Government shall
provide the information described in paragraph 2.1 on the request of the officers duly authorised by that
Government. The master may decline to provide such information on the understanding that failure to do so
may result in denial of entry into port.

2.3 The ship shall keep records of the information referred to in paragraph 2.1 for the last 10 calls at port facilities.
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2.4 If, after receipt of the information described in paragraph 2.1, officers duly authorised by the Contracting
Government of the port in which the ship intends to enter have clear grounds for believing that the ship is in
non-compliance with the requirements of this chapter or part A of the ISPS Code, such officers shall attempt to
establish communication with and between the ship and the Administration in order to rectify the non-compli-
ance. If such communication does not result in rectification, or if such officers have clear grounds otherwise for
believing that the ship is in non-compliance with the requirements of this chapter or part A of the ISPS Code,
such officers may take steps in relation to that ship as provided in paragraph 2.5. Any such steps taken must be
proportionate, taking into account the guidance given in part B of the ISPS Code.

2.5 Such steps are as follows:

.1 a requirement for the rectification of the non-compliance;

.2 a requirement that the ship proceed to a location specified in the territorial sea or internal waters of that
Contracting Government;

.3 inspection of the ship, if the ship is in the territorial sea of the Contracting Government the port of which
the ship intends to enter; or

.4 denial of entry into port.

Prior to initiating any such steps, the ship shall be informed by the Contracting Government of its intentions. Upon
this information the master may withdraw the intention to enter that port. In such cases, this regulation shall not
apply.

3. Additional provisions

3.1 In the event:

.1 of the imposition of a control measure, other than a lesser administrative or corrective measure, referred to
in paragraph 1.3; or

.2 any of the steps referred to in paragraph 2.5 are taken, an officer duly authorised by the Contracting Govern-
ment shall forthwith inform in writing the Administration specifying which control measures have been
imposed or steps taken and the reasons thereof. The Contracting Government imposing the control measures
or steps shall also notify the recognised security organisation, which issued the Certificate relating to the ship
concerned and the Organisation when any such control measures have been imposed or steps taken.

3.2 When entry into port is denied or the ship is expelled from port, the authorities of the port State should
communicate the appropriate facts to the authorities of the State of the next appropriate ports of call, when
known, and any other appropriate coastal States, taking into account guidelines to be developed by the Organi-
sation. Confidentiality and security of such notification shall be ensured.

3.3. Denial of entry into port, pursuant to paragraphs 2.4 and 2.5, or expulsion from port, pursuant to paragraphs
1.1 to 1.3, shall only be imposed where the officers duly authorised by the Contracting Government have clear
grounds to believe that the ship poses an immediate threat to the security or safety of persons, or of ships or
other property and there are no other appropriate means for removing that threat.

3.4 The control measures referred to in paragraph 1.3 and the steps referred to in paragraph 2.5 shall only be
imposed, pursuant to this regulation, until the non-compliance giving rise to the control measures or steps has
been corrected to the satisfaction of the Contracting Government, taking into account actions proposed by the
ship or the Administration, if any.

3.5 When Contracting Governments exercise control under paragraph 1 or take steps under paragraph 2:

.1 all possible efforts shall be made to avoid a ship being unduly detained or delayed. If a ship is thereby unduly
detained, or delayed, it shall be entitled to compensation for any loss or damage suffered; and

.2 necessary access to the ship shall not be prevented for emergency or humanitarian reasons and for security
purposes.
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Re gulat i on 10

Requirements for port facilities

1 Port facilities shall comply with the relevant requirements of this chapter and part A of the ISPS Code, taking into
account the guidance given in part B of the ISPS Code.

2 Contracting Governments with a port facility or port facilities within their territory, to which this regulation applies,
shall ensure that:

.1 port facility security assessments are carried out, reviewed and approved in accordance with the provisions of part
A of the ISPS Code; and

.2 port facility security plans are developed, reviewed, approved and implemented in accordance with the provisions
of part A of the ISPS Code.

3. Contracting Governments shall designate and communicate the measures required to be addressed in a port facility
security plan for the various security levels, including when the submission of a Declaration of Security will be
required.

Re gulat i on 11

Alternative security agreements

1 Contracting Governments may, when implementing this chapter and part A of the ISPS Code, conclude in writing
bilateral or multilateral agreements with other Contracting Governments on alternative security arrangements
covering short international voyages on fixed routes between port facilities located within their territories.

2 Any such agreement shall not compromise the level of security of other ships or of port facilities not covered by the
agreement.

3 No ship covered by such an agreement shall conduct any ship-to-ship activities with any ship not covered by the
agreement.

4 Such agreements shall be reviewed periodically, taking into account the experience gained as well as any changes in
the particular circumstances or the assessed threats to the security of the ships, the port facilities or the routes
covered by the agreement.

Re gulat i on 12

Equivalent security arrangements

1 An Administration may allow a particular ship or a group of ships entitled to fly its flag to implement other security
measures equivalent to those prescribed in this chapter or in part A of the ISPS Code, provided such security measures
are at least as effective as those prescribed in this chapter or part A of the ISPS Code. The Administration, which
allows such security measures, shall communicate to the Organisation particulars thereof.

2 When implementing this chapter and part A of the ISPS Code, a Contracting Government may allow a particular port
facility or a group of port facilities located within its territory, other than those covered by an agreement concluded
under regulation 11, to implement security measures equivalent to those prescribed in this chapter or in Part A of the
ISPS Code, provided such security measures are at least as effective as those prescribed in this chapter or part A of the
ISPS Code. The Contracting Government, which allows such security measures, shall communicate to the Organisa-
tion particulars thereof.
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Re gulat i on 13

Communication of information

1 Contracting Governments shall, not later than 1 July 2004, communicate to the Organisation and shall make available
for the information of Companies and ships:

.1 the names and contact details of their national authority or authorities responsible for ship and port facility
security;

.2 the locations within their territory covered by the approved port facility security plans;

.3 the names and contact details of those who have been designated to be available at all times to receive and act
upon the ship-to-shore security alerts, referred to in regulation 6.2.1;

.4 the names and contact details of those who have been designated to be available at all times to receive and act
upon any communications from Contracting Governments exercising control and compliance measures, referred
to in regulation 9.3.1; and

.5 the names and contact details of those who have been designated to be available at all times to provide advice or
assistance to ships and to whom ships can report any security concerns, referred to in regulation 7.2; and there-
after update such information as and when changes relating thereto occur. The Organisation shall circulate such
particulars to other Contracting Governments for the information of their officers.

2 Contracting Governments shall, not later than 1 July 2004, communicate to the Organisation the names and contact
details of any recognised security organisations authorised to act on their behalf together with details of the specific
responsibility and conditions of authority delegated to such organisations. Such information shall be updated as and
when changes relating thereto occur. The Organisation shall circulate such particulars to other Contracting Govern-
ments for the information of their officers.

3 Contracting Governments shall, not later than 1 July 2004 communicate to the Organisation a list showing the
approved port facility security plans for the port facilities located within their territory together with the location or
locations covered by each approved port facility security plan and the corresponding date of approval and thereafter
shall further communicate when any of the following changes take place:

.1 changes in the location or locations covered by an approved port facility security plan are to be introduced or
have been introduced. In such cases the information to be communicated shall indicate the changes in the location
or locations covered by the plan and the date as of which such changes are to be introduced or were imple-
mented;

.2 an approved port facility security plan, previously included in the list submitted to the Organisation, is to be with-
drawn or has been withdrawn. In such cases, the information to be communicated shall indicate the date on
which the withdrawal will take effect or was implemented. In these cases, the communication shall be made to the
Organisation as soon as is practically possible; and

.3 additions are to be made to the list of approved port facility security plans. In such cases, the information to be
communicated shall indicate the location or locations covered by the plan and the date of approval.

4 Contracting Governments shall, at five year intervals after 1 July 2004, communicate to the Organisation a revised
and updated list showing all the approved port facility security plans for the port facilities located within their terri-
tory together with the location or locations covered by each approved port facility security plan and the corre-
sponding date of approval (and the date of approval of any amendments thereto) which will supersede and replace all
information communicated to the Organisation, pursuant to paragraph 3, during the preceding five years.
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5 Contracting Governments shall communicate to the Organisation information that an agreement under regulation 11
has been concluded. The information communicated shall include:

.1 the names of the Contracting Governments which have concluded the agreement;

.2 the port facilities and the fixed routes covered by the agreement;

.3 the periodicity of review of the agreement;

.4 the date of entry into force of the agreement; and

.5 information on any consultations which have taken place with other Contracting Governments;

and thereafter shall communicate, as soon as practically possible, to the Organisation information when the agree-
ment has been amended or has ended.

6 Any Contracting Government which allows, under the provisions of regulation 12, any equivalent security arrange-
ments with respect to a ship entitled to fly its flag or with respect to a port facility located within its territory, shall
communicate to the Organisation particulars thereof.

7 The Organisation shall make available the information communicated under paragraph 3 to other Contracting
Governments upon request.’
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ANNEX II

‘INTERNATIONAL CODE FOR THE SECURITY OF SHIPS AND OF PORT FACILITIES

PREAMBLE

1. The Diplomatic Conference on Maritime Security held in London in December 2002 adopted new provisions in the
International Convention for the Safety of Life at Sea, 1974 and this Code to enhance maritime security. These new
requirements form the international framework through which ships and port facilities can cooperate to detect and
deter acts which threaten security in the maritime transport sector.

2. Following the tragic events of 11th September 2001, the twenty-second session of the Assembly of the International
Maritime Organisation (“the Organisation”), in November 2001, unanimously agreed to the development of new
measures relating to the security of ships and of port facilities for adoption by a Conference of Contracting Govern-
ments to the International Convention for the Safety of Life at Sea, 1974 (known as the Diplomatic Conference on
Maritime Security) in December 2002. Preparation for the Diplomatic Conference was entrusted to the Organisa-
tion's Maritime Safety Committee (MSC) on the basis of submissions made by Member States, intergovernmental
organisations and non-governmental organisations in consultative status with the Organisation.

3. The MSC, at its first extraordinary session, held also in November 2001, in order to accelerate the development and
the adoption of the appropriate security measures, established an MSC Intersessional Working Group on Maritime
Security. The first meeting of the MSC Intersessional Working Group on Maritime Security was held in February
2002 and the outcome of its discussions was reported to, and considered by, the seventy-fifth session of the MSC in
May 2002, when an ad hoc Working Group was established to further develop the proposals made. The seventy-
fifth session of the MSC considered the report of that Working Group and recommended that work should be taken
forward through a further MSC Intersessional Working Group, which was held in September 2002. The seventy-
sixth session of the MSC considered the outcome of the September 2002 session of the MSC Intersessional Working
Group and the further work undertaken by the MSC Working Group held in conjunction with the Committee's
seventy-sixth session in December 2002, immediately prior to the Diplomatic Conference, and agreed the final
version of the proposed texts to be considered by the Diplomatic Conference.

4. The Diplomatic Conference (9 to 13 December 2002) also adopted amendments to the existing provisions of the
International Convention for the Safety of Life at Sea, 1974 (SOLAS 74) accelerating the implementation of the
requirement to fit Automatic Identification Systems and adopted new regulations in chapter XI-1 of SOLAS 74
covering marking of the Ship Identification Number and the carriage of a Continuous Synopsis Record. The Diplo-
matic Conference also adopted a number of Conference resolutions, including those covering implementation and
revision of this Code, technical cooperation, and cooperative work with the International Labour Organisation and
World Customs Organisation. It was recognised that review and amendment of certain of the new provisions
regarding maritime security may be required on completion of the work of these two Organisations.

5. The provisions of chapter XI-2 of SOLAS 74 and this Code apply to ships and to port facilities. The extension of
SOLAS 74 to cover port facilities was agreed on the basis that SOLAS 74 offered the speediest means of ensuring
the necessary security measures entered into force and given effect quickly. However, it was further agreed that the
provisions relating to port facilities should relate solely to the ship/port interface. The wider issue of the security of
port areas will be the subject of further joint work between the International Maritime Organisation and the Interna-
tional Labour Organisation. It was also agreed that the provisions should not extend to the actual response to
attacks or to any necessary clear-up activities after such an attack.

6. In drafting the provision, care has been taken to ensure compatibility with the provisions of the International
Convention on Standards of Training, Certification and Watchkeeping for Seafarers, 1978, as amended, the Interna-
tional Safety Management (ISM) Code and the harmonised system of survey and certification.

7. The provisions represent a significant change in the approach of the international maritime industries to the issue
of security in the maritime transport sector. It is recognised that they may place a significant additional burden on
certain Contracting Governments. The importance of technical cooperation to assist Contracting Governments
implement the provisions is fully recognised.
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8. Implementation of the provisions will require continuing effective cooperation and understanding between all those
involved with, or using, ships and port facilities, including ship's personnel, port personnel, passengers, cargo inter-
ests, ship and port management and those in National and Local Authorities with security responsibilities. Existing
practices and procedures will have to be reviewed and changed if they do not provide an adequate level of security.
In the interests of enhanced maritime security, additional responsibilities will have to be carried by the shipping and
port industries and by National and Local Authorities.

9. The guidance given in part B of this Code should be taken into account when implementing the security provisions
set out in chapter XI-2 of SOLAS 74 and in part A of this Code. However, it is recognised that the extent to which
the guidance applies may vary depending on the nature of the port facility and of the ship, its trade and/or cargo.

10. Nothing in this Code shall be interpreted or applied in a manner inconsistent with the proper respect of funda-
mental rights and freedoms as set out in international instruments, particularly those relating to maritime workers
and refugees, including the International Labour Organisation Declaration of Fundamental Principles and Rights at
Work as well as international standards concerning maritime and port workers.

11. Recognising that the Convention on the Facilitation of Maritime Traffic, 1965, as amended, provides that foreign
crew members shall be allowed ashore by the public authorities while the ship on which they arrive is in port,
provided that the formalities on arrival of the ship have been fulfilled and the public authorities have no reason to
refuse permission to come ashore for reasons of public health, public safety or public order, Contracting Govern-
ments, when approving ship and port facility security plans, should pay due cognisance to the fact that ship's
personnel live and work on the vessel and need shore leave and access to shore-based seafarer welfare facilities,
including medical care.
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PART A

MANDATORY REQUIREMENTS REGARDING THE PROVISIONS OF CHAPTER XI-2 OF THE ANNEX TO
THE INTERNATIONAL CONVENTION FOR THE SAFETY OF LIFE AT SEA, 1974, AS AMENDED

1 GENERAL

1.1 Introduction

This part of the International Code for the Security of Ships and of Port Facilities contains mandatory provi-
sions to which reference is made in chapter XI-2 of the International Convention for the Safety of Life at Sea,
1974, as amended.

1.2 Objectives

The objectives of this Code are:

.1 to establish an international framework involving cooperation between Contracting Governments, Govern-
ment agencies, local administrations and the shipping and port industries to detect security threats and take
preventive measures against security incidents affecting ships or port facilities used in international trade;

.2 to establish the respective roles and responsibilities of the Contracting Governments, Government agencies,
local administrations and the shipping and port industries, at the national and international level, for
ensuring maritime security;

.3 to ensure the early and efficient collection and exchange of security-related information;

.4 to provide a methodology for security assessments so as to have in place plans and procedures to react to
changing security levels; and

.5 to ensure confidence that adequate and proportionate maritime security measures are in place.

1.3 Functional requirements

In order to achieve its objectives, this Code embodies a number of functional requirements. These include, but
are not limited to:

.1 gathering and assessing information with respect to security threats and exchanging such information with
appropriate Contracting Governments;

.2 requiring the maintenance of communication protocols for ships and port facilities;

.3 preventing unauthorised access to ships, port facilities and their restricted areas;

.4 preventing the introduction of unauthorised weapons, incendiary devices or explosives to ships or port
facilities;

.5 providing means for raising the alarm in reaction to security threats or security incidents;

.6 requiring ship and port facility security plans based upon security assessments; and

.7 requiring training, drills and exercises to ensure familiarity with security plans and procedures.

2 DEFINITIONS

2.1 For the purpose of this part, unless expressly provided otherwise:

.1 Convention means the International Convention for the Safety of Life at Sea, 1974, as amended.

.2 Regulation means a regulation of the Convention.

.3 Chapter means a chapter of the Convention.

.4 Ship security plan means a plan developed to ensure the application of measures on board the ship
designed to protect persons on board, cargo, cargo transport units, ship's stores or the ship from the risks
of a security incident.

29.4.2004 L 129/25Official Journal of the European UnionEN



.5 Port facility security plan means a plan developed to ensure the application of measures designed to
protect the port facility and ships, persons, cargo, cargo transport units and ship's stores within the port
facility from the risks of a security incident.

.6 Ship security officer means the person on board the ship, accountable to the master, designated by the
Company as responsible for the security of the ship, including implementation and maintenance of the
ship security plan, and for liaison with the company security officer and port facility security officers.

.7 Company security officer means the person designated by the Company for ensuring that a ship security
assessment is carried out; that a ship security plan is developed, submitted for approval, and thereafter
implemented and maintained, and for liaison with port facility security officers and the ship security
officer.

.8 Port facility security officer means the person designated as responsible for the development, implementa-
tion, revision and maintenance of the port facility security plan and for liaison with the ship security offi-
cers and company security officers.

.9 Security level 1 means the level for which minimum appropriate protective security measures shall be
maintained at all times.

.10 Security level 2 means the level for which appropriate additional protective security measures shall be
maintained for a period of time as a result of heightened risk of a security incident.

.11 Security level 3 means the level for which further specific protective security measures shall be maintained
for a limited period of time when a security incident is probable or imminent, although it may not be
possible to identify the specific target.

2.2 The term “ship”, when used in this Code, includes mobile offshore drilling units and high-speed craft as
defined in regulation XI-2/1.

2.3 The term “Contracting Government” in connection with any reference to a port facility, when used in sections
14 to 18, includes a reference to the Designated Authority.

2.4 Terms not otherwise defined in this part shall have the same meaning as the meaning attributed to them in
chapters I and XI-2.

3 APPLICATION

3.1 This Code applies to:

.1 the following types of ships engaged on international voyages:

.1 passenger ships, including high-speed passenger craft;

.2 cargo ships, including high-speed craft, of 500 gross tonnage and upwards; and

.3 mobile offshore drilling units; and

.2 port facilities serving such ships engaged on international voyages.

3.2 Notwithstanding the provisions of section 3.1.2, Contracting Governments shall decide the extent of applica-
tion of this Part of the Code to those port facilities within their territory which, although used primarily by
ships not engaged on international voyages, are required, occasionally, to serve ships arriving or departing on
an international voyage.

3.2.1 Contracting Governments shall base their decisions, under section 3.2, on a port facility security assessment
carried out in accordance with this Part of the Code.

3.2.2 Any decision which a Contracting Government makes, under section 3.2, shall not compromise the level of
security intended to be achieved by chapter XI-2 or by this Part of the Code.

3.3 This Code does not apply to warships, naval auxiliaries or other ships owned or operated by a Contracting
Government and used only on Government non-commercial service.
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3.4 Sections 5 to 13 and 19 of this part apply to Companies and ships as specified in regulation XI-2/4.

3.5 Sections 5 and 14 to 18 of this part apply to port facilities as specified in regulation XI-2/10.

3.6 Nothing in this Code shall prejudice the rights or obligations of States under international law.

4 RESPONSIBILITIES OF CONTRACTING GOVERNMENTS

4.1 Subject to the provisions of regulation XI-2/3 and XI-2/7, Contracting Governments shall set security levels
and provide guidance for protection from security incidents. Higher security levels indicate greater likelihood
of occurrence of a security incident. Factors to be considered in setting the appropriate security level include:

.1 the degree that the threat information is credible;

.2 the degree that the threat information is corroborated;

.3 the degree that the threat information is specific or imminent; and

.4 the potential consequences of such a security incident.

4.2 Contracting Governments, when they set security level 3, shall issue, as necessary, appropriate instructions and
shall provide security-related information to the ships and port facilities that may be affected.

4.3 Contracting Governments may delegate to a recognised security organisation certain of their security-related
duties under chapter XI-2 and this Part of the Code with the exception of:

.1 setting of the applicable security level;

.2 approving a port facility security assessment and subsequent amendments to an approved assessment;

.3 determining the port facilities which will be required to designate a port facility security officer;

.4 approving a port facility security plan and subsequent amendments to an approved plan;

.5 exercising control and compliance measures pursuant to regulation XI-2/9; and

.6 establishing the requirements for a Declaration of Security.

4.4 Contracting Governments shall, to the extent they consider appropriate, test the effectiveness of the ship
security plans or the port facility security plans, or of amendments to such plans, they have approved, or, in
the case of ships, of plans which have been approved on their behalf.

5. DECLARATION OF SECURITY

5.1 Contracting Governments shall determine when a Declaration of Security is required by assessing the risk the
ship/port interface or ship-to-ship activity poses to persons, property or the environment.

5.2 A ship can request completion of a Declaration of Security when:

.1 the ship is operating at a higher security level than the port facility or another ship it is interfacing with;

.2 there is an agreement on a Declaration of Security between Contracting Governments covering certain
international voyages or specific ships on those voyages;

.3 there has been a security threat or a security incident involving the ship or involving the port facility, as
applicable;

.4 the ship is at a port which is not required to have and implement an approved port facility security plan; or

.5 the ship is conducting ship-to-ship activities with another ship not required to have and implement an
approved ship security plan.
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5.3 Requests for the completion of a Declaration of Security, under this section, shall be acknowledged by the
applicable port facility or ship.

5.4 The Declaration of Security shall be completed by:

.1 the master or the ship security officer on behalf of the ship(s); and, if appropriate,

.2 the port facility security officer or, if the Contracting Government determines otherwise, by any other body
responsible for shore-side security, on behalf of the port facility.

5.5 The Declaration of Security shall address the security requirements that could be shared between a port facility
and a ship (or between ships) and shall state the responsibility for each.

5.6 Contracting Governments shall specify, bearing in mind the provisions of regulation XI-2/9.2.3, the minimum
period for which Declarations of Security shall be kept by the port facilities located within their territory.

5.7 Administrations shall specify, bearing in mind the provisions of regulation XI-2/9.2.3, the minimum period for
which Declarations of Security shall be kept by ships entitled to fly their flag.

6 OBLIGATIONS OF THE COMPANY

6.1 The Company shall ensure that the ship security plan contains a clear statement emphasising the master's
authority. The Company shall establish in the ship security plan that the master has the overriding authority
and responsibility to make decisions with respect to the safety and security of the ship and to request the assis-
tance of the Company or of any Contracting Government as may be necessary.

6.2 The Company shall ensure that the company security officer, the master and the ship security officer are given
the necessary support to fulfil their duties and responsibilities in accordance with chapter XI-2 and this Part of
the Code.

7. SHIP SECURITY

7.1 A ship is required to act upon the security levels set by Contracting Governments as set out below.

7.2 At security level 1, the following activities shall be carried out, through appropriate measures, on all ships,
taking into account the guidance given in part B of this Code, in order to identify and take preventive measures
against security incidents:

.1 ensuring the performance of all ship security duties;

.2 controlling access to the ship;

.3 controlling the embarkation of persons and their effects;

.4 monitoring restricted areas to ensure that only authorised persons have access;

.5 monitoring of deck areas and areas surrounding the ship;

.6 supervising the handling of cargo and ship's stores; and

.7 ensuring that security communication is readily available.

7.3 At security level 2, additional protective measures, specified in the ship security plan, shall be implemented for
each activity detailed in section 7.2, taking into account the guidance given in part B of this Code.

7.4 At security level 3, further specific protective measures, specified in the ship security plan, shall be imple-
mented for each activity detailed in section 7.2, taking into account the guidance given in part B of this Code.

7.5 Whenever security level 2 or 3 is set by the Administration, the ship shall acknowledge receipt of the instruc-
tions on change of the security level.
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7.6 Prior to entering a port or whilst in a port within the territory of a Contracting Government that has set
security level 2 or 3, the ship shall acknowledge receipt of this instruction and shall confirm to the port facility
security officer the initiation of the implementation of the appropriate measures and procedures as detailed in
the ship security plan, and in the case of security level 3, in instructions issued by the Contracting Government
which has set security level 3. The ship shall report any difficulties in implementation. In such cases, the port
facility security officer and ship security officer shall liaise and coordinate the appropriate actions.

7.7 If a ship is required by the Administration to set, or is already at, a higher security level than that set for the
port it intends to enter or in which it is already located, then the ship shall advise, without delay, the compe-
tent authority of the Contracting Government within whose territory the port facility is located and the port
facility security officer of the situation.

7.7.1 In such cases, the ship security officer shall liaise with the port facility security officer and coordinate appro-
priate actions, if necessary.

7.8 An Administration requiring ships entitled to fly its flag to set security level 2 or 3 in a port of another
Contracting Government shall inform that Contracting Government without delay.

7.9 When Contracting Governments set security levels and ensure the provision of security-level information to
ships operating in their territorial sea, or having communicated an intention to enter their territorial sea, such
ships shall be advised to maintain vigilance and report immediately to their Administration and any nearby
coastal States any information that comes to their attention that might affect maritime security in the area.

7.9.1 When advising such ships of the applicable security level, a Contracting Government shall, taking into account
the guidance given in part B of this Code, also advise those ships of any security measure that they should take
and, if appropriate, of measures that have been taken by the Contracting Government to provide protection
against the threat.

8. SHIP SECURITY ASSESSMENT

8.1 The ship security assessment is an essential and integral part of the process of developing and updating the
ship security plan.

8.2 The company security officer shall ensure that the ship security assessment is carried out by persons with
appropriate skills to evaluate the security of a ship, in accordance with this section, taking into account the
guidance given in part B of this Code.

8.3 Subject to the provisions of section 9.2.1, a recognised security organisation may carry out the ship security
assessment of a specific ship.

8.4 The ship security assessment shall include an on-scene security survey and, at least, the following elements:

.1 identification of existing security measures, procedures and operations;

.2 identification and evaluation of key shipboard operations that it is important to protect;

.3 identification of possible threats to the key shipboard operations and the likelihood of their occurrence, in
order to establish and prioritise security measures; and

.4 identification of weaknesses, including human factors, in the infrastructure, policies and procedures.

8.5 The ship security assessment shall be documented, reviewed, accepted and retained by the Company.
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9 SHIP SECURITY PLAN

9.1 Each ship shall carry on board a ship security plan approved by the Administration. The plan shall make provi-
sions for the three security levels as defined in this Part of the Code.

9.1.1 Subject to the provisions of section 9.2.1, a recognised security organisation may prepare the ship security
plan for a specific ship.

9.2 The Administration may entrust the review and approval of ship security plans, or of amendments to a
previously approved plan, to recognised security organisations.

9.2.1 In such cases, the recognised security organisation undertaking the review and approval of a ship security plan,
or its amendments, for a specific ship shall not have been involved in either the preparation of the ship
security assessment or of the ship security plan, or of the amendments, under review.

9.3 The submission of a ship security plan, or of amendments to a previously approved plan, for approval shall be
accompanied by the security assessment on the basis of which the plan, or the amendments, has been devel-
oped.

9.4 Such a plan shall be developed, taking into account the guidance given in part B of this Code, and shall be
written in the working language or languages of the ship. If the language or languages used is not English,
French or Spanish, a translation into one of these languages shall be included. The plan shall address, at least,
the following:

.1 measures designed to prevent weapons, dangerous substances and devices intended for use against
persons, ships or ports and the carriage of which is not authorised from being taken on board the ship;

.2 identification of the restricted areas and measures for the prevention of unauthorised access to them;

.3 measures for the prevention of unauthorised access to the ship;

.4 procedures for responding to security threats or breaches of security, including provisions for maintaining
critical operations of the ship or ship/port interface;

.5 procedures for responding to any security instructions Contracting Governments may give at security level
3;

.6 procedures for evacuation in case of security threats or breaches of security;

.7 duties of shipboard personnel assigned security responsibilities and of other shipboard personnel on
security aspects;

.8 procedures for auditing the security activities;

.9 procedures for training, drills and exercises associated with the plan;

.10 procedures for interfacing with port facility security activities;

.11 procedures for the periodic review of the plan and for updating;

.12 procedures for reporting security incidents;

.13 identification of the ship security officer;

.14 identification of the company security officer, including 24-hour contact details;

.15 procedures to ensure the inspection, testing, calibration, and maintenance of any security equipment
provided on board;

.16 frequency for testing or calibration of any security equipment provided on board;

.17 identification of the locations where the ship security alert system activation points are provided; and

.18 procedures, instructions and guidance on the use of the ship security alert system, including the testing,
activation, deactivation and resetting and to limit false alerts.

9.4.1 Personnel conducting internal audits of the security activities specified in the plan or evaluating its implementa-
tion shall be independent of the activities being audited unless this is impracticable due to the size and the
nature of the Company or of the ship.
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9.5 The Administration shall determine which changes to an approved ship security plan or to any security equip-
ment specified in an approved plan shall not be implemented unless the relevant amendments to the plan are
approved by the Administration. Any such changes shall be at least as effective as those measures prescribed in
chapter XI-2 and this Part of the Code.

9.5.1 The nature of the changes to the ship security plan or the security equipment that have been specifically
approved by the Administration, pursuant to section 9.5, shall be documented in a manner that clearly indi-
cates such approval. This approval shall be available on board and shall be presented together with the Interna-
tional Ship Security Certificate (or the Interim International Ship Security Certificate). If these changes are
temporary, once the original approved measures or equipment are reinstated, this documentation no longer
needs to be retained by the ship.

9.6 The plan may be kept in an electronic format. In such a case, it shall be protected by procedures aimed at
preventing its unauthorised deletion, destruction or amendment.

9.7 The plan shall be protected from unauthorised access or disclosure.

9.8 Ship security plans are not subject to inspection by officers duly authorised by a Contracting Government to
carry out control and compliance measures in accordance with regulation XI-2/9, save in circumstances speci-
fied in section 9.8.1.

9.8.1 If the officers duly authorised by a Contracting Government have clear grounds to believe that the ship is not
in compliance with the requirements of chapter XI-2 or part A of this Code, and the only means to verify or
rectify the non-compliance is to review the relevant requirements of the ship security plan, limited access to
the specific sections of the plan relating to the non-compliance is exceptionally allowed, but only with the
consent of the Contracting Government of, or the master of, the ship concerned. Nevertheless, the provisions
in the plan relating to section 9.4 subsections 2., 4., 5., 7., 15., 17. and 18. of this Part of the Code are consid-
ered as confidential information, and cannot be subject to inspection unless otherwise agreed by the
Contracting Governments concerned.

10 RECORDS

10.1 Records of the following activities addressed in the ship security plan shall be kept on board for at least the
minimum period specified by the Administration, bearing in mind the provisions of regulation XI-2/9.2.3:

.1 training, drills and exercises;

.2 security threats and security incidents;

.3 breaches of security;

.4 changes in security level;

.5 communications relating to the direct security of the ship such as specific threats to the ship or to port
facilities the ship is, or has been, in;

.6 internal audits and reviews of security activities;

.7 periodic review of the ship security assessment;

.8 periodic review of the ship security plan;

.9 implementation of any amendments to the plan; and

.10 maintenance, calibration and testing of any security equipment provided on board, including testing of the
ship security alert system.

10.2 The records shall be kept in the working language or languages of the ship. If the language or languages used
are not English, French or Spanish, a translation into one of these languages shall be included.

10.3 The records may be kept in an electronic format. In such a case, they shall be protected by procedures aimed
at preventing their unauthorised deletion, destruction or amendment.

10.4 The records shall be protected from unauthorised access or disclosure.
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11 COMPANY SECURITY OFFICER

11.1 The Company shall designate a company security officer. A person designated as the company security officer
may act as the company security officer for one or more ships, depending on the number or types of ships the
Company operates, provided it is clearly identified for which ships this person is responsible. A Company may,
depending on the number or types of ships they operate, designate several persons as company security offi-
cers provided it is clearly identified for which ships each person is responsible.

11.2 In addition to those specified elsewhere in this Part of the Code, the duties and responsibilities of the company
security officer shall include, but are not limited to:

.1 advising the level of threats likely to be encountered by the ship, using appropriate security assessments
and other relevant information;

.2 ensuring that ship security assessments are carried out;

.3 ensuring the development, the submission for approval, and thereafter the implementation and mainte-
nance of the ship security plan;

.4 ensuring that the ship security plan is modified, as appropriate, to correct deficiencies and satisfy the
security requirements of the individual ship;

.5 arranging for internal audits and reviews of security activities;

.6 arranging for the initial and subsequent verifications of the ship by the Administration or the recognised
security organisation;

.7 ensuring that deficiencies and non-conformities identified during internal audits, periodic reviews, security
inspections and verifications of compliance are promptly addressed and dealt with;

.8 enhancing security awareness and vigilance;

.9 ensuring adequate training for personnel responsible for the security of the ship;

.10 ensuring effective communication and cooperation between the ship security officer and the relevant port
facility security officers;

.11 ensuring consistency between security requirements and safety requirements;

.12 ensuring that, if sister-ship or fleet security plans are used, the plan for each ship reflects the ship-specific
information accurately; and

.13 ensuring that any alternative or equivalent arrangements approved for a particular ship or group of ships
are implemented and maintained.

12 SHIP SECURITY OFFICER

12.1 A ship security officer shall be designated on each ship.

12.2 In addition to those specified elsewhere in this Part of the Code, the duties and responsibilities of the ship
security officer shall include, but are not limited to:

.1 undertaking regular security inspections of the ship to ensure that appropriate security measures are main-
tained;

.2 maintaining and supervising the implementation of the ship security plan, including any amendments to
the plan;

.3 coordinating the security aspects of the handling of cargo and ship's stores with other shipboard personnel
and with the relevant port facility security officers;

.4 proposing modifications to the ship security plan;

.5 reporting to the company security officer any deficiencies and non-conformities identified during internal
audits, periodic reviews, security inspections and verifications of compliance and implementing any
corrective actions;

.6 enhancing security awareness and vigilance on board;
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.7 ensuring that adequate training has been provided to shipboard personnel, as appropriate;

.8 reporting all security incidents;

.9 coordinating implementation of the ship security plan with the company security officer and the relevant
port facility security officer; and

.10 ensuring that security equipment is properly operated, tested, calibrated and maintained, if any.

13 TRAINING, DRILLS AND EXERCISES ON SHIP SECURITY

13.1 The company security officer and appropriate shore-based personnel shall have knowledge and have received
training, taking into account the guidance given in part B of this Code.

13.2 The ship security officer shall have knowledge and have received training, taking into account the guidance
given in part B of this Code.

13.3 Shipboard personnel having specific security duties and responsibilities shall understand their responsibilities
for ship security as described in the ship security plan and shall have sufficient knowledge and ability to
perform their assigned duties, taking into account the guidance given in part B of this Code.

13.4 To ensure the effective implementation of the ship security plan, drills shall be carried out at appropriate inter-
vals taking into account the ship type, ship personnel changes, port facilities to be visited and other relevant
circumstances, taking into account the guidance given in part B of this Code.

13.5 The company security officer shall ensure the effective coordination and implementation of ship security plans
by participating in exercises at appropriate intervals, taking into account the guidance given in part B of this
Code.

14 PORT FACILITY SECURITY

14.1 A port facility is required to act upon the security levels set by the Contracting Government within whose
territory it is located. Security measures and procedures shall be applied at the port facility in such a manner
as to cause a minimum of interference with, or delay to, passengers, ship, ship's personnel and visitors, goods
and services.

14.2 At security level 1, the following activities shall be carried out through appropriate measures in all port facil-
ities, taking into account the guidance given in part B of this Code, in order to identify and take preventive
measures against security incidents:

.1 ensuring the performance of all port facility security duties;

.2 controlling access to the port facility;

.3 monitoring of the port facility, including anchoring and berthing area(s);

.4 monitoring restricted areas to ensure that only authorised persons have access;

.5 supervising the handling of cargo;

.6 supervising the handling of ship's stores; and

.7 ensuring that security communication is readily available.

14.3 At security level 2, additional protective measures, specified in the port facility security plan, shall be imple-
mented for each activity detailed in section 14.2, taking into account the guidance given in part B of this
Code.

14.4 At security level 3, further specific protective measures, specified in the port facility security plan, shall be
implemented for each activity detailed in section 14.2, taking into account the guidance given in part B of this
Code.

14.4.1 In addition, at security level 3, port facilities are required to respond to and implement any security instruc-
tions given by the Contracting Government within whose territory the port facility is located.
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14.5 When a port facility security officer is advised that a ship encounters difficulties in complying with the require-
ments of chapter XI-2 or this part or in implementing the appropriate measures and procedures as detailed in
the ship security plan, and in the case of security level 3 following any security instructions given by the
Contracting Government within whose territory the port facility is located, the port facility security officer and
the ship security officer shall liaise and coordinate appropriate actions.

14.6 When a port facility security officer is advised that a ship is at a security level which is higher than that of the
port facility, the port facility security officer shall report the matter to the competent authority and shall liaise
with the ship security officer and coordinate appropriate actions, if necessary.

15 PORT FACILITY SECURITY ASSESSMENT

15.1 The port facility security assessment is an essential and integral part of the process of developing and updating
the port facility security plan.

15.2 The port facility security assessment shall be carried out by the Contracting Government within whose territory
the port facility is located. A Contracting Government may authorise a recognised security organisation to
carry out the port facility security assessment of a specific port facility located within its territory.

15.2.1 When the port facility security assessment has been carried out by a recognised security organisation, the
security assessment shall be reviewed and approved for compliance with this section by the Contracting
Government within whose territory the port facility is located.

15.3 The persons carrying out the assessment shall have appropriate skills to evaluate the security of the port facility
in accordance with this section, taking into account the guidance given in part B of this Code.

15.4 The port facility security assessments shall periodically be reviewed and updated, taking account of changing
threats and/or minor changes in the port facility, and shall always be reviewed and updated when major
changes to the port facility take place.

15.5 The port facility security assessment shall include, at least, the following elements:

.1 identification and evaluation of important assets and infrastructure it is important to protect;

.2 identification of possible threats to the assets and infrastructure and the likelihood of their occurrence, in
order to establish and prioritise security measures;

.3 identification, selection and prioritisation of countermeasures and procedural changes and their level of
effectiveness in reducing vulnerability; and

.4 identification of weaknesses, including human factors, in the infrastructure, policies and procedures.

15.6 The Contracting Government may allow a port facility security assessment to cover more than one port facility
if the operator, location, operation, equipment, and design of these port facilities are similar. Any Contracting
Government which allows such an arrangement shall communicate to the Organisation particulars thereof.

15.7 Upon completion of the port facility security assessment, a report shall be prepared, consisting of a summary
of how the assessment was conducted, a description of each vulnerability found during the assessment and a
description of countermeasures that could be used to address each vulnerability. The report shall be protected
from unauthorised access or disclosure.
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16 PORT FACILITY SECURITY PLAN

16.1 A port facility security plan shall be developed and maintained, on the basis of a port facility security assess-
ment for each port facility, adequate for the ship/port interface. The plan shall make provisions for the three
security levels, as defined in this Part of the Code.

16.1.1 Subject to the provisions of section 16.2, a recognised security organisation may prepare the port facility
security plan of a specific port facility.

16.2 The port facility security plan shall be approved by the Contracting Government in whose territory the port
facility is located.

16.3 Such a plan shall be developed taking into account the guidance given in part B of this Code and shall be in
the working language of the port facility. The plan shall address, at least, the following:

.1 measures designed to prevent weapons or any other dangerous substances and devices intended for use
against persons, ships or ports, and the carriage of which is not authorised, from being introduced into
the port facility or on board a ship;

.2 measures designed to prevent unauthorised access to the port facility, to ships moored at the facility, and
to restricted areas of the facility;

.3 procedures for responding to security threats or breaches of security, including provisions for maintaining
critical operations of the port facility or ship/port interface;

.4 procedures for responding to any security instructions the Contracting Government in whose territory the
port facility is located may give at security level 3;

.5 procedures for evacuation in case of security threats or breaches of security;

.6 duties of port facility personnel assigned security responsibilities and of other facility personnel on security
aspects;

.7 procedures for interfacing with ship security activities;

.8 procedures for the periodic review of the plan and updating;

.9 procedures for reporting security incidents;

.10 identification of the port facility security officer, including 24-hour contact details;

.11 measures to ensure the security of the information contained in the plan;

.12 measures designed to ensure effective security of cargo and the cargo handling equipment at the port
facility;

.13 procedures for auditing the port facility security plan;

.14 procedures for responding in case the ship security alert system of a ship at the port facility has been acti-
vated; and

.15 procedures for facilitating shore leave for ship's personnel or personnel changes, as well as access of visi-
tors to the ship, including representatives of seafarers' welfare and labour organisations.

16.4 Personnel conducting internal audits of the security activities specified in the plan or evaluating its implementa-
tion shall be independent of the activities being audited unless this is impracticable due to the size and the
nature of the port facility.

16.5 The port facility security plan may be combined with, or be part of, the port security plan or any other port
emergency plan or plans.

16.6 The Contracting Government in whose territory the port facility is located shall determine which changes to
the port facility security plan shall not be implemented unless the relevant amendments to the plan are
approved by them.

16.7 The plan may be kept in an electronic format. In such a case, it shall be protected by procedures aimed at
preventing its unauthorised deletion, destruction or amendment.
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16.8 The plan shall be protected from unauthorised access or disclosure.

16.9 Contracting Governments may allow a port facility security plan to cover more than one port facility if the
operator, location, operation, equipment, and design of these port facilities are similar. Any Contracting
Government which allows such an alternative arrangement shall communicate to the Organisation particulars
thereof.

17 PORT FACILITY SECURITY OFFICER

17.1 A port facility security officer shall be designated for each port facility. A person may be designated as the port
facility security officer for one or more port facilities.

17.2 In addition to those specified elsewhere in this Part of the Code, the duties and responsibilities of the port
facility security officer shall include, but are not limited to:

.1 conducting an initial comprehensive security survey of the port facility, taking into account the relevant
port facility security assessment;

.2 ensuring the development and maintenance of the port facility security plan;

.3 implementing and exercising the port facility security plan;

.4 undertaking regular security inspections of the port facility to ensure the continuation of appropriate
security measures;

.5 recommending and incorporating, as appropriate, modifications to the port facility security plan in order
to correct deficiencies and to update the plan to take into account relevant changes to the port facility;

.6 enhancing security awareness and vigilance of the port facility personnel;

.7 ensuring adequate training has been provided to personnel responsible for the security of the port facility;

.8 reporting to the relevant authorities and maintaining records of occurrences which threaten the security of
the port facility;

.9 coordinating implementation of the port facility security plan with the appropriate Company and ship
security officer(s);

.10 coordinating with security services, as appropriate;

.11 ensuring that standards for personnel responsible for security of the port facility are met;

.12 ensuring that security equipment is properly operated, tested, calibrated and maintained, if any; and

.13 assisting ship security officers in confirming the identity of those seeking to board the ship when
requested.

17.3 The port facility security officer shall be given the necessary support to fulfil the duties and responsibilities
imposed by chapter XI-2 and this Part of the Code.

18 TRAINING, DRILLS AND EXERCISES ON PORT FACILITY SECURITY

18.1 The port facility security officer and appropriate port facility security personnel shall have knowledge and have
received training, taking into account the guidance given in part B of this Code.

18.2 Port facility personnel having specific security duties shall understand their duties and responsibilities for port
facility security, as described in the port facility security plan, and shall have sufficient knowledge and ability to
perform their assigned duties, taking into account the guidance given in part B of this Code.
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18.3 To ensure the effective implementation of the port facility security plan, drills shall be carried out at appro-
priate intervals, taking into account the types of operation of the port facility, port facility personnel changes,
the type of ship the port facility is serving and other relevant circumstances, taking into account guidance
given in part B of this Code.

18.4 The port facility security officer shall ensure the effective coordination and implementation of the port facility
security plan by participating in exercises at appropriate intervals, taking into account the guidance given in
part B of this Code.

19 VERIFICATION AND CERTIFICATION FOR SHIPS

19.1 Verifications

19.1.1 Each ship to which this Part of the Code applies shall be subject to the verifications specified below:

.1 an initial verification before the ship is put in service or before the certificate required under section 19.2 is
issued for the first time, which shall include a complete verification of its security system and any associated
security equipment covered by the relevant provisions of chapter XI-2, of this Part of the Code and of the
approved ship security plan. This verification shall ensure that the security system and any associated
security equipment of the ship fully complies with the applicable requirements of chapter XI-2 and this Part
of the Code, is in satisfactory condition and fit for the service for which the ship is intended;

.2 a renewal verification at intervals specified by the Administration, but not exceeding five years, except
where section 19.3 is applicable. This verification shall ensure that the security system and any associated
security equipment of the ship fully complies with the applicable requirements of chapter XI-2, this Part of
the Code and the approved ship security plan, is in satisfactory condition and fit for the service for which
the ship is intended;

.3 at least one intermediate verification. If only one intermediate verification is carried out it shall take place
between the second and third anniversary date of the certificate as defined in regulation I/2(n). The inter-
mediate verification shall include inspection of the security system and any associated security equipment of
the ship to ensure that it remains satisfactory for the service for which the ship is intended. Such inter-
mediate verification shall be endorsed on the certificate;

.4 any additional verifications as determined by the Administration.

19.1.2 The verifications of ships shall be carried out by officers of the Administration. The Administration may,
however, entrust the verifications to a recognised security organisation referred to in regulation XI-2/1.

19.1.3 In every case, the Administration concerned shall fully guarantee the completeness and efficiency of the verifi-
cation and shall undertake to ensure the necessary arrangements to satisfy this obligation.

19.1.4 The security system and any associated security equipment of the ship after verification shall be maintained to
conform with the provisions of regulations XI-2/4.2 and XI-2/6, of this Part of the Code and of the approved
ship security plan. After any verification under section 19.1.1 has been completed, no changes shall be made
in the security system and in any associated security equipment or the approved ship security plan without the
sanction of the Administration.

19.2 Issue or endorsement of Certificate

19.2.1 An International Ship Security Certificate shall be issued after the initial or renewal verification in accordance
with the provisions of section 19.1.

19.2.2 Such Certificate shall be issued or endorsed either by the Administration or by a recognised security organisa-
tion acting on behalf of the Administration.

19.2.3 Another Contracting Government may, at the request of the Administration, cause the ship to be verified and,
if satisfied that the provisions of section 19.1.1 are complied with, shall issue or authorise the issue of an Inter-
national Ship Security Certificate to the ship and, where appropriate, endorse or authorise the endorsement of
that Certificate on the ship, in accordance with this Code.

19.2.3.1 A copy of the Certificate and a copy of the verification report shall be transmitted as soon as possible to the
requesting Administration.
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19.2.3.2 A Certificate so issued shall contain a statement to the effect that it has been issued at the request of the
Administration and it shall have the same force and receive the same recognition as the Certificate issued
under section 19.2.2.

19.2.4 The International Ship Security Certificate shall be drawn up in a form corresponding to the model given in
the appendix to this Code. If the language used is not English, French or Spanish, the text shall include a trans-
lation into one of these languages.

19.3 Duration and validity of Certificate

19.3.1 An International Ship Security Certificate shall be issued for a period specified by the Administration, which
shall not exceed five years.

19.3.2 When the renewal verification is completed within three months before the expiry date of the existing Certifi-
cate, the new Certificate shall be valid from the date of completion of the renewal verification to a date not
exceeding five years from the date of expiry of the existing Certificate.

19.3.2.1 When the renewal verification is completed after the expiry date of the existing Certificate, the new Certificate
shall be valid from the date of completion of the renewal verification to a date not exceeding five years from
the date of expiry of the existing Certificate.

19.3.2.2 When the renewal verification is completed more than three months before the expiry date of the existing
Certificate, the new Certificate shall be valid from the date of completion of the renewal verification to a date
not exceeding five years from the date of completion of the renewal verification.

19.3.3 If a Certificate is issued for a period of less than five years, the Administration may extend the validity of the
Certificate beyond the expiry date to the maximum period specified in section 19.3.1, provided that the verifi-
cations referred to in section 19.1.1 applicable when a Certificate is issued for a period of five years are carried
out as appropriate.

19.3.4 If a renewal verification has been completed and a new Certificate cannot be issued or placed on board the
ship before the expiry date of the existing Certificate, the Administration or recognised security organisation
acting on behalf of the Administration may endorse the existing Certificate and such a Certificate shall be
accepted as valid for a further period which shall not exceed five months from the expiry date.

19.3.5 If a ship, at the time when a Certificate expires, is not in a port in which it is to be verified, the Administration
may extend the period of validity of the Certificate but this extension shall be granted only for the purpose of
allowing the ship to complete its voyage to the port in which it is to be verified, and then only in cases where
it appears proper and reasonable to do so. No Certificate shall be extended for a period longer than three
months, and the ship to which an extension is granted shall not, on its arrival in the port in which it is to be
verified, be entitled by virtue of such extension to leave that port without having a new Certificate. When the
renewal verification is completed, the new Certificate shall be valid to a date not exceeding five years from the
expiry date of the existing Certificate before the extension was granted.

19.3.6 A Certificate issued to a ship engaged on short voyages which has not been extended under the foregoing
provisions of this section may be extended by the Administration for a period of grace of up to one month
from the date of expiry stated on it. When the renewal verification is completed, the new Certificate shall be
valid to a date not exceeding five years from the date of expiry of the existing Certificate before the extension
was granted.

19.3.7 If an intermediate verification is completed before the period specified in section 19.1.1, then:

.1 the expiry date shown on the Certificate shall be amended by endorsement to a date which shall not be
more than three years later than the date on which the intermediate verification was completed;

.2 the expiry date may remain unchanged provided one or more additional verifications are carried out so that
the maximum intervals between the verifications prescribed by section 19.1.1 are not exceeded.

19.3.8 A Certificate issued under section 19.2 shall cease to be valid in any of the following cases:

.1 if the relevant verifications are not completed within the periods specified under section 19.1.1;

.2 if the Certificate is not endorsed in accordance with section 19.1.1.3 and 19.3.7.1, if applicable;

.3 when a Company assumes the responsibility for the operation of a ship not previously operated by that
Company; and

.4 upon transfer of the ship to the flag of another State.

29.4.2004L 129/38 Official Journal of the European UnionEN



19.3.9 In the case of:

.1 a transfer of a ship to the flag of another Contracting Government, the Contracting Government whose flag
the ship was formerly entitled to fly shall, as soon as possible, transmit to the receiving Administration
copies of, or all information relating to, the International Ship Security Certificate carried by the ship before
the transfer and copies of available verification reports, or

.2 a Company that assumes responsibility for the operation of a ship not previously operated by that
Company, the previous Company shall, as soon as possible, transmit to the receiving Company copies of
any information related to the International Ship Security Certificate or to facilitate the verifications
described in section 19.4.2.

19.4 Interim certification

19.4.1 The Certificates specified in section 19.2 shall be issued only when the Administration issuing the Certificate is
fully satisfied that the ship complies with the requirements of section 19.1. However, after 1 July 2004, for the
purposes of:

.1 a ship without a Certificate, on delivery or prior to its entry or re-entry into service;

.2 transfer of a ship from the flag of a Contracting Government to the flag of another Contracting Govern-
ment;

.3 transfer of a ship to the flag of a Contracting Government from a State which is not a Contracting Govern-
ment; or

.4 a Company assuming the responsibility for the operation of a ship not previously operated by that
Company

until the Certificate referred to in section 19.2 is issued, the Administration may cause an Interim International
Ship Security Certificate to be issued, in a form corresponding to the model given in the appendix to this Part
of the Code.

19.4.2 An Interim International Ship Security Certificate shall only be issued when the Administration or recognised
security organisation, on behalf of the Administration, has verified that:

.1 the ship security assessment required by this Part of the Code has been completed;

.2 a copy of the ship security plan meeting the requirements of chapter XI-2 and part A of this Code is
provided on board, has been submitted for review and approval, and is being implemented on the ship;

.3 the ship is provided with a ship security alert system meeting the requirements of regulation XI-2/6, if
required;

.4 the company security officer:

.1 has ensured:

.1 the review of the ship security plan for compliance with this Part of the Code;

.2 that the plan has been submitted for approval; and

.3 that the plan is being implemented on the ship; and

.2 has established the necessary arrangements, including arrangements for drills, exercises and internal
audits, through which the company security officer is satisfied that the ship will successfully complete
the required verification in accordance with section 19.1.1.1, within 6 months;

.5 arrangements have been made for carrying out the required verifications under section 19.1.1.1;

.6 the master, the ship security officer and other ship's personnel with specific security duties are familiar with
their duties and responsibilities as specified in this Part of the Code; and with the relevant provisions of the
ship security plan placed on board; and have been provided such information in the working language of
the ship's personnel or languages understood by them; and

.7 the ship security officer meets the requirements of this Part of the Code.

19.4.3 An Interim International Ship Security Certificate may be issued by the Administration or by a recognised
security organisation authorised to act on its behalf.

19.4.4 An Interim International Ship Security Certificate shall be valid for 6 months, or until the Certificate required
by section 19.2 is issued, whichever comes first, and may not be extended.
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19.4.5 No Contracting Government shall cause a subsequent, consecutive Interim International Ship Security Certifi-
cate to be issued to a ship if, in the judgement of the Administration or the recognised security organisation,
one of the purposes of the ship or a Company in requesting such certificate is to avoid full compliance with
chapter XI-2 and this Part of the Code beyond the period of the initial Interim Certificate as specified in
section 19.4.4.

19.4.6 For the purposes of regulation XI-2/9, Contracting Governments may, prior to accepting an Interim Interna-
tional Ship Security Certificate as a valid Certificate, ensure that the requirements of sections 19.4.2.4 to
19.4.2.6 have been met.
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Appendix to Part A

Appendix 1
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Appendix 2
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ANNEX III

‘PART B

GUIDANCE REGARDING THE PROVISIONS OF CHAPTER XI-2 OF THE ANNEX TO THE INTERNATIONAL
CONVENTION FOR THE SAFETY OF LIFE AT SEA, 1974 AS AMENDED AND PART A OF THIS CODE

1. INTRODUCTION

General

1.1 The preamble of this Code indicates that chapter XI-2 and part A of this Code establish the new international
framework of measures to enhance maritime security and through which ships and port facilities can cooperate
to detect and deter acts which threaten security in the maritime transport sector.

1.2 This introduction outlines, in a concise manner, the processes envisaged in establishing and implementing the
measures and arrangements needed to achieve and maintain compliance with the provisions of chapter XI-2 and
of part A of this Code and identifies the main elements on which guidance is offered. The guidance is provided
in paragraphs 2 through to 19. It also sets down essential considerations which should be taken into account
when considering the application of the guidance relating to ships and port facilities.

1.3 If the reader's interest relates to ships alone, it is strongly recommended that this Part of the Code is still read as a
whole, particularly the paragraphs relating to port facilities. The same applies to those whose primary interest is
port facilities; they should also read the paragraphs relating to ships.

1.4 The guidance provided in the following paragraphs relates primarily to protection of the ship when it is at a port
facility. There could, however, be situations when a ship may pose a threat to the port facility, e.g. because, once
within the port facility, it could be used as a base from which to launch an attack. When considering the appro-
priate security measures to respond to ship-based security threats, those completing the port facility security
assessment or preparing the port facility security plan should consider making appropriate adaptations to the
guidance offered in the following paragraphs.

1.5 The reader is advised that nothing in this Part of the Code should be read or interpreted in conflict with any of
the provisions of either chapter XI-2 or part A of this Code and that the aforesaid provisions always prevail and
override any unintended inconsistency which may have been inadvertently expressed in this Part of the Code.
The guidance provided in this Part of the Code should always be read, interpreted and applied in a manner
which is consistent with the aims, objectives and principles established in chapter XI-2 and part A of this Code.

Responsibilities of Contracting Governments

1.6 Contracting Governments have, under the provisions of chapter XI-2 and part A of this Code, various responsibil-
ities, which, amongst others, include:

— setting the applicable security level;

— approving the ship security plan (SSP) and relevant amendments to a previously approved plan;

— verifying the compliance of ships with the provisions of chapter XI-2 and part A of this Code and issuing to
ships the International Ship Security Certificate;

— determining which of the port facilities located within their territory are required to designate a port facility
security officer (PFSO) who will be responsible for the preparation of the port facility security plan;

— ensuring completion and approval of the port facility security assessment (PFSA) and of any subsequent
amendments to a previously approved assessment;

— approving the port facility security plan (PFSP) and any subsequent amendments to a previously approved
plan;

— exercising control and compliance measures;

— testing approved plans; and

— communicating information to the International Maritime Organisation and to the shipping and port indus-
tries.
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1.7 Contracting Governments can designate, or establish, Designated Authorities within Government to undertake,
with respect to port facilities, their security duties under chapter XI-2 and part A of this Code and allow recog-
nised security organisations to carry out certain work with respect to port facilities, but the final decision on the
acceptance and approval of this work should be given by the Contracting Government or the Designated
Authority. Administrations may also delegate the undertaking of certain security duties, relating to ships, to
recognised security organisations. The following duties or activities cannot be delegated to a recognised security
organisation:

— setting of the applicable security level;

— determining which of the port facilities located within the territory of a Contracting Government are required
to designate a PFSO and to prepare a PFSP;

— approving a PFSA or any subsequent amendments to a previously approved assessment;

— approving a PFSP or any subsequent amendments to a previously approved plan;

— exercising control and compliance measures; and

— establishing the requirements for a Declaration of Security.

Setting the security level

1.8 The setting of the security level applying at any particular time is the responsibility of Contracting Governments
and can apply to ships and port facilities. Part A of this Code defines three security levels for international use.
These are:

— Security level 1, normal; the level at which ships and port facilities normally operate;

— Security level 2, heightened; the level applying for as long as there is a heightened risk of a security incident;
and

— Security level 3, exceptional; the level applying for the period of time when there is the probable or imminent
risk of a security incident.

The Company and the ship

1.9 Any Company operating ships to which chapter XI-2 and part A of this Code apply has to designate a CSO for
the Company and a SSO for each of its ships. The duties, responsibilities and training requirements of these offi-
cers and requirements for drills and exercises are defined in part A of this Code.

1.10 The company security officer's responsibilities include, in brief amongst others, ensuring that a ship security
assessment (SSA) is properly carried out, that a SSP is prepared and submitted for approval by, or on behalf of,
the Administration and thereafter is placed on board each ship to which part A of this Code applies and in
respect of which that person has been appointed as the CSO.

1.11 The SSP should indicate the operational and physical security measures the ship itself should take to ensure it
always operates at security level 1. The plan should also indicate the additional, or intensified, security measures
the ship itself can take to move to and operate at security level 2 when instructed to do so. Furthermore, the
plan should indicate the possible preparatory actions the ship could take to allow prompt response to the instruc-
tions that may be issued to the ship by those responding at security level 3 to a security incident or threat
thereof.

1.12 The ships to which the requirements of chapter XI-2 and part A of this Code apply are required to have, and
operated in accordance with, a SSP approved by, or on behalf of, the Administration. The CSO and the SSO
should monitor the continuing relevance and effectiveness of the plan, including the undertaking of internal
audits. Amendments to any of the elements of an approved plan, for which the Administration has determined
that approval is required, have to be submitted for review and approval before their incorporation into the
approved plan and their implementation by the ship.
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1.13 The ship has to carry an International Ship Security Certificate indicating that it complies with the requirements
of chapter XI-2 and part A of this Code. Part A of this Code includes provisions relating to the verification and
certification of the ship's compliance with the requirements on an initial, renewal and intermediate verification
basis.

1.14 When a ship is at a port or is proceeding to a port of a Contracting Government, the Contracting Government
has the right, under the provisions of regulation XI-2/9, to exercise various control and compliance measures
with respect to that ship. The ship is subject to port State control inspections but such inspections will not
normally extend to examination of the SSP itself except in specific circumstances. The ship may also be subject
to additional control measures if the Contracting Government exercising the control and compliance measures
has reason to believe that the security of the ship has, or the port facilities it has served have, been compromised.

1.15 The ship is also required to have on board information, to be made available to Contracting Governments upon
request, indicating who is responsible for deciding the employment of the ship's personnel and for deciding
various aspects relating to the employment of the ship.

The port facility

1.16 Each Contracting Government has to ensure completion of a PFSA for each of the port facilities, located within
its territory, serving ships engaged on international voyages. The Contracting Government, a Designated
Authority or a recognised security organisation may carry out this assessment. The completed PFSA has to be
approved by the Contracting Government or the Designated Authority concerned. This approval cannot be dele-
gated. Port facility security assessments should be periodically reviewed.

1.17 The PFSA is fundamentally a risk analysis of all aspects of a port facility's operation in order to determine which
part(s) of it are more susceptible, and/or more likely, to be the subject of attack. Security risk is a function of the
threat of an attack coupled with the vulnerability of the target and the consequences of an attack.

The assessment must include the following components:

— determination of the perceived threat to port installations and infrastructure;

— identification of the potential vulnerabilities; and

— calculation of the consequences of incidents.

On completion of the analysis, it will be possible to produce an overall assessment of the level of risk. The PFSA
will help determine which port facilities are required to appoint a PFSO and prepare a PFSP.

1.18 The port facilities which have to comply with the requirements of chapter XI-2 and part A of this Code are
required to designate a PFSO. The duties, responsibilities and training requirements of these officers and require-
ments for drills and exercises are defined in part A of this Code.

1.19 The PFSP should indicate the operational and physical security measures the port facility should take to ensure
that it always operates at security level 1. The plan should also indicate the additional, or intensified, security
measures the port facility can take to move to and operate at security level 2 when instructed to do so. Further-
more, the plan should indicate the possible preparatory actions the port facility could take to allow prompt
response to the instructions that may be issued by those responding at security level 3 to a security incident or
threat thereof.
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1.20 The port facilities which have to comply with the requirements of chapter XI-2 and part A of this Code are
required to have, and operate in accordance with, a PFSP approved by the Contracting Government or by the
Designated Authority concerned. The PFSO should implement its provisions and monitor the continuing effec-
tiveness and relevance of the plan, including commissioning internal audits of the application of the plan.
Amendments to any of the elements of an approved plan, for which the Contracting Government or the Desig-
nated Authority concerned has determined that approval is required, have to be submitted for review and
approval before their incorporation into the approved plan and their implementation at the port facility. The
Contracting Government or the Designated Authority concerned may test the effectiveness of the plan. The PFSA
covering the port facility or on which the development of the plan has been based should be regularly reviewed.
All these activities may lead to amendment of the approved plan. Any amendments to specified elements of an
approved plan will have to be submitted for approval by the Contracting Government or by the Designated
Authority concerned.

1.21 Ships using port facilities may be subject to the port State control inspections and additional control measures
outlined in regulation XI-2/9. The relevant authorities may request the provision of information regarding the
ship, its cargo, passengers and ship's personnel prior to the ship's entry into port. There may be circumstances in
which entry into port could be denied.

Information and communication

1.22 Chapter XI-2 and part A of this Code require Contracting Governments to provide certain information to the
International Maritime Organisation and for information to be made available to allow effective communication
between Contracting Governments and between company security officers/ship security officers and the port
facility security officers.

2. DEFINITIONS

2.1 No guidance is provided with respect to the definitions set out in chapter XI-2 or part A of this Code.

2.2 For the purpose of this Part of the Code:

.1 “section” means a section of part A of the Code and is indicated as “section A/<followed by the number of the
section>”;

.2 “paragraph” means a paragraph of this Part of the Code and is indicated as “paragraph <followed by the
number of the paragraph >”; and

.3 “Contracting Government”, when used in paragraphs 14 to 18, means the “Contracting Government within
whose territory the port facility is located” and includes a reference to the Designated Authority.

3. APPLICATION

General

3.1 The guidance given in this Part of the Code should be taken into account when implementing the requirements
of chapter XI-2 and part A of this Code.

3.2 However, it should be recognised that the extent to which the guidance on ships applies will depend on the type
of ship, its cargoes and/or passengers, its trading pattern and the characteristics of the port facilities visited by the
ship.

3.3 Similarly, in relation to the guidance on port facilities, the extent to which this guidance applies will depend on
the port facilities, the types of ships using the port facility, the types of cargo and/or passengers and the trading
patterns of visiting ships.

3.4 The provisions of chapter XI-2 and part A of this Code are not intended to apply to port facilities designed and
used primarily for military purposes.
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4. RESPONSIBILITIES OF CONTRACTING GOVERNMENTS

Security of assessments and plans

4.1 Contracting Governments should ensure that appropriate measures are in place to avoid unauthorised disclosure
of, or access to, security-sensitive material relating to ship security assessments (SSAs), ship security plans (SSPs),
port facility security assessments (PFSAs) and port facility security plans (PFSPs), and to individual assessments or
plans.

Designated Authorities

4.2 Contracting Governments may identify a Designated Authority within Government to undertake their security
duties relating to port facilities as set out in chapter XI-2 or part A of this Code.

Recognised security organisations

4.3 Contracting Governments may authorise a recognised security organisation (RSO) to undertake certain security-
related activities, including:

.1 approval of ship security plans, or amendments thereto, on behalf of the Administration;

.2 verification and certification of compliance of ships with the requirements of chapter XI-2 and part A of this
Code on behalf of the Administration; and

.3 conducting port facility security assessments required by the Contracting Government.

4.4 An RSO may also advise or provide assistance to Companies or port facilities on security matters, including ship
security assessments, ship security plans, port facility security assessments and port facility security plans. This
can include completion of a SSA or SSP or PFSA or PFSP. If an RSO has done so in respect of a SSA or SSP, that
RSO should not be authorised to approve that SSP.

4.5 When authorising an RSO, Contracting Governments should give consideration to the competency of such an
organisation. An RSO should be able to demonstrate:

.1 expertise in relevant aspects of security;

.2 appropriate knowledge of ship and port operations, including knowledge of ship design and construction if
providing services in respect of ships and of port design and construction if providing services in respect of
port facilities;

.3 their capability to assess the likely security risks that could occur during ship and port facility operations,
including the ship/port interface, and how to minimise such risks;

.4 their ability to maintain and improve the expertise of their personnel;

.5 their ability to monitor the continuing trustworthiness of their personnel;

.6 their ability to maintain appropriate measures to avoid unauthorised disclosure of, or access to, security-
sensitive material;

.7 their knowledge of the requirements of chapter XI-2 and part A of this Code and relevant national and inter-
national legislation and security requirements;

.8 their knowledge of current security threats and patterns;

.9 their knowledge of recognition and detection of weapons, dangerous substances and devices;

.10 their knowledge of recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of
persons who are likely to threaten security;
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.11 their knowledge of techniques used to circumvent security measures; and

.12 their knowledge of security and surveillance equipment and systems and their operational limitations.

When delegating specific duties to a RSO, Contracting Governments, including Administrations, should ensure
that the RSO has the competencies needed to undertake the task.

4.6 A recognised organisation, as referred to in regulation I/6 and fulfilling the requirements of regulation XI-1/1,
may be appointed as a RSO provided it has the appropriate security-related expertise listed in paragraph 4.5.

4.7 A port or harbour Authority or port facility operator may be appointed as a RSO provided it has the appropriate
security-related expertise listed in paragraph 4.5.

Setting the security level

4.8 In setting the security level, Contracting Governments should take account of general and specific threat informa-
tion. Contracting Governments should set the security level applying to ships or port facilities at one of three
levels:

— Security level 1, normal; the level at which the ship or port facility normally operates;

— Security level 2, heightened; the level applying for as long as there is a heightened risk of a security incident;
and

— Security level 3, exceptional; the level applying for the period of time when there is the probable or imminent
risk of a security incident.

4.9 Setting security level 3 should be an exceptional measure applying only when there is credible information that a
security incident is probable or imminent. Security level 3 should only be set for the duration of the identified
security threat or actual security incident. While the security levels may change from security level 1, through
security level 2 to security level 3, it is also possible that the security levels will change directly from security
level 1 to security level 3.

4.10 At all times the master of a ship has the ultimate responsibility for the safety and security of the ship. Even at
security level 3 a master may seek clarification or amendment of instructions issued by those responding to a
security incident, or threat thereof, if there are reasons to believe that compliance with any instruction may
imperil the safety of the ship.

4.11 The CSO or the SSO should liaise at the earliest opportunity with the PFSO of the port facility the ship is
intended to visit to establish the security level applying for that ship at the port facility. Having established
contact with a ship, the PFSO should advise the ship of any subsequent change in the port facility's security level
and should provide the ship with any relevant security information.

4.12 While there may be circumstances when an individual ship may be operating at a higher security level than the
port facility it is visiting, there will be no circumstances when a ship can have a lower security level than the
port facility it is visiting. If a ship has a higher security level than the port facility it intends to use, the CSO or
SSO should advise the PFSO without delay. The PFSO should undertake an assessment of the particular situation
in consultation with the CSO or SSO and agree on appropriate security measures with the ship, which may
include completion and signing of a Declaration of Security.

4.13 Contracting Governments should consider how information on changes in security levels should be promulgated
rapidly. Administrations may wish to use NAVTEX messages or Notices to Mariners as the method for notifying
such changes in security levels to the ship and to CSO and SSO. Or, they may wish to consider other methods of
communication that provide equivalent or better speed and coverage. Contracting Governments should establish
means of notifying PFSOs of changes in security levels. Contracting Governments should compile and maintain
the contact details for a list of those who need to be informed of changes in security levels. Whereas the security
level need not be regarded as being particularly sensitive, the underlying threat information may be highly sensi-
tive. Contracting Governments should give careful consideration to the type and detail of the information
conveyed and the method by which it is conveyed to SSOs, CSOs and PFSOs.
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Contact points and information on port facility security plans

4.14 Where a port facility has a PFSP, that fact has to be communicated to the Organisation and that information
must also be made available to CSOs and SSOs. No further details of the PFSP have to be published other than
that it is in place. Contracting Governments should consider establishing either central or regional points of
contact, or other means of providing up-to-date information on the locations where PFSPs are in place, together
with contact details for the relevant PFSO. The existence of such contact points should be publicised. They could
also provide information on the recognised security organisations appointed to act on behalf of the Contracting
Government, together with details of the specific responsibility and conditions of authority delegated to such
recognised security organisations.

4.15 In the case of a port that does not have a PFSP (and therefore does not have a PFSO), the central or regional
point of contact should be able to identify a suitably qualified person ashore who can arrange for appropriate
security measures to be in place, if needed, for the duration of the ship's visit.

4.16 Contracting Governments should also provide the contact details of Government officers to whom an SSO, a
CSO and a PFSO can report security concerns. These Government officers should assess such reports before
taking appropriate action. Such reported concerns may have a bearing on the security measures falling under the
jurisdiction of another Contracting Government. In that case, the Contracting Governments should consider
contacting their counterpart in the other Contracting Government to discuss whether remedial action is appro-
priate. For this purpose, the contact details of the Government officers should be communicated to the Interna-
tional Maritime Organisation.

4.17 Contracting Governments should also make the information indicated in paragraphs 4.14 to 4.16 available to
other Contracting Governments on request.

Identification documents

4.18 Contracting Governments are encouraged to issue appropriate identification documents to Government officials
entitled to board ships or enter port facilities when performing their official duties and to establish procedures
whereby the authenticity of such documents might be verified.

Fixed and floating platforms and mobile offshore drilling units on location

4.19 Contracting Governments should consider establishing appropriate security measures for fixed and floating plat-
forms and mobile offshore drilling units on location to allow interaction with ships which are required to
comply with the provisions of chapter XI-2 and part A of this Code.

Ships which are not required to comply with part A of this Code

4.20 Contracting Governments should consider establishing appropriate security measures to enhance the security of
ships to which chapter XI-2 and part A of this Code do not apply and to ensure that any security provisions
applying to such ships allow interaction with ships to which part A of this Code applies.

Threats to ships and other incidents at sea

4.21 Contracting Governments should provide general guidance on the measures considered appropriate to reduce the
security risk to ships flying their flag when at sea. They should provide specific advice on the action to be taken
in accordance with security levels 1 to 3, if:

.1 there is a change in the security level applying to the ship while it is at sea, e.g. because of the geographical
area in which it is operating or relating to the ship itself; and

.2 there is a security incident or threat thereof involving the ship while at sea.

Contracting Governments should establish the best methods and procedures for these purposes. In the case of an
imminent attack, the ship should seek to establish direct communication with those responsible in the flag State
for responding to security incidents.
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4.22 Contracting Governments should also establish a point of contact for advice on security for any ship:

.1 entitled to fly their flag; or

.2 operating in their territorial sea or having communicated an intention to enter their territorial sea.

4.23 Contracting Governments should offer advice to ships operating in their territorial sea or having communicated
an intention to enter their territorial sea, which could include advice:

.1 to alter or delay their intended passage;

.2 to navigate on a particular course or proceed to a specific location;

.3 on the availability of any personnel or equipment that could be placed on the ship;

.4 to coordinate the passage, arrival into port or departure from port, to allow escort by patrol craft or aircraft
(fixed-wing or helicopter).

Contracting Governments should remind ships operating in their territorial sea, or having communicated an
intention to enter their territorial sea, of any temporary restricted areas that they have published.

4.24 Contracting Governments should recommend that ships operating in their territorial sea, or having communi-
cated an intention to enter their territorial sea, implement expeditiously, for the ship's protection and for the
protection of other ships in the vicinity, any security measure the Contracting Government may have advised.

4.25 The plans prepared by the Contracting Governments for the purposes given in paragraph 4.22 should include
information on an appropriate point of contact, available on a 24-hour basis, within the Contracting Government
including the Administration. These plans should also include information on the circumstances in which the
Administration considers assistance should be sought from nearby coastal States, and a procedure for liaison
between PFSOs and SSOs.

Alternative security agreements

4.26 Contracting Governments, in considering how to implement chapter XI-2 and part A of this Code, may conclude
one or more agreements with one or more Contracting Governments. The scope of an agreement is limited to
short international voyages on fixed routes between port facilities in the territory of the parties to the agreement.
When concluding an agreement, and thereafter, the Contracting Governments should consult other Contracting
Governments and Administrations with an interest in the effects of the agreement. Ships flying the flag of a State
that is not party to the agreement should only be allowed to operate on the fixed routes covered by the agree-
ment if their Administration agrees that the ship should comply with the provisions of the agreement and
requires the ship to do so. In no case can such an agreement compromise the level of security of other ships and
port facilities not covered by it, and specifically, all ships covered by such an agreement may not conduct ship-
to-ship activities with ships not so covered. Any operational interface undertaken by ships covered by the agree-
ment should be covered by it. The operation of each agreement must be continually monitored and amended
when the need arises and in any event should be reviewed every 5 years.

Equivalent arrangements for port facilities

4.27 For certain specific port facilities with limited or special operations but with more than occasional traffic, it may
be appropriate to ensure compliance by security measures equivalent to those prescribed in chapter XI-2 and in
part A of this Code. This can, in particular, be the case for terminals such as those attached to factories, or quay-
sides with no frequent operations.

Manning level

4.28 In establishing the minimum safe manning of a ship, the Administration should take into account that the
minimum safe manning provisions established by regulation V/14 only address the safe navigation of the ship.
The Administration should also take into account any additional workload which may result from the implemen-
tation of the SSP and ensure that the ship is sufficiently and effectively manned. In doing so, the Administration
should verify that ships are able to implement the hours of rest and other measures to address fatigue which
have been promulgated by national law, in the context of all shipboard duties assigned to the various shipboard
personnel.
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Control and compliance measures

General

4.29 Regulation XI-2/9 describes the control and compliance measures applicable to ships under chapter XI-2. It is
divided into three distinct sections; control of ships already in a port, control of ships intending to enter a port of
another Contracting Government, and additional provisions applicable to both situations.

4.30 Regulation XI-2/9.1, Control of ships in port, implements a system for the control of ships while in the port of a
foreign country where duly authorised officers of the Contracting Government (“duly authorised officers”) have
the right to go on board the ship to verify that the required certificates are in proper order. Then, if there are
clear grounds to believe the ship does not comply, control measures such as additional inspections or detention
may be taken. This reflects current control systems. Regulation XI-2/9.1 builds on such systems and allows for
additional measures (including expulsion of a ship from a port to be taken as a control measure) when duly
authorised officers have clear grounds for believing that a ship is in non-compliance with the requirements of
chapter XI-2 or part A of this Code. Regulation XI-2/9.3 describes the safeguards that promote fair and propor-
tionate implementation of these additional measures.

4.31 Regulation XI-2/9.2 applies control measures to ensure compliance to ships intending to enter a port of another
Contracting Government and introduces an entirely different concept of control within chapter XI-2, applying to
security only. Under this regulation, measures may be implemented prior to the ship entering port, to better
ensure security. Just as in regulation XI-2/9.1, this additional control system is based on the concept of clear
grounds for believing the ship does not comply with chapter XI-2 or part A of this Code, and includes significant
safeguards in regulations XI-2/9.2.2 and XI-2/9.2.5 as well as in regulation XI-2/9.3.

4.32 Clear grounds that the ship is not in compliance means evidence or reliable information that the ship does not
correspond with the requirements of chapter XI-2 or part A of this Code, taking into account the guidance given
in this Part of the Code. Such evidence or reliable information may arise from the duly authorised officer's profes-
sional judgement or observations gained while verifying the ship's International Ship Security Certificate or
Interim International Ship Security Certificate issued in accordance with part A of this Code (“Certificate”) or
from other sources. Even if a valid Certificate is on board the ship, the duly authorised officers may still have
clear grounds for believing that the ship is not in compliance based on their professional judgement.

4.33 Examples of possible clear grounds under regulations XI-2/9.1 and XI-2/9.2 may include, when relevant:

.1 evidence from a review of the certificate that it is not valid or it has expired;

.2 evidence or reliable information that serious deficiencies exist in the security equipment, documentation or
arrangements required by chapter XI-2 and part A of this Code;

.3 receipt of a report or complaint which, in the professional judgement of the duly authorised officer, contains
reliable information clearly indicating that the ship does not comply with the requirements of chapter XI-2 or
part A of this Code;

.4 evidence or observation gained by a duly authorised officer using professional judgement that the master or
ship's personnel is not familiar with essential shipboard security procedures or cannot carry out drills related
to the security of the ship or that such procedures or drills have not been carried out;

.5 evidence or observation gained by a duly authorised officer using professional judgement that key members of
ship's personnel are not able to establish proper communication with any other key members of ship's
personnel with security responsibilities on board the ship;

.6 evidence or reliable information that the ship has embarked persons or loaded stores or goods at a port facility
or from another ship where either the port facility or the other ship is in violation of chapter XI-2 or part A
of this Code, and the ship in question has not completed a Declaration of Security, nor taken appropriate,
special or additional security measures or has not maintained appropriate ship security procedures;

.7 evidence or reliable information that the ship has embarked persons or loaded stores or goods at a port facility
or from another source (e.g., another ship or helicopter transfer) where either the port facility or the other
source is not required to comply with chapter XI-2 or part A of this Code, and the ship has not taken appro-
priate, special or additional security measures or has not maintained appropriate security procedures; and
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.8 the ship holding a subsequent, consecutively issued Interim International Ship Security Certificate as described
in section A/19.4, and, in the professional judgement of an officer duly authorised, one of the purposes of the
ship or a Company in requesting such a Certificate is to avoid full compliance with chapter XI-2 and part A
of this Code beyond the period of the initial Interim Certificate as described in section A/19.4.4.

4.34 The international law implications of regulation XI-2/9 are particularly relevant, and the regulation should be
implemented with regulation XI-2/2.4 in mind, as the potential exists for situations where either measures will be
taken which fall outside the scope of chapter XI-2, or where rights of affected ships, outside chapter XI-2, should
be considered. Thus, regulation XI-2/9 does not prejudice the Contracting Government from taking measures
having a basis in, and consistent with, international law to ensure the safety or security of persons, ships, port
facilities and other property in cases where the ship, although in compliance with chapter XI-2 and part A of this
Code, is still considered to present a security risk.

4.35 When a Contracting Government imposes control measures on a ship, the Administration should, without delay,
be contacted with sufficient information to enable the Administration to fully liaise with the Contracting Govern-
ment.

Control of ships in port

4.36 Where the non-compliance is either a defective item of equipment or faulty documentation leading to the ship's
detention and the non-compliance cannot be remedied in the port of inspection, the Contracting Government
may allow the ship to sail to another port provided that any conditions agreed between the port States and the
Administration or master are met.

Ships intending to enter the port of another Contracting Government

4.37 Regulation XI-2/9.2.1 lists the information Contracting Governments may require from a ship as a condition of
entry into port. One item of information listed is confirmation of any special or additional measures taken by the
ship during its last 10 calls at a port facility. Examples could include:

.1 records of the measures taken while visiting a port facility located in the territory of a State which is not a
Contracting Government, especially those measures that would normally have been provided by port facilities
located in the territories of Contracting Governments; and

.2 any Declarations of Security that were entered into with port facilities or other ships.

4.38 Another item of information listed, that may be required as a condition of entry into port, is confirmation that
appropriate ship security procedures were maintained during ship-to-ship activity conducted within the period of
the last 10 calls at a port facility. It would not normally be required to include records of transfers of pilots or of
customs, immigration or security officials nor bunkering, lightering, loading of supplies and unloading of waste
by ship within port facilities as these would normally fall within the auspices of the PFSP. Examples of informa-
tion that might be given include:

.1 records of the measures taken while engaged in a ship-to-ship activity with a ship flying the flag of a State
which is not a Contracting Government, especially those measures that would normally have been provided
by ships flying the flag of Contracting Governments;

.2 records of the measures taken while engaged in a ship-to-ship activity with a ship that is flying the flag of a
Contracting Government but is not required to comply with the provisions of chapter XI-2 and part A of this
Code, such as a copy of any security certificate issued to that ship under other provisions; and

.3 in the event that persons or goods rescued at sea are on board, all known information about such persons or
goods, including their identities when known and the results of any checks run on behalf of the ship to estab-
lish the security status of those rescued. It is not the intention of chapter XI-2 or part A of this Code to delay
or prevent the delivery of those in distress at sea to a place of safety. It is the sole intention of chapter XI-2
and part A of this Code to provide States with enough appropriate information to maintain their security
integrity.
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4.39 Examples of other practical security-related information that may be required as a condition of entry into port in
order to assist with ensuring the safety and security of persons, port facilities, ships and other property include:

.1 information contained in the Continuous Synopsis Record;

.2 location of the ship at the time the report is made;

.3 expected time of arrival of the ship in port;

.4 crew list;

.5 general description of cargo aboard the ship;

.6 passenger list; and

.7 information required to be carried under regulation XI-2/5.

4.40 Regulation XI-2/9.2.5 allows the master of a ship, upon being informed that the coastal or port State will imple-
ment control measures under regulation XI-2/9.2, to withdraw the intention for the ship to enter port. If the
master withdraws that intention, regulation XI-2/9 no longer applies, and any other steps that are taken must be
based on, and consistent with, international law.

Additional provisions

4.41 In all cases where a ship is denied entry or is expelled from a port, all known facts should be communicated to
the authorities of relevant States. This communication should consist of the following, when known:

.1 name of ship, its flag, the Ship Identification Number, call sign, ship type and cargo;

.2 reason for denying entry or for expulsion from port or port areas;

.3 if relevant, the nature of any security non-compliance;

.4 if relevant, details of any attempts made to rectify any non-compliance, including any conditions imposed on
the ship for the voyage;

.5 past port(s) of call and next declared port of call;

.6 time of departure and likely estimated time of arrival at those ports;

.7 any instructions given to the ship, e.g., reporting on its route;

.8 available information on the security level at which the ship is currently operating;

.9 information regarding any communications the port State has had with the Administration;

.10 contact point within the port State making the report for the purpose of obtaining further information;

.11 crew list; and

.12 any other relevant information.

4.42 Relevant States to contact should include those along the ship's intended passage to its next port, particularly if
the ship intends to enter the territorial sea of that coastal State. Other relevant States could include previous
ports of call, so that further information might be obtained and security issues relating to the previous ports
resolved.

4.43 In exercising control and compliance measures, the duly authorised officers should ensure that any measures or
steps imposed are proportionate. Such measures or steps should be reasonable and of the minimum severity and
duration necessary to rectify or mitigate the non-compliance.
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4.44 The word “delay” in regulation XI-2/9.3.5.1 also refers to situations where, pursuant to actions taken under this
regulation, the ship is unduly denied entry into port or the ship is unduly expelled from port.

Non-Party ships and ships below Convention size

4.45 With respect to ships flying the flag of a State which is not a Contracting Government to the Convention and
not a Party to the 1988 SOLAS Protocol (1), Contracting Governments should not give more favourable treatment
to such ships. Accordingly, the requirements of regulation XI-2/9 and the guidance provided in this Part of the
Code should be applied to those ships.

4.46 Ships below Convention size are subject to measures by which States maintain security. Such measures should be
taken with due regard to the requirements in chapter XI-2 and the guidance provided in this Part of the Code.

5. DECLARATION OF SECURITY

General

5.1 A Declaration of Security (DoS) should be completed when the Contracting Government of the port facility
deems it to be necessary or when a ship deems it necessary.

5.1.1 The need for a DoS may be indicated by the results of the port facility security assessment (PFSA) and the
reasons and circumstances in which a DoS is required should be set out in the port facility security plan (PFSP).

5.1.2 The need for a DoS may be indicated by an Administration for ships entitled to fly its flag or as a result of a ship
security assessment (SSA) and should be set out in the ship security plan (SSP).

5.2 It is likely that a DoS will be requested at higher security levels, when a ship has a higher security level than the
port facility, or another ship with which it interfaces, and for ship/port interface or ship-to-ship activities that
pose a higher risk to persons, property or the environment for reasons specific to that ship, including its cargo
or passengers or the circumstances at the port facility or a combination of these factors.

5.2.1 In the case that a ship or an Administration, on behalf of ships entitled to fly its flag, requests completion of a
DoS, the port facility security officer (PFSO) or ship security officer (SSO) should acknowledge the request and
discuss appropriate security measures.

5.3 A PFSO may also initiate a DoS prior to ship/port interfaces that are identified in the approved PFSA as being of
particular concern. Examples may include embarking or disembarking passengers and the transfer, loading or
unloading of dangerous goods or hazardous substances. The PFSA may also identify facilities at or near highly
populated areas or economically significant operations that warrant a DoS.

5.4 The main purpose of a DoS is to ensure agreement is reached between the ship and the port facility or with
other ships with which it interfaces as to the respective security measures each will undertake in accordance with
the provisions of their respective approved security plans.

5.4.1 The agreed DoS should be signed and dated by both the port facility and the ship(s), as applicable, to indicate
compliance with chapter XI-2 and part A of this Code and should include its duration, the relevant security level
or levels and the relevant contact details.
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5.4.2 A change in the security level may require that a new or revised DoS be completed.

5.5 The DoS should be completed in English, French or Spanish or in a language common to both the port facility
and the ship or the ships, as applicable.

5.6 A model DoS is included in appendix 1 to this Part of the Code. This model is for a DoS between a ship and a
port facility. If the DoS is to cover two ships this model should be appropriately adjusted.

6. OBLIGATIONS OF THE COMPANY

General

6.1 Regulation XI-2/5 requires the Company to provide the master of the ship with information to meet the require-
ments of the Company under the provisions of this regulation. This information should include items such as:

.1 parties responsible for appointing shipboard personnel, such as ship management companies, manning
agents, contractors, concessionaries (for example, retail sales outlets, casinos, etc.);

.2 parties responsible for deciding the employment of the ship, including time or bareboat charterer(s) or any
other entity acting in such capacity; and

.3 in cases when the ship is employed under the terms of a charter party, the contact details of those parties,
including time or voyage charterers.

6.2 In accordance with regulation XI-2/5, the Company is obliged to update and keep this information current as
and when changes occur.

6.3 This information should be in English, French or Spanish language.

6.4 With respect to ships constructed before 1 July 2004, this information should reflect the actual condition on that
date.

6.5 With respect to ships constructed on or after 1 July 2004 and for ships constructed before 1 July 2004 which
were out of service on 1 July 2004, the information should be provided as from the date of entry of the ship
into service and should reflect the actual condition on that date.

6.6 After 1 July 2004, when a ship is withdrawn from service, the information should be provided as from the date
of re-entry of the ship into service and should reflect the actual condition on that date.

6.7 Previously provided information that does not relate to the actual condition on that date need not be retained on
board.

6.8 When the responsibility for the operation of the ship is assumed by another Company, the information relating
to the Company which operated the ship is not required to be left on board.

In addition, other relevant guidance is provided under sections 8, 9 and 13.

7. SHIP SECURITY

Relevant guidance is provided under sections 8, 9 and 13.

8. SHIP SECURITY ASSESSMENT

Security assessment

8.1 The company security officer (CSO) is responsible for ensuring that a ship security assessment (SSA) is carried
out for each of the ships in the Company's fleet which is required to comply with the provisions of chapter XI-2
and part A of this Code for which the CSO is responsible. While the CSO need not necessarily personally under-
take all the duties associated with the post, the ultimate responsibility for ensuring that they are properly
performed remains with the individual CSO.

8.2 Prior to commencing the SSA, the CSO should ensure that advantage is taken of information available on the
assessment of threat for the ports at which the ship will call or at which passengers embark or disembark and
about the port facilities and their protective measures. The CSO should study previous reports on similar security
needs. Where feasible, the CSO should meet with appropriate persons on the ship and in the port facilities to
discuss the purpose and methodology of the assessment. The CSO should follow any specific guidance offered by
the Contracting Governments.
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8.3 A SSA should address the following elements on board or within the ship:

.1 physical security;

.2 structural integrity;

.3 personnel protection systems;

.4 procedural policies;

.5 radio and telecommunication systems, including computer systems and networks; and

.6 other areas that may, if damaged or used for illicit observation, pose a risk to persons, property, or operations
on board the ship or within a port facility.

8.4 Those involved in conducting a SSA should be able to draw upon expert assistance in relation to:

.1 knowledge of current security threats and patterns;

.2 recognition and detection of weapons, dangerous substances and devices;

.3 recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of persons who are
likely to threaten security;

.4 techniques used to circumvent security measures;

.5 methods used to cause a security incident;

.6 effects of explosives on ship's structures and equipment;

.7 ship security;

.8 ship/port interface business practices;

.9 contingency planning, emergency preparedness and response;

.10 physical security;

.11 radio and telecommunications systems, including computer systems and networks;

.12 marine engineering; and

.13 ship and port operations.

8.5 The CSO should obtain and record the information required to conduct an assessment, including:

.1 the general layout of the ship;

.2 the location of areas which should have restricted access, such as navigation bridge, machinery spaces of
category A and other control stations as defined in chapter II-2, etc.;

.3 the location and function of each actual or potential access point to the ship;

.4 changes in the tide which may have an impact on the vulnerability or security of the ship;

.5 the cargo spaces and stowage arrangements;

.6 the locations where the ship's stores and essential maintenance equipment is stored;

.7 the locations where unaccompanied baggage is stored;

.8 the emergency and stand-by equipment available to maintain essential services;

.9 the number of ship's personnel, any existing security duties and any existing training requirement practises
of the Company;

.10 existing security and safety equipment for the protection of passengers and ship's personnel;
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.11 escape and evacuation routes and assembly stations which have to be maintained to ensure the orderly and
safe emergency evacuation of the ship;

.12 existing agreements with private security companies providing ship/water-side security services; and

.13 existing security measures and procedures in effect, including inspection and, control procedures, identifica-
tion systems, surveillance and monitoring equipment, personnel identification documents and communica-
tion, alarms, lighting, access control and other appropriate systems.

8.6 The SSA should examine each identified point of access, including open weather decks, and evaluate its potential
for use by individuals who might seek to breach security. This includes points of access available to individuals
having legitimate access as well as those who seek to obtain unauthorised entry.

8.7 The SSA should consider the continuing relevance of the existing security measures and guidance, procedures
and operations, under both routine and emergency conditions, and should determine security guidance including:

.1 the restricted areas;

.2 the response procedures to fire or other emergency conditions;

.3 the level of supervision of the ship's personnel, passengers, visitors, vendors, repair technicians, dock workers,
etc.;

.4 the frequency and effectiveness of security patrols;

.5 the access control systems, including identification systems;

.6 the security communications systems and procedures;

.7 the security doors, barriers and lighting; and

.8 the security and surveillance equipment and systems, if any.

8.8 The SSA should consider the persons, activities, services and operations that it is important to protect. This
includes:

.1 the ship's personnel;

.2 passengers, visitors, vendors, repair technicians, port facility personnel, etc.;

.3 the capacity to maintain safe navigation and emergency response;

.4 the cargo, particularly dangerous goods or hazardous substances;

.5 the ship's stores;

.6 the ship security communication equipment and systems, if any; and

.7 the ship's security surveillance equipment and systems, if any.

8.9 The SSA should consider all possible threats, which may include the following types of security incidents:

.1 damage to, or destruction of, the ship or of a port facility, e.g. by explosive devices, arson, sabotage or vand-
alism;

.2 hijacking or seizure of the ship or of persons on board;

.3 tampering with cargo, essential ship equipment or systems or ship's stores;

.4 unauthorised access or use, including presence of stowaways;

.5 smuggling weapons or equipment, including weapons of mass destruction;
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.6 use of the ship to carry those intending to cause a security incident and/or their equipment;

.7 use of the ship itself as a weapon or as a means to cause damage or destruction;

.8 attacks from seaward whilst at berth or at anchor; and

.9 attacks whilst at sea.

8.10 The SSA should take into account all possible vulnerabilities, which may include:

.1 conflicts between safety and security measures;

.2 conflicts between shipboard duties and security assignments;

.3 watchkeeping duties, number of ship's personnel, particularly with implications on crew fatigue, alertness and
performance;

.4 any identified security training deficiencies; and

.5 any security equipment and systems, including communication systems.

8.11 The CSO and ship security officer (SSO) should always have regard to the effect that security measures may have
on ship's personnel who will remain on the ship for long periods. When developing security measures, particular
consideration should be given to the convenience, comfort and personal privacy of the ship's personnel and their
ability to maintain their effectiveness over long periods.

8.12 Upon completion of the SSA, a report shall be prepared, consisting of a summary of how the assessment was
conducted, a description of each vulnerability found during the assessment and a description of countermeasures
that could be used to address each vulnerability. The report shall be protected from unauthorised access or disclo-
sure.

8.13 If the SSA has not been carried out by the Company, the report of the SSA should be reviewed and accepted by
the CSO.

On-scene security survey

8.14 The on-scene security survey is an integral part of any SSA. The on-scene security survey should examine and
evaluate existing shipboard protective measures, procedures and operations for:

.1 ensuring the performance of all ship security duties;

.2 monitoring restricted areas to ensure that only authorised persons have access;

.3 controlling access to the ship, including any identification systems;

.4 monitoring of deck areas and areas surrounding the ship;

.5 controlling the embarkation of persons and their effects (accompanied and unaccompanied baggage and ship's
personnel personal effects);

.6 supervising the handling of cargo and the delivery of ship's stores; and

.7 ensuring that ship security communication, information, and equipment are readily available.

9. SHIP SECURITY PLAN

General

9.1 The company security officer (CSO) has the responsibility of ensuring that a ship security plan (SSP) is prepared
and submitted for approval. The content of each individual SSP should vary depending on the particular ship it
covers. The ship security assessment (SSA) will have identified the particular features of the ship and the potential
threats and vulnerabilities. The preparation of the SSP will require these features to be addressed in detail. Admin-
istrations may prepare advice on the preparation and content of a SSP.
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9.2 All SSPs should:

.1 detail the organisational structure of security for the ship;

.2 detail the ship's relationships with the Company, port facilities, other ships and relevant authorities with
security responsibility;

.3 detail the communication systems to allow effective continuous communication within the ship and between
the ship and others, including port facilities;

.4 detail the basic security measures for security level 1, both operational and physical, that will always be in
place;

.5 detail the additional security measures that will allow the ship to progress without delay to security level 2
and, when necessary, to security level 3;

.6 provide for regular review, or audit, of the SSP and for its amendment in response to experience or changing
circumstances; and

.7 detail reporting procedures to the appropriate Contracting Government's contact points.

9.3 Preparation of an effective SSP should rest on a thorough assessment of all issues that relate to the security of the
ship, including, in particular, a thorough appreciation of the physical and operational characteristics, including
the voyage pattern, of the individual ship.

9.4 All SSPs should be approved by, or on behalf of, the Administration. If an Administration uses a recognised
security organisation (RSO) to review or approve the SSP, that RSO should not be associated with any other RSO
that prepared, or assisted in the preparation of, the plan.

9.5 CSOs and SSOs should develop procedures to:

.1 assess the continuing effectiveness of the SSP; and

.2 prepare amendments of the plan subsequent to its approval.

9.6 The security measures included in the SSP should be in place when the initial verification for compliance with
the requirements of chapter XI-2 and part A of this Code will be carried out. Otherwise the process of issue to
the ship of the required International Ship Security Certificate cannot be carried out. If there is any subsequent
failure of security equipment or systems, or suspension of a security measure for whatever reason, equivalent
temporary security measures should be adopted, notified to, and agreed by the Administration.

Organisation and performance of ship security duties

9.7 In addition to the guidance given in paragraph 9.2, the SSP should establish the following, which relate to all
security levels:

.1 the duties and responsibilities of all shipboard personnel with a security role;

.2 the procedures or safeguards necessary to allow such continuous communications to be maintained at all
times;

.3 the procedures needed to assess the continuing effectiveness of security procedures and any security and
surveillance equipment and systems, including procedures for identifying and responding to equipment or
systems failure or malfunction;

.4 the procedures and practices to protect security-sensitive information held in paper or electronic format;
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.5 the type and maintenance requirements of security and surveillance equipment and systems, if any;

.6 the procedures to ensure the timely submission, and assessment, of reports relating to possible breaches of
security or security concerns; and

.7 procedures to establish, maintain and update an inventory of any dangerous goods or hazardous substances
carried on board, including their location.

9.8 The remainder of section 9 addresses specifically the security measures that could be taken at each security level
covering:

.1 access to the ship by ship's personnel, passengers, visitors, etc.;

.2 restricted areas on the ship;

.3 handling of cargo;

.4 delivery of ship's stores;

.5 handling unaccompanied baggage; and

.6 monitoring the security of the ship.

Access to the ship

9.9 The SSP should establish the security measures covering all means of access to the ship identified in the SSA.
This should include any:

.1 access ladders;

.2 access gangways;

.3 access ramps;

.4 access doors, sidescuttles, windows and ports;

.5 mooring lines and anchor chains; and

.6 cranes and hoisting gear.

9.10 For each of these the SSP should identify the appropriate locations where access restrictions or prohibitions
should be applied for each of the security levels. For each security level the SSP should establish the type of
restriction or prohibition to be applied and the means of enforcing them.

9.11 The SSP should establish for each security level the means of identification required to allow access to the ship
and for individuals to remain on the ship without challenge. This may involve developing an appropriate identifi-
cation system allowing for permanent and temporary identifications, for ship's personnel and visitors respectively.
Any ship identification system should, when it is practicable to do so, be coordinated with that applying to the
port facility. Passengers should be able to prove their identity by boarding passes, tickets, etc., but should not be
permitted access to restricted areas unless supervised. The SSP should establish provisions to ensure that the iden-
tification systems are regularly updated, and that abuse of procedures should be subject to disciplinary action.

9.12 Those unwilling or unable to establish their identity and/or to confirm the purpose of their visit when requested
to do so should be denied access to the ship and their attempt to obtain access should be reported, as appro-
priate, to the SSO, the CSO, the port facility security officer (PFSO) and to the national or local authorities with
security responsibilities.

9.13 The SSP should establish the frequency of application of any access controls, particularly if they are to be applied
on a random, or occasional, basis.

Secur i ty le ve l 1

9.14 At security level 1, the SSP should establish the security measures to control access to the ship, where the
following may be applied:

.1 checking the identity of all persons seeking to board the ship and confirming their reasons for doing so by
checking, for example, joining instructions, passenger tickets, boarding passes, work orders, etc.;

.2 in liaison with the port facility, the ship should ensure that designated secure areas are established in which
inspections and searching of persons, baggage (including carry-on items), personal effects, vehicles and their
contents can take place;
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.3 in liaison with the port facility, the ship should ensure that vehicles destined to be loaded on board car
carriers, ro-ro and other passenger ships are subjected to search prior to loading, in accordance with the
frequency required in the SSP;

.4 segregating checked persons and their personal effects from unchecked persons and their personal effects;

.5 segregating embarking from disembarking passengers;

.6 identifying access points that should be secured or attended to prevent unauthorised access;

.7 securing, by locking or other means, access to unattended spaces adjoining areas to which passengers and visi-
tors have access; and

.8 providing security briefings to all ship personnel on possible threats, the procedures for reporting suspicious
persons, objects or activities and the need for vigilance.

9.15 At security level 1, all those seeking to board a ship should be liable to search. The frequency of such searches,
including random searches, should be specified in the approved SSP and should be specifically approved by the
Administration. Such searches may best be undertaken by the port facility in close cooperation with the ship and
in close proximity to it. Unless there are clear security grounds for doing so, members of the ship's personnel
should not be required to search their colleagues or their personal effects. Any such search shall be undertaken in
a manner which fully takes into account the human rights of the individual and preserves their basic human
dignity.

Secur i ty le ve l 2

9.16 At security level 2, the SSP should establish the security measures to be applied to protect against a heightened
risk of a security incident to ensure higher vigilance and tighter control, which may include:

.1 assigning additional personnel to patrol deck areas during silent hours to deter unauthorised access;

.2 limiting the number of access points to the ship, identifying those to be closed and the means of adequately
securing them;

.3 deterring waterside access to the ship, including, for example, in liaison with the port facility, provision of
boat patrols;

.4 establishing a restricted area on the shore side of the ship, in close cooperation with the port facility;

.5 increasing the frequency and detail of searches of persons, personal effects, and vehicles being embarked or
loaded onto the ship;

.6 escorting visitors on the ship;

.7 providing additional specific security briefings to all ship personnel on any identified threats, re-emphasising
the procedures for reporting suspicious persons, objects, or activities and stressing the need for increased vigi-
lance; and

.8 carrying out a full or partial search of the ship.

Secur i ty le ve l 3

9.17 At security level 3, the ship should comply with the instructions issued by those responding to the security inci-
dent or threat thereof. The SSP should detail the security measures which could be taken by the ship, in close
cooperation with those responding and the port facility, which may include:

.1 limiting access to a single, controlled, access point;

.2 granting access only to those responding to the security incident or threat thereof;

.3 directing persons on board;

.4 suspension of embarkation or disembarkation;

.5 suspension of cargo handling operations, deliveries, etc.;

.6 evacuation of the ship;

.7 movement of the ship; and

.8 preparing for a full or partial search of the ship.
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Restricted areas on the ship

9.18 The SSP should identify the restricted areas to be established on the ship, specify their extent, times of applica-
tion, the security measures to be taken to control access to them and those to be taken to control activities
within them. The purposes of restricted areas are to:

.1 prevent unauthorised access;

.2 protect passengers, ship's personnel, and personnel from port facilities or other agencies authorised to be on
board the ship;

.3 protect security-sensitive areas within the ship; and

.4 protect cargo and ship's stores from tampering.

9.19 The SSP should ensure that there are clearly established policies and practices to control access to all restricted
areas.

9.20 The SSP should provide that all restricted areas should be clearly marked, indicating that access to the area is
restricted and that unauthorised presence within the area constitutes a breach of security.

9.21 Restricted areas may include:

.1 navigation bridge, machinery spaces of category A and other control stations as defined in chapter II-2;

.2 spaces containing security and surveillance equipment and systems and their controls and lighting system
controls;

.3 ventilation and air-conditioning systems and other similar spaces;

.4 spaces with access to potable water tanks, pumps, or manifolds;

.5 spaces containing dangerous goods or hazardous substances;

.6 spaces containing cargo pumps and their controls;

.7 cargo spaces and spaces containing ship's stores;

.8 crew accommodation; and

.9 any other areas as determined by the CSO, through the SSA, to which access must be restricted to maintain
the security of the ship.

Secur i ty le ve l 1

9.22 At security level 1, the SSP should establish the security measures to be applied to restricted areas, which may
include:

.1 locking or securing access points;

.2 using surveillance equipment to monitor the areas;

.3 using guards or patrols; and

.4 using automatic intrusion-detection devices to alert the ship's personnel of unauthorised access.

Secur i ty le ve l 2

9.23 At security level 2, the frequency and intensity of the monitoring of, and control of access to, restricted areas
should be increased to ensure that only authorised persons have access. The SSP should establish the additional
security measures to be applied, which may include:

.1 establishing restricted areas adjacent to access points;

.2 continuously monitoring surveillance equipment; and

.3 dedicating additional personnel to guard and patrol restricted areas.
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Secur i ty le ve l 3

9.24 At security level 3, the ship should comply with the instructions issued by those responding to the security inci-
dent or threat thereof. The SSP should detail the security measures which could be taken by the ship, in close
cooperation with those responding and the port facility, which may include:

.1 setting up of additional restricted areas on the ship in proximity to the security incident, or the believed loca-
tion of the security threat, to which access is denied; and

.2 searching of restricted areas as part of a search of the ship.

Handling of cargo

9.25 The security measures relating to cargo handling should:

.1 prevent tampering; and

.2 prevent cargo that is not meant for carriage from being accepted and stored on board the ship.

9.26 The security measures, some of which may have to be applied in liaison with the port facility, should include
inventory control procedures at access points to the ship. Once on board the ship, cargo should be capable of
being identified as having been approved for loading onto the ship. In addition, security measures should be
developed to ensure that cargo, once on board, is not tampered with.

Secur i ty le ve l 1

9.27 At security level 1, the SSP should establish the security measures to be applied during cargo handling, which
may include:

.1 routine checking of cargo, cargo transport units and cargo spaces prior to, and during, cargo handling opera-
tions;

.2 checks to ensure that cargo being loaded matches the cargo documentation;

.3 ensuring, in liaison with the port facility, that vehicles to be loaded on board car-carriers, ro-ro and passenger
ships are subjected to search prior to loading, in accordance with the frequency required in the SSP; and

.4 checking of seals or other methods used to prevent tampering.

9.28 Checking of cargo may be accomplished by the following means:

.1 visual and physical examination; and

.2 using scanning/detection equipment, mechanical devices, or dogs.

9.29 When there are regular or repeated cargo movements, the CSO or SSO may, in consultation with the port
facility, agree arrangements with shippers or others responsible for such cargo covering off-site checking, sealing,
scheduling, supporting documentation, etc. Such arrangements should be communicated to and agreed with the
PFSO concerned.

Secur i ty le ve l 2

9.30 At security level 2, the SSP should establish the additional security measures to be applied during cargo handling,
which may include:

.1 detailed checking of cargo, cargo transport units and cargo spaces;

.2 intensified checks to ensure that only the intended cargo is loaded;

.3 intensified searching of vehicles to be loaded on car carriers, ro-ro and passenger ships; and

.4 increased frequency and detail in checking of seals or other methods used to prevent tampering.
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9.31 Detailed checking of cargo may be accomplished by the following means:

.1 increasing the frequency and detail of visual and physical examination;

.2 increasing the frequency of the use of scanning/detection equipment, mechanical devices, or dogs; and

.3 coordinating enhanced security measures with the shipper or other responsible party in accordance with an
established agreement and procedures.

Secur i ty le ve l 3

9.32 At security level 3, the ship should comply with the instructions issued by those responding to the security inci-
dent or threat thereof. The SSP should detail the security measures which could be taken by the ship, in close
cooperation with those responding and the port facility, which may include:

.1 suspending the loading or unloading of cargo; and

.2 verifying the inventory of dangerous goods and hazardous substances carried on board, if any, and their loca-
tion.

Delivery of ship's stores

9.33 The security measures relating to the delivery of ship's stores should:

.1 ensure checking of ship's stores and package integrity;

.2 prevent ship's stores from being accepted without inspection;

.3 prevent tampering; and

.4 prevent ship's stores from being accepted unless ordered.

9.34 For ships regularly using the port facility, it may be appropriate to establish procedures involving the ship, its
suppliers and the port facility covering notification and timing of deliveries and their documentation. There
should always be some way of confirming that stores presented for delivery are accompanied by evidence that
they have been ordered by the ship.

Secur i ty le ve l 1

9.35 At security level 1, the SSP should establish the security measures to be applied during delivery of ship's stores,
which may include:

.1 checking to ensure stores match the order prior to being loaded on board; and

.2 ensuring immediate secure stowage of ship's stores.

Secur i ty le ve l 2

9.36 At security level 2, the SSP should establish the additional security measures to be applied during delivery of
ship's stores by exercising checks prior to receiving stores on board and intensifying inspections.

Secur i ty le ve l 3

9.37 At security level 3, the ship should comply with the instructions issued by those responding to the security inci-
dent or threat thereof. The SSP should detail the security measures which could be taken by the ship, in close
cooperation with those responding and the port facility, which may include:

.1 subjecting ship's stores to more extensive checking;

.2 preparation for restriction or suspension of handling of ship's stores; and

.3 refusal to accept ship's stores on board the ship.
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Handling unaccompanied baggage

9.38 The SSP should establish the security measures to be applied to ensure that unaccompanied baggage (i.e. any
baggage, including personal effects, which is not with the passenger or member of ship's personnel at the point
of inspection or search) is identified and subjected to appropriate screening, including searching, before it is
accepted on board the ship. It is not envisaged that such baggage will be subjected to screening by both the ship
and the port facility, and in cases where both are suitably equipped, the responsibility for screening should rest
with the port facility. Close cooperation with the port facility is essential and steps should be taken to ensure that
unaccompanied baggage is handled securely after screening.

Secur i ty le ve l 1

9.39 At security level 1, the SSP should establish the security measures to be applied when handling unaccompanied
baggage to ensure that unaccompanied baggage is screened or searched up to and including 100 percent, which
may include use of x-ray screening.

Secur i ty le ve l 2

9.40 At security level 2, the SSP should establish the additional security measures to be applied when handling unac-
companied baggage, which should include 100 percent x-ray screening of all unaccompanied baggage.

Secur i ty le ve l 3

9.41 At security level 3, the ship should comply with the instructions issued by those responding to the security inci-
dent or threat thereof. The SSP should detail the security measures which could be taken by the ship, in close
cooperation with those responding and the port facility, which may include:

.1 subjecting such baggage to more extensive screening, for example x-raying it from at least two different
angles;

.2 preparation for restriction or suspension of handling of unaccompanied baggage; and

.3 refusal to accept unaccompanied baggage on board the ship.

Monitoring the security of the ship

9.42 The ship should have the capability to monitor the ship, the restricted areas on board and areas surrounding the
ship. Such monitoring capabilities may include use of:

.1 lighting;

.2 watchkeepers, security guards and deck watches, including patrols; and

.3 automatic intrusion-detection devices and surveillance equipment.

9.43 When used, automatic intrusion-detection devices should activate an audible and/or visual alarm at a location
that is continuously attended or monitored.

9.44 The SSP should establish the procedures and equipment needed at each security level and the means of ensuring
that monitoring equipment will be able to perform continually, including consideration of the possible effects of
weather conditions or of power disruptions.

Secur i ty le ve l 1

9.45 At security level 1, the SSP should establish the security measures to be applied, which may be a combination of
lighting, watchkeepers, security guards or use of security and surveillance equipment to allow ship's security
personnel to observe the ship in general, and barriers and restricted areas in particular.

9.46 The ship's deck and access points to the ship should be illuminated during hours of darkness and periods of low
visibility while conducting ship/port interface activities or at a port facility or anchorage when necessary. While
under way, when necessary, ships should use the maximum lighting available consistent with safe navigation,
having regard to the provisions of the International Regulations for the Prevention of Collisions at Sea in force.
The following should be considered when establishing the appropriate level and location of lighting:

.1 the ship's personnel should be able to detect activities beyond the ship, on both the shore side and the water
side;

.2 coverage should include the area on and around the ship;
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.3 coverage should facilitate personnel identification at access points; and

.4 coverage may be provided through coordination with the port facility.

Secur i ty le ve l 2

9.47 At security level 2, the SSP should establish the additional security measures to be applied to enhance the moni-
toring and surveillance capabilities, which may include:

.1 increasing the frequency and detail of security patrols;

.2 increasing the coverage and intensity of lighting or the use of security and surveillance equipment;

.3 assigning additional personnel as security look-outs; and

.4 ensuring coordination with water-side boat patrols, and foot or vehicle patrols on the shore side, when
provided.

9.48 Additional lighting may be necessary to protect against a heightened risk of a security incident. When necessary,
the additional lighting requirements may be accomplished by coordinating with the port facility to provide addi-
tional shoreside lighting.

Secur i ty le ve l 3

9.49 At security level 3, the ship should comply with the instructions issued by those responding to the security inci-
dent or threat thereof. The SSP should detail the security measures which could be taken by the ship, in close
cooperation with those responding and the port facility, which may include:

.1 switching on of all lighting on, or illuminating the vicinity of, the ship;

.2 switching on of all on-board surveillance equipment capable of recording activities on, or in the vicinity of,
the ship;

.3 maximising the length of time such surveillance equipment can continue to record;

.4 preparation for underwater inspection of the hull of the ship; and

.5 initiation of measures, including the slow revolution of the ship's propellers, if practicable, to deter underwater
access to the hull of the ship.

Differing security levels

9.50 The SSP should establish details of the procedures and security measures the ship could adopt if the ship is at a
higher security level than that applying to a port facility.

Activities not covered by the Code

9.51 The SSP should establish details of the procedures and security measures the ship should apply when:

.1 it is at a port of a State which is not a Contracting Government;

.2 it is interfacing with a ship to which this Code does not apply;

.3 it is interfacing with fixed or floating platforms or a mobile drilling unit on location; or

.4 it is interfacing with a port or port facility which is not required to comply with chapter XI-2 and part A of
this Code.

Declarations of Security

9.52 The SSP should detail how requests for Declarations of Security from a port facility will be handled and the
circumstances under which the ship itself should request a DoS.

Audit and review

9.53 The SSP should establish how the CSO and the SSO intend to audit the continued effectiveness of the SSP and
the procedure to be followed to review, update or amend the SSP.
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10. RECORDS

General

10.1 Records should be available to duly authorised officers of Contracting Governments to verify that the provisions
of ship security plans are being implemented.

10.2 Records may be kept in any format but should be protected from unauthorised access or disclosure.

11. COMPANY SECURITY OFFICER

Relevant guidance is provided under sections 8, 9 and 13.

12. SHIP SECURITY OFFICER

Relevant guidance is provided under sections 8, 9 and 13.

13. TRAINING, DRILLS AND EXERCISES ON SHIP SECURITY

Training

13.1 The company security officer (CSO) and appropriate shore-based Company personnel, and the ship security
officer (SSO), should have knowledge of, and receive training, in some or all of the following, as appropriate:

.1 security administration;

.2 relevant international conventions, codes and recommendations;

.3 relevant Government legislation and regulations;

.4 responsibilities and functions of other security organisations;

.5 methodology of ship security assessment;

.6 methods of ship security surveys and inspections;

.7 ship and port operations and conditions;

.8 ship and port facility security measures;

.9 emergency preparedness and response and contingency planning;

.10 instruction techniques for security training and education, including security measures and procedures;

.11 handling sensitive security-related information and security-related communications;

.12 knowledge of current security threats and patterns;

.13 recognition and detection of weapons, dangerous substances and devices;

.14 recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of persons who are
likely to threaten security;

.15 techniques used to circumvent security measures;

.16 security equipment and systems and their operational limitations;

.17 methods of conducting audits, inspection, control and monitoring;

.18 methods of physical searches and non-intrusive inspections;

.19 security drills and exercises, including drills and exercises with port facilities; and

.20 assessment of security drills and exercises.
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13.2 In addition, the SSO should have adequate knowledge of, and receive training in, some or all of the following, as
appropriate:

.1 the layout of the ship;

.2 the ship security plan and related procedures (including scenario-based training on how to respond);

.3 crowd management and control techniques;

.4 operations of security equipment and systems; and

.5 testing, calibration and at-sea maintenance of security equipment and systems.

13.3 Shipboard personnel having specific security duties should have sufficient knowledge and ability to perform their
assigned duties, including, as appropriate:

.1 knowledge of current security threats and patterns;

.2 recognition and detection of weapons, dangerous substances and devices;

.3 recognition of characteristics and behavioural patterns of persons who are likely to threaten security;

.4 techniques used to circumvent security measures;

.5 crowd management and control techniques;

.6 security-related communications;

.7 knowledge of the emergency procedures and contingency plans;

.8 operations of security equipment and systems;

.9 testing, calibration and at-sea maintenance of security equipment and systems;

.10 inspection, control, and monitoring techniques; and

.11 methods of physical searches of persons, personal effects, baggage, cargo, and ship's stores.

13.4 All other shipboard personnel should have sufficient knowledge of and be familiar with relevant provisions of
the ship security plan (SSP), including:

.1 the meaning and the consequential requirements of the different security levels;

.2 knowledge of the emergency procedures and contingency plans;

.3 recognition and detection of weapons, dangerous substances and devices;

.4 recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of persons who are
likely to threaten security; and

.5 techniques used to circumvent security measures.

Drills and exercises

13.5 The objective of drills and exercises is to ensure that shipboard personnel are proficient in all assigned security
duties at all security levels and the identification of any security-related deficiencies which need to be addressed.

13.6 To ensure the effective implementation of the provisions of the ship security plan, drills should be conducted at
least once every three months. In addition, in cases where more than 25 percent of the ship's personnel has been
changed, at any one time, with personnel that has not previously participated in any drill on that ship within the
last 3 months, a drill should be conducted within one week of the change. These drills should test individual
elements of the plan such as those security threats listed in paragraph 8.9.
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13.7 13.7 Various types of exercises, which may include participation of company security officers, port facility
security officers, relevant authorities of Contracting Governments as well as ship security officers, if available,
should be carried out at least once each calendar year with no more than 18 months between the exercises.
These exercises should test communications, coordination, resource availability, and response. These exercises
may be:

.1 full-scale or live;

.2 tabletop simulation or seminar; or

.3 combined with other exercises held, such as search and rescue or emergency response exercises.

13.8 Company participation in an exercise with another Contracting Government should be recognised by the Admin-
istration.

14. PORT FACILITY SECURITY

Relevant guidance is provided under sections 15, 16 and 18.

15. PORT FACILITY SECURITY ASSESSMENT

General

15.1 The port facility security assessment (PFSA) may be conducted by a recognised security organisation (RSO).
However, approval of a completed PFSA should only be given by the relevant Contracting Government.

15.2 If a Contracting Government uses a RSO to review or verify compliance of the PFSA, the RSO should not be
associated with any other RSO that prepared or assisted in the preparation of that assessment.

15.3 A PFSA should address the following elements within a port facility:

.1 physical security;

.2 structural integrity;

.3 personnel protection systems;

.4 procedural policies;

.5 radio and telecommunication systems, including computer systems and networks;

.6 relevant transportation infrastructure;

.7 utilities; and

.8 other areas that may, if damaged or used for illicit observation, pose a risk to persons, property, or operations
within the port facility.

15.4 Those involved in a PFSA should be able to draw upon expert assistance in relation to:

.1 knowledge of current security threats and patterns;

.2 recognition and detection of weapons, dangerous substances and devices;

.3 recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of persons who are
likely to threaten security;

.4 techniques used to circumvent security measures;

.5 methods used to cause a security incident;

.6 effects of explosives on structures and port facility services;

.7 port facility security;

.8 port business practices;

.9 contingency planning, emergency preparedness and response;

.10 physical security measures, e.g. fences;
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.11 radio and telecommunications systems, including computer systems and networks;

.12 transport and civil engineering; and

.13 ship and port operations.

Identification and evaluation of important assets and infrastructure it is important to protect

15.5 The identification and evaluation of important assets and infrastructure is a process through which the relative
importance of structures and installations to the functioning of the port facility can be established. This identifica-
tion and evaluation process is important because it provides a basis for focusing mitigation strategies on those
assets and structures which it is more important to protect from a security incident. This process should take
into account potential loss of life, the economic significance of the port, symbolic value, and the presence of
Government installations.

15.6 Identification and evaluation of assets and infrastructure should be used to prioritise their relative importance for
protection. The primary concern should be avoidance of death or injury. It is also important to consider whether
the port facility, structure or installation can continue to function without the asset, and the extent to which
rapid re-establishment of normal functioning is possible.

15.7 Assets and infrastructure that should be considered important to protect may include:

.1 accesses, entrances, approaches, and anchorages, manoeuvring and berthing areas;

.2 cargo facilities, terminals, storage areas, and cargo handling equipment;

.3 systems such as electrical distribution systems, radio and telecommunication systems and computer systems
and networks;

.4 port vessel traffic management systems and aids to navigation;

.5 power plants, cargo transfer piping, and water supplies;

.6 bridges, railways, roads;

.7 port service vessels, including pilot boats, tugs, lighters, etc.;

.8 security and surveillance equipment and systems; and

.9 the waters adjacent to the port facility.

15.8 The clear identification of assets and infrastructure is essential to the evaluation of the port facility's security
requirements, the prioritisation of protective measures, and decisions concerning the allocation of resources to
better protect the port facility. The process may involve consultation with the relevant authorities relating to
structures adjacent to the port facility which could cause damage within the facility or be used for the purpose of
causing damage to the facility or for illicit observation of the facility or for diverting attention.

Identification of the possible threats to the assets and infrastructure and the likelihood of their occur-
rence, in order to establish and prioritise security measures

15.9 Possible acts that could threaten the security of assets and infrastructure, and the methods of carrying out those
acts, should be identified to evaluate the vulnerability of a given asset or location to a security incident, and to
establish and prioritise security requirements to enable planning and resource allocations. Identification and
evaluation of each potential act and its method should be based on various factors, including threat assessments
by Government agencies. By identifying and assessing threats, those conducting the assessment do not have to
rely on worst-case scenarios to guide planning and resource allocations.

15.10 The PFSA should include an assessment undertaken in consultation with the relevant national security organisa-
tions to determine:

.1 any particular aspects of the port facility, including the vessel traffic using the facility, which make it likely to
be the target of an attack;

.2 the likely consequences in terms of loss of life, damage to property and economic disruption, including
disruption to transport systems, of an attack on, or at, the port facility;
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.3 the capability and intent of those likely to mount such an attack; and

.4 the possible type, or types, of attack,

producing an overall assessment of the level of risk against which security measures have to be developed.

15.11 The PFSA should consider all possible threats, which may include the following types of security incidents:

.1 damage to, or destruction of, the port facility or of the ship, e.g. by explosive devices, arson, sabotage or vand-
alism;

.2 hijacking or seizure of the ship or of persons on board;

.3 tampering with cargo, essential ship equipment or systems or ship's stores;

.4 unauthorised access or use, including presence of stowaways;

.5 smuggling weapons or equipment, including weapons of mass destruction;

.6 use of the ship to carry those intending to cause a security incident and their equipment;

.7 use of the ship itself as a weapon or as a means to cause damage or destruction;

.8 blockage of port entrances, locks, approaches, etc.; and

.9 nuclear, biological and chemical attack.

15.12 The process should involve consultation with the relevant authorities relating to structures adjacent to the port
facility which could cause damage within the facility or be used for the purpose of causing damage to the facility
or for illicit observation of the facility or for diverting attention.

Identification, selection, and prioritisation of countermeasures and procedural changes and their level of
effectiveness in reducing vulnerability

15.13 The identification and prioritisation of countermeasures is designed to ensure that the most effective security
measures are employed to reduce the vulnerability of a port facility or ship/port interface to the possible threats.

15.14 Security measures should be selected on the basis of factors such as whether they reduce the probability of an
attack and should be evaluated using information that includes:

.1 security surveys, inspections and audits;

.2 consultation with port facility owners and operators, and owners/operators of adjacent structures if appro-
priate;

.3 historical information on security incidents; and

.4 operations within the port facility.

Identification of vulnerabilities

15.15 Identification of vulnerabilities in physical structures, personnel protection systems, processes, or other areas that
may lead to a security incident can be used to establish options to eliminate or mitigate those vulnerabilities. For
example, an analysis might reveal vulnerabilities in a port facility's security systems or unprotected infrastructure
such as water supplies, bridges, etc. that could be resolved through physical measures, e.g. permanent barriers,
alarms, surveillance equipment, etc.

15.16 Identification of vulnerabilities should include consideration of:

.1 water-side and shore-side access to the port facility and ships berthing at the facility;

.2 structural integrity of the piers, facilities, and associated structures;

.3 existing security measures and procedures, including identification systems;
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.4 existing security measures and procedures relating to port services and utilities;

.5 measures to protect radio and telecommunication equipment, port services and utilities, including computer
systems and networks;

.6 adjacent areas that may be exploited during, or for, an attack;

.7 existing agreements with private security companies providing water-side/shore-side security services;

.8 any conflicting policies between safety and security measures and procedures;

.9 any conflicting port facility and security duty assignments;

.10 any enforcement and personnel constraints;

.11 any deficiencies identified during training and drills; and

.12 any deficiencies identified during daily operation, following incidents or alerts, the report of security
concerns, the exercise of control measures, audits, etc.

16. PORT FACILITY SECURITY PLAN

General

16.1 Preparation of the port facility security plan (PFSP) is the responsibility of the port facility security officer (PFSO).
While the PFSO need not necessarily personally undertake all the duties associated with the post, the ultimate
responsibility for ensuring that they are properly performed remains with the individual PFSO.

16.2 The content of each individual PFSP should vary depending on the particular circumstances of the port facility,
or facilities, it covers. The port facility security assessment (PFSA) will have identified the particular features of
the port facility, and of the potential security risks, that have led to the need to appoint a PFSO and to prepare a
PFSP. The preparation of the PFSP will require these features, and other local or national security considerations,
to be addressed in the PFSP and for appropriate security measures to be established so as to minimise the likeli-
hood of a breach of security and the consequences of potential risks. Contracting Governments may prepare
advice on the preparation and content of a PFSP.

16.3 All PFSPs should:

.1 detail the security organisation of the port facility;

.2 detail the organisation's links with other relevant authorities and the necessary communication systems to
allow the effective continuous operation of the organisation and its links with others, including ships in port;

.3 detail the basic security level 1 measures, both operational and physical, that will be in place;

.4 detail the additional security measures that will allow the port facility to progress without delay to security
level 2 and, when necessary, to security level 3;

.5 provide for regular review, or audit, of the PFSP and for its amendment in response to experience or changing
circumstances; and

.6 detail reporting procedures to the appropriate Contracting Government's contact points.
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16.4 Preparation of an effective PFSP will rest on a thorough assessment of all issues that relate to the security of the
port facility, including, in particular, a thorough appreciation of the physical and operational characteristics of
the individual port facility.

16.5 Contracting Governments should approve the PFSPs of the port facilities under their jurisdiction. Contracting
Governments should develop procedures to assess the continuing effectiveness of each PFSP and may require
amendment of the PFSP prior to its initial approval or subsequent to its approval. The PFSP should make provi-
sion for the retention of records of security incidents and threats, reviews, audits, training, drills and exercises as
evidence of compliance with those requirements.

16.6 The security measures included in the PFSP should be in place within a reasonable period of the PFSP's approval
and the PFSP should establish when each measure will be in place. If there is likely to be any delay in their provi-
sion, this should be discussed with the Contracting Government responsible for approval of the PFSP and satisfac-
tory alternative temporary security measures that provide an equivalent level of security should be agreed to
cover any interim period.

16.7 The use of firearms on or near ships and in port facilities may pose particular and significant safety risks, in par-
ticular in connection with certain dangerous or hazardous substances, and should be considered very carefully. In
the event that a Contracting Government decides that it is necessary to use armed personnel in these areas, that
Contracting Government should ensure that these personnel are duly authorised and trained in the use of their
weapons and that they are aware of the specific risks to safety that are present in these areas. If a Contracting
Government authorises the use of firearms they should issue specific safety guidelines on their use. The PFSP
should contain specific guidance on this matter, in particular with regard its application to ships carrying
dangerous goods or hazardous substances.

Organisation and performance of port facility security duties

16.8 In addition to the guidance given under paragraph 16.3, the PFSP should establish the following, which relate to
all security levels:

.1 the role and structure of the port facility security organisation;

.2 the duties, responsibilities and training requirements of all port facility personnel with a security role and the
performance measures needed to allow their individual effectiveness to be assessed;

.3 the port facility security organisation's links with other national or local authorities with security responsibil-
ities;

.4 the communication systems provided to allow effective and continuous communication between port facility
security personnel, ships in port and, when appropriate, with national or local authorities with security
responsibilities;

.5 the procedures or safeguards necessary to allow such continuous communications to be maintained at all
times;

.6 the procedures and practices to protect security-sensitive information held in paper or electronic format;

.7 the procedures to assess the continuing effectiveness of security measures, procedures and equipment,
including identification of, and response to, equipment failure or malfunction;

.8 the procedures to allow the submission, and assessment, of reports relating to possible breaches of security
or security concerns;

.9 procedures relating to cargo handling;

.10 procedures covering the delivery of ship's stores;
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.11 the procedures to maintain, and update, records of dangerous goods and hazardous substances and their
location within the port facility;

.12 the means of alerting and obtaining the services of waterside patrols and specialist search teams, including
bomb searches and underwater searches;

.13 the procedures for assisting ship security officers in confirming the identity of those seeking to board the
ship when requested; and

.14 the procedures for facilitating shore leave for ship's personnel or personnel changes, as well as access of visi-
tors to the ship, including representatives of seafarers' welfare and labour organisations.

16.9 The remainder of section 16 addresses specifically the security measures that could be taken at each security level
covering:

.1 access to the port facility;

.2 restricted areas within the port facility;

.3 handling of cargo;

.4 delivery of ship's stores;

.5 handling unaccompanied baggage; and

.6 monitoring the security of the port facility.

Access to the port facility

16.10 The PFSP should establish the security measures covering all means of access to the port facility identified in the
PFSA.

16.11 For each of these the PFSP should identify the appropriate locations where access restrictions or prohibitions
should be applied for each of the security levels. For each security level the PFSP should specify the type of
restriction or prohibition to be applied and the means of enforcing them.

16.12 The PFSP should establish for each security level the means of identification required to allow access to the port
facility and for individuals to remain within the port facility without challenge. This may involve developing an
appropriate identification system, allowing for permanent and temporary identifications, for port facility
personnel and for visitors respectively. Any port facility identification system should, when it is practicable to do
so, be coordinated with that applying to ships that regularly use the port facility. Passengers should be able to
prove their identity by boarding passes, tickets, etc., but should not be permitted access to restricted areas unless
supervised. The PFSP should establish provisions to ensure that the identification systems are regularly updated,
and that abuse of procedures should be subject to disciplinary action.

16.13 Those unwilling or unable to establish their identity and/or to confirm the purpose of their visit when requested
to do so should be denied access to the port facility and their attempt to obtain access should be reported to the
PFSO and to the national or local authorities with security responsibilities.

16.14 The PFSP should identify the locations where persons, personal effects, and vehicle searches are to be undertaken.
Such locations should be covered to facilitate continuous operation, regardless of prevailing weather conditions,
in accordance with the frequency laid down in the PFSP. Once subjected to search, persons, personal effects and
vehicles should proceed directly to the restricted holding, embarkation or car loading areas.

16.15 The PFSP should establish separate locations for checked and unchecked persons and their effects and if possible
separate areas for embarking/disembarking passengers, ship's personnel and their effects to ensure that unchecked
persons are not able to come in contact with checked persons.

16.16 The PFSP should establish the frequency of application of any access controls, particularly if they are to be
applied on a random, or occasional, basis.
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Secur i ty le ve l 1

16.17 At security level 1, the PFSP should establish the control points where the following security measures may be
applied:

.1 restricted areas, which should be bounded by fencing or other barriers to a standard which should be
approved by the Contracting Government;

.2 checking identity of all persons seeking entry to the port facility in connection with a ship, including passen-
gers, ship's personnel and visitors, and confirming their reasons for doing so by checking, for example,
joining instructions, passenger tickets, boarding passes, work orders, etc.;

.3 checking vehicles used by those seeking entry to the port facility in connection with a ship;

.4 verification of the identity of port facility personnel and those employed within the port facility and their vehi-
cles;

.5 restricting access to exclude those not employed by the port facility or working within it, if they are unable to
establish their identity;

.6 undertaking searches of persons, personal effects, vehicles and their contents; and

.7 identification of any access points not in regular use, which should be permanently closed and locked.

16.18 At security level 1, all those seeking access to the port facility should be liable to search. The frequency of such
searches, including random searches, should be specified in the approved PFSP and should be specifically
approved by the Contracting Government. Unless there are clear security grounds for doing so, members of the
ship's personnel should not be required to search their colleagues or their personal effects. Any such search shall
be undertaken in a manner which fully takes into account the human rights of the individual and preserves their
basic human dignity.

Secur i ty le ve l 2

16.19 At security level 2, the PFSP should establish the additional security measures to be applied, which may include:

.1 assigning additional personnel to guard access points and patrol perimeter barriers;

.2 limiting the number of access points to the port facility, and identifying those to be closed and the means of
adequately securing them;

.3 providing for means of impeding movement through the remaining access points, e.g. security barriers;

.4 increasing the frequency of searches of persons, personal effects, and vehicles;

.5 denying access to visitors who are unable to provide a verifiable justification for seeking access to the port
facility; and

.6 using patrol vessels to enhance water-side security.

Secur i ty le ve l 3

16.20 At security level 3, the port facility should comply with instructions issued by those responding to the security
incident or threat thereof. The PFSP should detail the security measures which could be taken by the port facility,
in close cooperation with those responding and the ships at the port facility, which may include:

.1 suspension of access to all, or part, of the port facility;

.2 granting access only to those responding to the security incident or threat thereof;

.3 suspension of pedestrian or vehicular movement within all, or part, of the port facility;

.4 increased security patrols within the port facility, if appropriate;

.5 suspension of port operations within all, or part, of the port facility;

.6 direction of vessel movements relating to all, or part, of the port facility; and

.7 evacuation of all, or part, of the port facility.
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Restricted areas within the port facility

16.21 The PFSP should identify the restricted areas to be established within the port facility and specify their extent,
times of application, the security measures to be taken to control access to them and those to be taken to control
activities within them. This should also include, in appropriate circumstances, measures to ensure that temporary
restricted areas are security swept both before and after that area is established. The purpose of restricted areas is
to:

.1 protect passengers, ship's personnel, port facility personnel and visitors, including those visiting in connection
with a ship;

.2 protect the port facility;

.3 protect ships using, and serving, the port facility;

.4 protect security-sensitive locations and areas within the port facility;

.5 protect security and surveillance equipment and systems; and

.6 protect cargo and ship's stores from tampering.

16.22 The PFSP should ensure that all restricted areas have clearly established security measures to control:

.1 access by individuals;

.2 the entry, parking, loading and unloading of vehicles;

.3 movement and storage of cargo and ship's stores; and

.4 unaccompanied baggage or personal effects.

16.23 The PFSP should provide that all restricted areas should be clearly marked, indicating that access to the area is
restricted and that unauthorised presence within the area constitutes a breach of security.

16.24 When automatic intrusion-detection devices are installed they should alert a control centre which can respond to
the triggering of an alarm.

16.25 Restricted areas may include:

.1 shore- and water-side areas immediately adjacent to the ship;

.2 embarkation and disembarkation areas, passenger and ship's personnel holding and processing areas, including
search points;

.3 areas where loading, unloading or storage of cargo and stores is undertaken;

.4 locations where security-sensitive information, including cargo documentation, is held;

.5 areas where dangerous goods and hazardous substances are held;

.6 vessel traffic management system control rooms, aids to navigation and port control buildings, including
security and surveillance control rooms;

.7 areas where security and surveillance equipment are stored or located;

.8 essential electrical, radio and telecommunication, water and other utility installations; and

.9 other locations in the port facility where access by vessels, vehicles and individuals should be restricted.

16.26 The security measures may extend, with the agreement of the relevant authorities, to restrictions on unauthorised
access to structures from which the port facility can be observed.
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Secur i ty le ve l 1

16.27 At security level 1, the PFSP should establish the security measures to be applied to restricted areas, which may
include:

.1 provision of permanent or temporary barriers to surround the restricted area, whose standard should be
accepted by the Contracting Government;

.2 provision of access points where access can be controlled by security guards when in operation and which
can be effectively locked or barred when not in use;

.3 providing passes which must be displayed to identify individual's entitlement to be within the restricted area;

.4 clearly marking vehicles allowed access to restricted areas;

.5 providing guards and patrols;

.6 providing automatic intrusion-detection devices, or surveillance equipment or systems to detect unauthorised
access into, or movement within, restricted areas; and

.7 control of the movement of vessels in the vicinity of ships using the port facility.

Secur i ty le ve l 2

16.28 At security level 2, the PFSP should establish the enhancement of the frequency and intensity of the monitoring
of, and control of access to, restricted areas. The PFSP should establish the additional security measures, which
may include:

.1 enhancing the effectiveness of the barriers or fencing surrounding restricted areas, including the use of patrols
or automatic intrusion-detection devices;

.2 reducing the number of access points to restricted areas and enhancing the controls applied at the remaining
accesses;

.3 restrictions on parking adjacent to berthed ships;

.4 further restricting access to the restricted areas and movements and storage within them;

.5 use of continuously monitored and recording surveillance equipment;

.6 enhancing the number and frequency of patrols, including water-side patrols, undertaken on the boundaries
of the restricted areas and within the areas;

.7 establishing and restricting access to areas adjacent to the restricted areas; and

.8 enforcing restrictions on access by unauthorised craft to the waters adjacent to ships using the port facility.

Secur i ty le ve l 3

16.29 At security level 3, the port facility should comply with the instructions issued by those responding to the
security incident or threat thereof. The PFSP should detail the security measures which could be taken by the
port facility in close cooperation with those responding and the ships at the port facility, which may include:

.1 setting up of additional restricted areas within the port facility in proximity to the security incident, or the
believed location of the security threat, to which access is denied; and

.2 preparing for the searching of restricted areas as part of a search of all, or part, of the port facility.

Handling of cargo

16.30 The security measures relating to cargo handling should:

.1 prevent tampering; and

.2 prevent cargo that is not meant for carriage from being accepted and stored within the port facility.
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16.31 The security measures should include inventory control procedures at access points to the port facility. Once
within the port facility, cargo should be capable of being identified as having been checked and accepted for
loading onto a ship or for temporary storage in a restricted area while awaiting loading. It may be appropriate to
restrict the entry of cargo to the port facility that does not have a confirmed date for loading.

Secur i ty le ve l 1

16.32 At security level 1, the PFSP should establish the security measures to be applied during cargo handling, which
may include:

.1 routine checking of cargo, cargo transport units and cargo storage areas within the port facility prior to, and
during, cargo handling operations;

.2 checks to ensure that cargo entering the port facility matches the delivery note or equivalent cargo documen-
tation;

.3 searches of vehicles; and

.4 checking of seals and other methods used to prevent tampering upon entering the port facility and upon
storage within the port facility.

16.33 Checking of cargo may be accomplished by some or all of the following means:

.1 visual and physical examination; and

.2 using scanning/detection equipment, mechanical devices, or dogs.

16.34 When there are regular or repeated cargo movements, the CSO or the SSO may, in consultation with the port
facility, agree arrangements with shippers or others responsible for such cargo covering off-site checking, sealing,
scheduling, supporting documentation, etc. Such arrangements should be communicated to and agreed with the
PFSO concerned.

Secur i ty le ve l 2

16.35 At security level 2, the PFSP should establish the additional security measures to be applied during cargo handling
to enhance control, which may include:

.1 detailed checking of cargo, cargo transport units and cargo storage areas within the port facility;

.2 intensified checks, as appropriate, to ensure that only the documented cargo enters the port facility, is
temporarily stored there and is then loaded onto the ship;

.3 intensified searches of vehicles; and

.4 increased frequency and detail in checking of seals and other methods used to prevent tampering.

16.36 Detailed checking of cargo may be accomplished by some or all of the following means:

.1 increasing the frequency and detail of checking of cargo, cargo transport units and cargo storage areas within
the port facility (visual and physical examination);

.2 increasing the frequency of the use of scanning/detection equipment, mechanical devices, or dogs; and

.3 coordinating enhanced security measures with the shipper or other responsible party in addition to an estab-
lished agreement and procedures.

Secur i ty le ve l 3

16.37 At security level 3, the port facility should comply with the instructions issued by those responding to the
security incident or threat thereof. The PFSP should detail the security measures which could be taken by the
port facility in close cooperation with those responding and the ships at the port facility, which may include:

.1 restriction or suspension of cargo movements or operations within all, or part, of the port facility or specific
ships; and

.2 verifying the inventory of dangerous goods and hazardous substances held within the port facility and their
location.
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Delivery of ship's stores

16.38 The security measures relating to the delivery of ship's stores should:

.1 ensure checking of ship's stores and package integrity;

.2 prevent ship's stores from being accepted without inspection;

.3 prevent tampering;

.4 prevent ship's stores from being accepted unless ordered;

.5 ensure searching the delivery vehicle; and

.6 ensure escorting delivery vehicles within the port facility.

16.39 For ships regularly using the port facility it may be appropriate to establish procedures involving the ship, its
suppliers and the port facility covering notification and timing of deliveries and their documentation. There
should always be some way of confirming that stores presented for delivery are accompanied by evidence that
they have been ordered by the ship.

Secur i ty le ve l 1

16.40 At security level 1, the PFSP should establish the security measures to be applied to control the delivery of ship's
stores, which may include:

.1 checking of ship's stores;

.2 advance notification as to composition of load, driver details and vehicle registration; and

.3 searching the delivery vehicle.

16.41 Checking of ship's stores may be accomplished by some or all of the following means:

.1 visual and physical examination; and

.2 using scanning/detection equipment, mechanical devices or dogs.

Secur i ty le ve l 2

16.42 At security level 2, the PFSP should establish the additional security measures to be applied to enhance the
control of the delivery of ship's stores, which may include:

.1 detailed checking of ship's stores;

.2 detailed searches of the delivery vehicles;

.3 coordination with ship personnel to check the order against the delivery note prior to entry to the port
facility; and

.4 escorting the delivery vehicle within the port facility.

16.43 Detailed checking of ship's stores may be accomplished by some or all of the following means:

.1 increasing the frequency and detail of searches of delivery vehicles;

.2 increasing the use of scanning/detection equipment, mechanical devices, or dogs; and

.3 restricting, or prohibiting, entry of stores that will not leave the port facility within a specified period.

Secur i ty le ve l 3

16.44 At security level 3, the port facility should comply with the instructions issued by those responding to the
security incident or threat thereof. The PFSP should detail the security measures which could be taken by the
port facility, in close cooperation with those responding and the ships at the port facility, which may include
preparation for restriction, or suspension, of the delivery of ship's stores within all, or part, of the port facility.
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Handling unaccompanied baggage

16.45 The PFSP should establish the security measures to be applied to ensure that unaccompanied baggage (i.e. any
baggage, including personal effects, which is not with the passenger or member of ship's personnel at the point
of inspection or search) is identified and subjected to appropriate screening, including searching, before is
allowed in the port facility and, depending on the storage arrangements, before it is transferred between the port
facility and the ship. It is not envisaged that such baggage will be subjected to screening by both the port facility
and the ship, and in cases where both are suitably equipped, the responsibility for screening should rest with the
port facility. Close cooperation with the ship is essential and steps should be taken to ensure that unaccompanied
baggage is handled securely after screening.

Secur i ty le ve l 1

16.46 At security level 1, the PFSP should establish the security measures to be applied when handling unaccompanied
baggage to ensure that unaccompanied baggage is screened or searched up to and including 100 percent, which
may include use of x-ray screening.

Secur i ty le ve l 2

16.47 At security level 2, the PFSP should establish the additional security measures to be applied when handling unac-
companied baggage which should include 100 percent x-ray screening of all unaccompanied baggage.

Secur i ty le ve l 3

16.48 At security level 3, the port facility should comply with the instructions issued by those responding to the
security incident or threat thereof. The PFSP should detail the security measures which could be taken by the
port facility in close cooperation with those responding and the ships at the port facility, which may include:

.1 subjecting such baggage to more extensive screening, for example x-raying it from at least two different
angles;

.2 preparations for restriction or suspension of handling of unaccompanied baggage; and

.3 refusal to accept unaccompanied baggage into the port facility.

Monitoring the security of the port facility

16.49 The port facility security organisation should have the capability to monitor the port facility and its nearby
approaches, on land and water, at all times, including the night hours and periods of limited visibility, the
restricted areas within the port facility, the ships at the port facility and areas surrounding ships. Such monitoring
can include use of:

.1 lighting;

.2 security guards, including foot, vehicle and waterborne patrols; and

.3 automatic intrusion-detection devices and surveillance equipment.

16.50 When used, automatic intrusion-detection devices should activate an audible and/or visual alarm at a location
that is continuously attended or monitored.

16.51 The PFSP should establish the procedures and equipment needed at each security level and the means of ensuring
that monitoring equipment will be able to perform continually, including consideration of the possible effects of
weather or of power disruptions.

Secur i ty le ve l 1

16.52 At security level 1, the PFSP should establish the security measures to be applied, which may be a combination
of lighting, security guards or use of security and surveillance equipment to allow port facility security personnel
to:

.1 observe the general port facility area, including shore- and water-side accesses to it;

.2 observe access points, barriers and restricted areas; and

.3 allow port facility security personnel to monitor areas and movements adjacent to ships using the port facility,
including augmentation of lighting provided by the ship itself.
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Secur i ty le ve l 2

16.53 At security level 2, the PFSP should establish the additional security measures to be applied to enhance the moni-
toring and surveillance capability, which may include:

.1 increasing the coverage and intensity of lighting and surveillance equipment, including the provision of addi-
tional lighting and surveillance coverage;

.2 increasing the frequency of foot, vehicle or waterborne patrols; and

.3 assigning additional security personnel to monitor and patrol.

Secur i ty le ve l 3

16.54 At security level 3, the port facility should comply with the instructions issued by those responding to the
security incident or threat thereof. The PFSP should detail the security measures which could be taken by the
port facility in close cooperation with those responding and the ships at the port facility, which may include:

.1 switching on all lighting within, or illuminating the vicinity of, the port facility;

.2 switching on all surveillance equipment capable of recording activities within, or adjacent to, the port facility;
and

.3 maximising the length of time such surveillance equipment can continue to record.

Differing security levels

16.55 The PFSP should establish details of the procedures and security measures the port facility could adopt if the port
facility is at a lower security level than that applying to a ship.

Activities not covered by the Code

16.56 The PFSP should establish details of the procedures and security measures the port facility should apply when:

.1 it is interfacing with a ship which has been at a port of a State which is not a Contracting Government;

.2 it is interfacing with a ship to which this Code does not apply; and

.3 it is interfacing with fixed or floating platforms or mobile offshore drilling units on location.

Declarations of Security

16.57 The PFSP should establish the procedures to be followed when, on the instructions of the Contracting Govern-
ment, the PFSO requests a Declaration of Security (DoS) or when a DoS is requested by a ship.

Audit, review and amendment

16.58 The PFSP should establish how the PFSO intends to audit the continued effectiveness of the PFSP and the proce-
dure to be followed to review, update or amend the PFSP.

16.59 The PFSP should be reviewed at the discretion of the PFSO. In addition it should be reviewed:

.1 if the PFSA relating to the port facility is altered;

.2 if an independent audit of the PFSP or the Contracting Government's testing of the port facility security orga-
nisation identifies failings in the organisation or questions the continuing relevance of significant elements of
the approved PFSP;

.3 following security incidents or threats thereof involving the port facility; and

.4 following changes in ownership or operational control of the port facility.
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16.60 The PFSO can recommend appropriate amendments to the approved plan following any review of the plan.
Amendments to the PFSP relating to:

.1 proposed changes which could fundamentally alter the approach adopted to maintaining the security of the
port facility; and

.2 the removal, alteration or replacement of permanent barriers, security and surveillance equipment and
systems, etc., previously considered essential in maintaining the security of the port facility

should be submitted to the Contracting Government that approved the original PFSP for their consideration and
approval. Such approval can be given by, or on behalf of, the Contracting Government with, or without, amend-
ments to the proposed changes. On approval of the PFSP, the Contracting Government should indicate which
procedural or physical alterations have to be submitted to it for approval.

Approval of port facility security plans

16.61 PFSPs have to be approved by the relevant Contracting Government, which should establish appropriate proce-
dures to provide for:

.1 the submission of PFSPs to them;

.2 the consideration of PFSPs;

.3 the approval of PFSPs, with or without amendments;

.4 consideration of amendments submitted after approval; and

.5 procedures for inspecting or auditing the continuing relevance of the approved PFSP.

At all stages, steps should be taken to ensure that the contents of the PFSP remain confidential.

Statement of Compliance of a Port Facility

16.62 The Contracting Government within whose territory a port facility is located may issue an appropriate Statement
of Compliance of a Port Facility (SoCPF) indicating:

.1 the port facility;

.2 that the port facility complies with the provisions of chapter XI-2 and part A of the Code;

.3 the period of validity of the SoCPF, which should be specified by the Contracting Governments but should
not exceed five years; and

.4 the subsequent verification arrangements established by the Contracting Government and a confirmation
when these are carried out.

16.63 The Statement of Compliance of a Port Facility should be in the form set out in the appendix to this Part of the
Code. If the language used is not Spanish, French or English, the Contracting Government, if it considers it appro-
priate, may also include a translation into one of these languages.

17. PORT FACILITY SECURITY OFFICER

General

17.1 In those exceptional instances where the ship security officer has questions about the validity of identification
documents of those seeking to board the ship for official purposes, the port facility security officer should assist.

17.2 The port facility security officer should not be responsible for routine confirmation of the identity of those
seeking to board the ship.

In addition, other relevant guidance is provided under sections 15, 16 and 18.
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18. TRAINING, DRILLS AND EXERCISES ON PORT FACILITY SECURITY

Training

18.1 The port facility security officer should have knowledge and receive training, in some or all of the following, as
appropriate:

.1 security administration;

.2 relevant international conventions, codes and recommendations;

.3 relevant Government legislation and regulations;

.4 responsibilities and functions of other security organisations;

.5 methodology of port facility security assessment;

.6 methods of ship and port facility security surveys and inspections;

.7 ship and port operations and conditions;

.8 ship and port facility security measures;

.9 emergency preparedness and response and contingency planning;

.10 instruction techniques for security training and education, including security measures and procedures;

.11 handling sensitive security-related information and security-related communications;

.12 knowledge of current security threats and patterns;

.13 recognition and detection of weapons, dangerous substances and devices;

.14 recognition, on a non-discriminatory basis, of characteristics and behavioural patterns of persons who are
likely to threaten the security;

.15 techniques used to circumvent security measures;

.16 security equipment and systems, and their operational limitations;

.17 methods of conducting audits, inspection, control and monitoring;

.18 methods of physical searches and non-intrusive inspections;

.19 security drills and exercises, including drills and exercises with ships; and

.20 assessment of security drills and exercises.

18.2 Port facility personnel having specific security duties should have knowledge and receive training in some or all
of the following, as appropriate:

.1 knowledge of current security threats and patterns;

.2 recognition and detection of weapons, dangerous substances and devices;

.3 recognition of characteristics and behavioural patterns of persons who are likely to threaten security;

.4 techniques used to circumvent security measures;

.5 crowd management and control techniques;

.6 security-related communications;

.7 operations of security equipment and systems;

.8 testing, calibration and maintenance of security equipment and systems;

.9 inspection, control, and monitoring techniques; and

.10 methods of physical searches of persons, personal effects, baggage, cargo, and ship's stores.
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18.3 All other port facility personnel should have knowledge of and be familiar with relevant provisions of the port
facility security plan in some or all of the following, as appropriate:

.1 the meaning and the consequential requirements of the different security levels;

.2 recognition and detection of weapons, dangerous substances and devices;

.3 recognition of characteristics and behavioural patterns of persons who are likely to threaten the security; and

.4 techniques used to circumvent security measures.

Drills and exercises

18.4 The objective of drills and exercises is to ensure that port facility personnel are proficient in all assigned security
duties, at all security levels, and to identify any security-related deficiencies which need to be addressed.

18.5 To ensure the effective implementation of the provisions of the port facility security plan, drills should be
conducted at least every three months unless the specific circumstances dictate otherwise. These drills should test
individual elements of the plan such as those security threats listed in paragraph 15.11.

18.6 Various types of exercises, which may include participation of port facility security officers, in conjunction with
relevant authorities of Contracting Governments, company security officers, or ship security officers, if available,
should be carried out at least once each calendar year with no more than 18 months between the exercises.
Requests for the participation of company security officers or ship security officers in joint exercises should be
made, bearing in mind the security and work implications for the ship. These exercises should test communica-
tion, coordination, resource availability and response. These exercises may be:

.1 full-scale or live;

.2 tabletop simulation or seminar; or

.3 combined with other exercises held, such as emergency response or other port State authority exercises.

19. Verification and certification for ships

No additional guidance.
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Never be too sure 
about  security
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Ports are complex places, covering a wide area with many 
kilometres of quays and involving hundreds of companies 
and thousands of people. There are just as many points and 
times when security may be compromised, either through 
human error or through malicious intent.

We cannot afford not to be thoroughly prepared for such 
occasions. We can do this only by having detailed Security 
Plans and by exercising these plans in realistic settings. 
While theoretical knowledge is important, we have to prac-
tice the relevant skills so that we know they will work in an 
emergency.

It is therefore no coincidence that European Regulation 
725/2004 requires under ISPS Code Part B para. 18.5 and 
18.6 that drills and exercises should be held on a regular ba-
sis. Drills have to be conducted at least every three months, 
testing individual elements of the Security Plan. Exercises 
should be carried out at least once each calendar year. They 
test communication, coordination, resource availability and 
response of the several services involved in security. These 
exercises may be full-scale or live, tabletop simulations and 
seminars or combined with other exercises, such as emer-
gency response or other state authority exercises. 

This Regulation points the way for ports and port facilities 
to learn the necessary practical skills, to test the feasibility 
of their plans and to be ready for the moment that the plan 
actually has to be put into operation.
These security drills are extremely important because they 
enable us to gain live experience of the importance of net-
works between people collaborating across the boundaries 
between levels and organisations.

This manual is intended to give Security Officers of ports 
and port facilities a full package of drills and exercises, in 
all possible forms and for every imaginable purpose. It has 
grown out of the long years of experience gained by the 
Port of Antwerp security services. It first describes the legal 
framework and then sketches the theory of security and 
safety and how it is put into practice. This is followed by 
ready-made, practical scenarios, then another section de-
scribing available tools for easily setting up such scenarios, 
and finally a collection of background information.

This manual is a practical guide. Each port is different, and 
each situation demands its own particular approach. Only 
one thing is sure: the greatest threat to security is compla-
cency. Therefore, practice is essential.
Be safe, never be too sure!

The conclusions of this Handbook and the examples of drills 
and exercises provided therein are in no way binding for 
the European Commission or for the Commission inspectors 
during the Commission inspections. This Handbook gives 
only examples and suggestions for carrying out drills and 
exercises.

TERRORISM
“Terror” is Latin for fear. Terrorism is the use of extreme 
violence or threat of violence against civilians to create 
an atmosphere of fear, panic and uncertainty. It targets 
not specific victims but the general public. Terrorist acts 
can be viewed as planned campaigns of violence carried 
out against various types of group in order to achieve 
political or ideological objectives.

All forms of terrorism have five basic characteristics, ir-
respective of the type of organisation that carries them 
out:

1. Terrorist actions are planned and carried out with prior 
intent.

2. Terrorist actions are targeted against the general pub-
lic, rather than particular victims.

3. Terrorism does not make any distinction between its 
victims.

4. Terrorism goes beyond the bound of acceptable moral 
behaviour.

5. The aim of terrorism is to put pressure on the political 
system.

Terrorism has become a worldwide problem, although 
its root causes are frequently to be found in a particular 
local conflict.

Technological solutions (both hardware and software) 
can be used to detect and combat terrorism, but even 
these solutions are uselesswithout vigilant people.

THE MOST IMPORTANT AND EFFECTIVE 
MEASURE AGAINST TERRORISM 
IS TRAINED HUMAN ALERTNESS.

foreword
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Legal framework

Summary of the relevant articles 
from the EU Regulation and Directive that relate 

directly or indirectly to drills and exercises.
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REGULATION 725/2004 

The aim of the regulation is to protect ships and port facili-
ties against terrorist activities, by providing an international 
framework for collaboration between local and federal au-
thorities and the shipping industry, in which each participant 
has their own tasks and responsibilities. This framework is 
aimed at detecting threats to security and taking measures to 
prevent security incidents occurring, at the direct interface 
between quay and ship. The regulation requires security 
measures to be taken both for the port facilities and for 
ships, and for these measures to be practiced.
The main aim of this regulation is to introduce EU-wide 
measures to improve security from terrorism against interna-
tional trade, shipping and associated port facilities.

The ISPS code (reg. 725/2004) requires port facilities to con-
duct security drills at least once every quarter (i.e. four times 
per year). In practice these drills are fairly small-scale and 
should not have any impact on the commercial activity of 
the port facility. Their purpose is to test the separate parts of 
the Port Facility Security Plan (PFSP). 

In addition, at least one large-scale exercise should be car-
ried out at least once every year (with not more than 18 
months between two exercises). The aim should be to com-
bine several procedures from the plan within the exercise, 
and if possible, to involve local authorities who have a port 
security responsibility (the competent authority, the police, 
shipping police, fire department,...), the Company Security 
Officer (CSO) or the Ship Security Officer (SSO).

All the drills and exercises can be carried out live or may 
take the form of a computer simulation or seminar. It is also 
possible to combine the security drills or exercises with other 
exercises, for example the disaster plan.

Compulsory

A 1.3 Functional requirements
.7 requiring training, drills and exercises to ensure familiarity 
with Security Plans and procedures.

A 17.2  In addition to those specified elsewhere in this part 
of the Code, the duties and responsibilities of the Port Facility 
Security Officer shall include, but are not limited to:
.3  implementing and exercising the Port Facility Security Plan
.8  reporting to the relevant authorities and maintaining re-
cords of occurrences which threaten the security of the port 
facility

A 18.3  To ensure the effective implementation of the Port 
Facility Security Plan, drills shall be carried out at appropriate 
intervals, taking into account the types of operation of the port 
facility, port facility personnel changes, the type of ship the 
port facility is serving and other relevant circumstances, taking 
into account guidance given in part B of this Code.

A 18.4  The Port Facility Security Officer shall ensure the ef-
fective coordination and implementation of the Port Facility 
Security Plan by participating in exercises at appropriate inter-
vals, taking into account the guidance given in part B of this 
Code.

B 16.3  All PFSPs should (section B that has been made ob-
ligatory):
.6  detail reporting procedures to the appropriate Contracting 
Government’s contact points.

B 18.5  To ensure the effective implementation of the provi-
sions of the Port Facility Security Plan, drills should be con-
ducted at least every three months unless the specific circum-
stances dictate otherwise. These drills should test individual 
elements of the plan such as those security threats listed in 
paragraph 15.11.

B 18.6  Various types of exercises, which may include partici-
pation of Port Facility Security Officers, in conjunction with 
relevant authorities of Contracting Governments, Company 
Security Officers, or Ship Security Officers, if available, should 
be carried out at least once each calendar year with no more 
than 18 months between the exercises.  Requests for the 
participation of Company Security Officers or Ship Security 
Officers in joint exercises should be made, bearing in mind the 
security and work implications for the ship.  These exercises 
should test communication, coordination, resource availability 
and response. These exercises may be:

1. full-scale or live;
2. tabletop simulation or seminar; or
3. combined with other exercises held, such as emergency re-
sponse or other port State authority exercises.

Section B art. 15.11:

Types of security incidents:

1 damage to, or destruction of, the port facility or of the ship, 
e.g. by explosive devices, arson, sabotage or vandalism;
2 hijacking or seizure of the ship or of persons on board;
3 tampering with cargo, essential ship equipment or systems or 
ship’s stores;
4 unauthorised access or use, including presence of stowa-
ways;
5 smuggling weapons or equipment, including weapons of 
mass destruction;
6 use of the ship to carry those intending to cause a security 
incident and their equipment;
7 use of the ship itself as a weapon or as a means to cause 
damage or destruction;
8 blockage of port entrances, locks, approaches, etc.; and
9 nuclear, biological or chemical attack.
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DIRECTIVE 2005/65 

The regulation is supplemented by the European Direc-
tive. The objective of this Directive is to introduce EU-wide 
measures for raising port security in relation to the threat of 
security incidents.

Directive 2005/65 makes it obligatory for port authorities to 
carry out various types of exercises in order to test the Port 
Security Plan. These exercises must be held at least once per 
calendar year, with not more than 18 months between exer-
cises.

(7) Member States should approve Port Security Plans which 
incorporate the findings of the port security evaluation. The 
effectiveness of security measures also requires the clear divi-
sion of tasks between all parties involved as well as regular 
exercises. This clear division of tasks and the recording of 
exercise procedures in the format of the Port Security Plan is 
considered to contribute strongly to the effectiveness of both 
preventive and remedial port security measures.

Art. 7
Port Security Plan
7. Member States shall ensure that adequate exercises are per-
formed, taking into account the basic security training exercise 
requirements listed in Annex III.

Art. 17
Penalties
Member States shall ensure that effective, proportionate and 
dissuasive penalties are introduced for infringements of the 
national provisions adopted pursuant to this Directive.

Art. 14
Sanctions
Member States shall ensure that effective, proportionate and 
dissuasive sanctions for breaching the provisions of this Regu-
lation are introduced.

Recommendations

B 16.5 Contracting Governments should approve the PFSPs of 
the port facilities under their jurisdiction. Contracting Govern-
ments should develop procedures to assess the continuing ef-

fectiveness of each PFSP and may require amendment of the 
PFSP prior to its initial approval or subsequent to its approval. 
The PFSP should make provision for the retention of records of 
security incidents and threats, reviews, audits, training, drills 
and exercises as evidence of compliance with those require-
ments.

B 18.4 The objective of drills and exercises is to ensure that 
port facility personnel are proficient in all assigned security du-
ties, at all security levels, and to identify any security-related 
deficiencies which need to be addressed.

Annex II
Port Security Plan
On the basis of these general aspects, the Port Security Plan 
assigns tasks and specifies work schedules in the following 
areas: 
- training and exercise requirements

Annex III
Basic security training exercise requirements
Various types of training exercises which may involve partici-
pation of Port Facility Security Officers, in conjunction with the 
relevant authorities of Member States, Company Security Of-
ficers, or Ship Security Officers, if available, will be carried out 
at least once each calendar year with no more than 18 months 
elapsing between the training exercises.  Requests for the par-
ticipation of Company Security Officers or Ship Security Offic-
ers in joint training exercises will be made bearing in mind the 
security and work implications for the ship.  These exercises 
will test communication, coordination, resource availability 
and response. These exercises may be:
1. full-scale or live;
2. tabletop simulation or seminar; or
3. combined with other exercises held, such as emergency re-
sponse or other port State authority exercises.

NATIONAL 
LEGISLATION
Each country has its own specific legislation, 
with the necessary local restrictions. This 
national legislative framework must of course 
be taken into account when carrying out the 
security exercises.
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part 1

THEORY
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Theoretical structure 
makes practical exercises
In life-threatening situations we have to depend on experi-
ence, and that can only be acquired by practice. Situations 
in which normal routines are disturbed quickly lead to 
mistakes which can have disastrous consequences. Only 
by constant practice can we properly prepare ourselves for 
possible attacks and their aftermath. Regular practice is the 
key to greater security.

Exercises are the best way to keep our know-how and 
skills up to the proper level and even to improve them. 
However, an exercise is not a spontaneous occurrence; we 
have to prepare for it. It also demands expert knowledge 
in order for the necessary elements in the Security Plan to 
be included in the exercise, and to decide which steps have 
to be gone through. When carrying out an exercise great 
attention must be paid to collaboration and to sharing of 
information.

Security plans for ports and port facilities are drawn up in 
accordance with the EU Directive and Regulation. However, 
the measures laid down in the plan must never be allowed 
to become set in stone. Plans must be revised as foreseen in 
the Regulation and Directive. Exercising the procedures and 
measures laid out in the plan ensures their effectiveness 
both in a day-to-day routine as well as in a high-tension 
situation.

The Directive and Regulation also make it compulsory to 
organise exercises that test the Security Plan. However, 
they do not prescribe how the exercises should be carried 
out and evaluated, nor the way in which their quality can 
be improved. 
The why, how and what of maritime drills and exercises will 
be found in this manual.
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The core tasks of a Port Facility Security Plan (PFSP) and 
port security in general are to ensure preventive security 
against terrorism, and to be ready to respond appropriately 
if a terrorist act is actually committed.
For this purpose an international framework of intelligence 
sharing has been set up within the maritime sector, and a 
minimum of security measures laid down. All aspects of this 
framework must be tested at set times.
Only in this way can the security organisation be ready to 
respond. The precondition for this is that everyone must 
have the required knowledge and resources, together with 
all the essential, updated information. The best way of test-
ing and maintaining this is by means of exercises.
While carrying out exercises, the flow of information be-
tween the various parties (ship, port facility, local and na-
tional authorities) can be practised and evaluated.

general aspects of exercises:
plans, objectives and resources

THE BASICS

“Mistakes are 
an opportunity 
to learn and do 
better next time

1/BACKGROUND

Definitions

DRILL – A drill is a small, coordinated practice that tests 
at least one part of the Port Facility Security Plan (PFSP). 
A drill is used to test a procedure or a particular function. 
It serves to maintain a high level of preparedness.
Small drills concentrating on a single aspect of the plan 
are important in training specifically for that aspect.

EXERCISE – An exercise is an annual activity involving 
extensive training in which various aspects of the Port 
Facility Security Plan or Port Security Plan (PSP) are prac-
tised. Communication, coordination, availability, resources 
and reactions are all rehearsed and tested.
Large-scale exercises are important for training and test-
ing the coordination between the various components of 
the PFSP and/or PSP.WHY CARRY OUT 

EXERCISES?
• Exercises test security plans, policy  

and procedures, and enable them  
to be assessed.

• Exercises reveal weaknesses  
in your Security Plan.

• Exercises improve individual  
performance, and streamline  
communication and organisation.

• Exercises train personnel, and make  
tasks and responsibilities clear.

• Exercises are required by law.

• Exercises prepare us for reality. 

• Exercises heighten our sense of  
responsibility.

• Exercises teach us to accept  
responsibility.
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Aim and philosophy of exercises

The aims and methodology of an exercise are more impor-
tant than the scenario that it is meant to represent. This 
means an exercise is drawn up on the basis of the objectives 
laid down for it, not on the basis of the scenario. In other 
words, first the objectives, then the scenario. 

One way of formulating objectives is to hold a meeting of 
various people in positions of authority within your organi-
sation, in order to gather their opinions.  The objectives can 
help to determine the type of exercise and the scenario. 

Exercising people

The most important aspect of any exercise is to keep skills 
and know-how up to date, and to improve them. Particular 
operations have to be regularly repeated, so that people 
with security responsibilities acquire the necessary skills 
and keep them up to the proper level. Exercises can also 
be used to test out new work procedures and so to further 
expand skills.
People can be exercised in two ways: through an evaluation 
(i.e. by assessing the tasks carried out by them) or through 
training (i.e. teaching people new tasks and coaching them).

Practicing procedures

Practicing procedures enables weaknesses in the security 
system to be identified. It also tests whether the procedures 
are workable and effective at the three security levels.

Types of exercise objectives

In general terms we distinguish three types of objectives:

1.  Main objective 
 Example: testing the general communication and  

alarms within the facility

2.  Specific objectives
 Example: specific tests for security personnel or the  

Assistant PFSO

3.  Indirect objectives
 Example: enabling participants to gain knowledge,  

experience and self-confidence

LEVELS OF 
SECURITY3

Security level 1
The level at which the ship, port facility 
and/or port normally operates.

Security level 2
The level that applies whenever there is a height-
ened risk, or when a security incident occurs.

Security level 3
The level that applies during the period in which 
there is a probable or imminent risk of a security 
incident.

The characteristics of an exercise 

The objectives must be SMART: Specific, Measurable, 
Acceptable, Realistic and Time-bound. 

Specific: the objective must be clear and unambiguous.
Measurable: there must be a clear definition of what has to 
be achieved or done, and whether it has been done in the 
proper way, so that the success or failure can be measured. 
However, this can be difficult for some exercises.
Acceptable: the objectives must be acceptable to everyone.
Realistic: the objectives must be attainable.
Time-bound: it must be possible to attain the objective by 
the end of the exercise. However, there should be a certain 
amount of flexibility in the schedule, in order to deal with 
unexpected situations.

How to draw up the objectives

1. Define key objectives
2. Examine which objectives can be attained
3. Select only objectives that are mutually compatible
4. Set objectives that are realistic for your organisation
5. Don’t be too ambitious
6. Spread the objectives over a reasonably long schedule
7. Allow for weaknesses that have been found in the past

The objectives described in the scenarios in this manual 
can always be adapted by the person leading the exercise 
(Port Facility Security Officer or Port Security Officer).

The advantages of an exercise

Simulating a threat enables people to gain experience in 
dealing with unfamiliar situations. This can reveal aspects of 
an organisation’s operations that could be improved. These 
can then be specifically practiced. 
Exercises also form a reality check for the system: they 
make it easier to identify weak points in the organisation.

IT IS IMPOSSIBLE TO PRACTICE 
EVERYTHING IN ONE EXERCISE. 

THE OBJECTIVES MUST THEREFORE 
BE PROPERLY DEFINED BEFOREHAND.
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ESA – equivalent security arrangements

Port facilities with “equivalent security arrangements” are 
e.g. port facilities that receive calls by fewer than 10 seago-
ing ships per year, or seasonal facilities, as decided by the 
government that is party to the Treaty (“the Contracting 
Government”).
For such facilities it may be agreed that (for example) they 
only need to organise an exercise whenever there is a sea-
going ship in the port. If there has not been a port call by 
a seagoing ship for a full three months, this is noted on the 
exercise form at the end of the quarter.

Reg. 725/2004 Regulation 12 - 
Equivalent security arrangements.

When implementing this chapter and part A of the ISPS 
Code, a Contracting Government may allow a particular port 
facility or a group of port facilities located within its territory, 
other than those covered by an agreement concluded under 
regulation 11, to implement security measures equivalent to 
those prescribed in this chapter or in Part A of the ISPS Code, 
provided such security measures are at least as effective as 
those prescribed in this chapter or part A of the ISPS Code. 
The Contracting Government, which allows such security 
measures, shall communicate to the Organisation particulars 
thereof.

RESTRICTIONS

The same exercise should not be carried out twice in the 
same calendar year.
However, inspections by the EU or by competent authori-
ties are not counted as exercises.
Similarly, revising and modifying the Port Facility Security 
Plan is a separate task of the Port Facility Security Officer 
and so is not an exercise.
Port facilities in the same group located at different sites 
have to carry out separate exercises for each site.

BEWARE OF 
PRACTICING THE 
WRONG WAY!
In some exercises, a change in the order of steps or 
missing out one or more steps can result in incorrect 
patterns of behaviour being learned.
This may happen e.g. with an exercise such as an 
evacuation for which people are not prepared and 
which is incorrectly carried out: people train the 
wrong behaviour or attitude.
IT IS MORE DIFFICULT TO GET RID OF BAD 
HABITS OR TO CORRECT FAULTY PROCEDURES 
THAN IT IS TO LEARN A NEW PROCEDURE. 
So, get it right the first time!

Experience with exercises 
in the port of Antwerp 

Most port companies do not have a culture of se-
curity and exercises, unlike petrochemical (Seveso) 
companies or ships. Until recently they were fre-
quently vague about how to set up an exercise. 
They were also worried about the negative impact 
that exercises might have on their commercial ac-
tivities. A survey by the responsible departments 
of Antwerp Port Authority also revealed that while 
the facilities in fact did carry out exercises they did 
not report them.

Nevertheless, exercise reporting is compulsory in 
Belgium. The local committee on maritime security 
has set the objective of 100% of exercises being 
reported. So far the task of encouraging port facili-
ties to comply with this reporting obligation has 
always been done through consultation, without 
threats and without penalties having to be im-
posed. 

The following resources and methods have been 
used by the local committee:
• Provided general info to the PFSOs with tips 

about the quarterly exercises.
• Keeping the agenda and reminding PFSOs by 

mail or telephone.
• The topic “drills & exercises” is an integral part 

of an inspection.
• The local committee has drawn up a syllabus 

describing the possible exercises for each part of 
the security plan.

• Drills & exercises are a frequent subject during 
meetings of local working groups (such as: port 
security think tank).

• Drills & exercises are a fixed subject during the 
annual information session for PFSOs.

• Facilities having difficulty in fulfilling their obli-
gation were targetted and actively assisted.

• The local committee participates actively in the 
preparation and the execution of the drills and 
exercises whenever asked by the facility.

After receipt of the reports,  the quality of the 
exercise is examined and graded as one of the 
following:
• Positive
• With recommendations
• Not acceptable or not relevant to the ISPS
The description of the exercises and their evalua-
tion give a rough indication of the degree to which 
the principles used can be carried out in practice.
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“Practice 
creates 
routine 
through 
repetition

2/BEFORE THE EXERCISE

Be real
You have to make the exercise as realistic as possible. It has 
to be an exercise, not a “demonstration.” The people taking 
part should therefore keep to what would actually be avail-
able when it comes to resources and manpower.

There is a great temptation – especially for large-scale ex-
ercises with outside attention focused on them – to double 
the manning levels and to order extra equipment before-
hand or transfer it from other locations.
If you give in to this temptation you will miss the point 
of the exercise. The intention is not for everything to go 
perfectly. If you don’t make any mistakes, you won’t learn 
anything!

Exercise schedule

Draw up a schedule of exercises. That way you’ll avoid 
forgetting an exercise or letting it slip by. A quarter passes 
quickly, and work schedules are soon full! 
An exercise schedule enables everyone to make themselves 
available at the right time.

The quarters are defined as follows:
• Quarter 1: January – March
• Quarter 2: April – June
• Quarter 3: July – September
• Quarter 4: October – December

Time line

Each exercise has a time line specifying the planned events 
and where and when the necessary equipment has to be 
available. 
It is possible to draw up a dual time line: one real and one 
fictitious. This makes it possible for e.g. a scenario that 
would unfold over three days in real time to be completed 
in one day. 

You have to be fairly flexible in following the time line, in 
order to deal with unexpected situations. For example, you 
may call “time out” in order to correct a wrong situation or 
fill a shortage that is found in the course of the exercise. In 
this way you can avoid having to wait for the next exercise 
in order to deal with the situation.

It must be clear to everyone when the exercise begins and 
ends.
Make clear agreements with the participants about the start 
and end of the exercise.

Graphic and other resources 

Make sure the participants are kept constantly up to date 
throughout the course of the exercise. Keep them con-
stantly informed, and use a clear text for the description of 
the scenario.

Make the exercise interesting for all participants. There are 
various ways of involving everyone in your security or-
ganisation and putting them to work. Give them exercising 
materials that encourage them to keep practicing.

This can be done using:
• PowerPoint presentations to describe the scenario
• Photographs to help them visualise the situation
• Flash cards with additional events to feed into the exer-

cise
• Maps showing the evacuation routes and areas (specify-

ing the way in/way out, or setting the perimeters).  
Use www.googlemaps.com, www.msn.com (maps)

• Media simulations. For example, set up a blog with video 
messages, or a twitter feed. This enables you to judge 
reactions within the organisation. 

 Use www.yammer.com to create a simulation.

GIVE PARTICIPANTS 
THE TIME TO PRACTICE

ADDITIONAL TIPS

!You can exercise for a new system while the old 
one is still operational. In this way there does 
not have to be a gap in the exercises or in pro-
duction.

!You can deliberately give different information 
to two departments, in order to see how long it 
takes them to notice the differences.

!Start with small-scale exercises and progress to 
larger ones as experience is gained.
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Communication and discretion

Communication is a crucial part of any security organisation 
or plan, and so is also essential to any exercise.
Who communicates with whom, about what, and how? Par-
ticular attention must be paid to this in exercises, with clear 
agreements being made beforehand.

The exercise director determines who has to be notified 
about the planned exercise. Information about the scenario 
is on a strict “need to know” basis. Players should not have 
any advance knowledge of the scenario.

However with major exercises, if notifying or calling the 
emergency services forms part of the scenario, it is neces-
sary to communicate the exact date and time to the coordi-
nator of the emergency centre that takes emergency calls.

Precautionary measures

Neighbouring companies and people living in the vicinity 
must be informed if it is a large-scale exercise that may 
have an external impact. The appropriate communication 
channels should be used for this. Bystanders on the site 
should be informed immediately and if necessary asked to 
leave.

Safety regulations

It is essential for all announcements to mention that it is an 
exercise, so as to avoid any misunderstanding.
It is a good idea to have the contact details of the exercise 
director, organisers and participants to hand during the ex-
ercise, so that they can intervene whenever necessary.
Code words or abbreviations that have been agreed in 
advance can be used in communication, but keep to the 
known jargon.
If the situation becomes unsafe, then call off the exercise. 

CODE WORDS

STRIKE
One of the participants is no longer able to act 
further. For example, if someone feels unwell or 
is actually injured, then this is made known with 
the code word strike.

LOCK OUT
If the exercise director or one of the observ-
ers decides for safety reasons that a participant 
should no longer continue acting, this is made 
known with the code word lock-out.

NO PLAY NO PLAY NO PLAY
If one of the emergency services is no longer 
available, for example because it is called out for 
a real emergency, this is made known with the 
code word noplay-noplay-noplay.

Checklist

• Meeting room

• Phones

• Fax

• Computer with internet connection

• Printer

• Extension cable

• Digital maps or street directory

• Spare maps, documents and equipment

• Whiteboard & markers

• Paper

• Ball-point pens

• Notification lists

• Presence lists

• Plans & procedures  

(USB stick with recent update)

• Lighting

• Soft drinks, coffee or other catering
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The “Deming quality circle” developed by William Ed-
wards Deming describes four activities that must be 
applied successively when organising an exercise. This 
continuous, cyclic process also illustrates the constant 
striving for quality by an organisation.

• PLAN: draw up a plan and define the objectives of 
the exercise.

• DO: carry out the plan (exercise).

• CHECK: verify how the plan (the exercise) was car-
ried out, and assess the efforts and results on the 
basis of the pre-defined objectives.

• ACT: modify the procedures if the results are not sat-
isfactory and/or adopt the procedures that have led 
to good results. 

Organising and carrying out an exercise is part of a pro-
cess of continuous improvement.

Observations are recorded and conclusions are sub-
sequently drawn from them. In this way concrete 
improvements are made, so as to prevent the errors 
or omissions re-occurring in a subsequent exercise (or 
worse, a real incident).

A correction can be very simple, such as updating a tel-
ephone number. However, it can also be radical, such as 
revising a procedure that turns out to be unworkable in 
practice, so that the PFSP/PSP in turn has to be revised. 
This can also lead to modified exercises being organised, 
or new equipment being purchased.

HELP WITH SETTING UP AN EXERCISE

THE DEMING CIRCLE OR PDCA CYCLE

PLAN

CHECK

DOACT
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3/DURING THE EXERCISE

Organising and holding a major exercise

When organising a large-scale or tabletop exercise it is 
recommended to first draw up a scenario. This describes 
in practical terms how the exercise is organised and how it 
unfolds. It serves as a guide throughout the process of the 
exercise.

A scenario contains the following elements:

• The name of the organisation

• The name of the exercise

• Participants
When drawing up the basic scenario it is necessary to 
consider who the possible participants are. It is also 
possible to invite participants who at first sight are not 
involved but who can nevertheless contribute added 
value. The organisation is responsible for this.

• Objectives
It is impossible to practice everything in one exercise. 
It is therefore important to specify the aims of the ex-
ercise beforehand. These objectives are made known 
to everyone, so that all the participants are aware of 
them. The exercise marshals play an important role 
in achieving the objectives, and make adjustments to 
them where necessary. 

• The scenario
The various events are listed in the form of a time line. 
However, the time line has to be flexible, in order to al-
low for unforeseen circumstances. It is also possible to 
make a distinction between exercise time and real time. 
The simplest approach is to draw up a realistic scenario, 
but a tabletop approach affords the possibility to make 
the scenario wider and more complex. 

• Information about the exercise
 - Date
 - Place
 - Start time
 - End time
 - Debriefing: place and date

• Preparation and practical aspects
 - The exercise director
 - The participants
 - Observers (if any)
 - Find a suitable location
 - Make the exercise known
 - Necessary resources/equipment

• Remarks and questions

The exercise can then start, following the scenario. 
The progress of the exercise is as follows:

Start of the exercise:

The exercise starts with a clear description of the incident. 
An internal incident can be specified, but it is also possible 
to have an external incident in which the company is also 
involved (for example, a gas leak in a nearby pipeline).

Various examples of scenarios that can be developed in 
greater detail as a tabletop exercise can also be found 

Annual exercises 3,6, 7 and 10 are (partly) “table top” 
exercises. Other drills and exercises in this manual 
may be converted to a (partly) table top.

During the exercise, the participants may be provided with 
additional information in order to achieve the objectives 
which have been set out. Photographs, geographic plans or 
powerpoint presentations can be used to make the situation 
more realistic.
 

Achieving the objectives

If the objectives are reached, or if the exercise goes accord-
ing to plan, the exercise marshals bring it to an end.

Debriefing and evaluation

A debriefing is held immediately after the exercise, with 
evaluations being made by each participant. You want to 
find out: what is the situation? What are the dilemmas? 
What are the positive and negative points of the chosen 
approach? The results of the debriefing are included in the 
more detailed evaluation. 
If debriefing forms filled in by participants and/or par-
ticipants are used, then these should be combined into a 
summary in the period between the exercise and the evalu-
ation. This in turn is distilled into an action report that is 
presented at the subsequent evaluation meeting.
The points for action are further developed and put into 
practice.

Examples of points for evaluation:
• Was the incident correctly assessed?
• Were the correct resources used?
• Were all the necessary external services contacted?
• Were all the necessary internal services contacted?
• Were tasks properly divided?
• How was the collaboration?
• Did the participants contribute the correct information?
• What are the consequences of the decisions that were 

taken?
• Do you know your own job and the tasks of others?
• Was the stress kept under control?
• Are the decisions that were taken clear to everyone?
• Was sufficient information asked and obtained?
• Were the correct priorities set?
• Were the right security measures taken?
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“Evaluation 

is essential 
if you want 
to learn 
from an 
exercise

4/AFTER THE EXERCISE

Evaluation
An exercise is an opportunity to learn, and this must be 
encouraged. It should have a positive impact. An evaluation 
with positive reinforcement is a valuable instrument to this. 
Evaluation is not a witch-hunt for guilty persons. Criticism 
should be aimed at deeds and actions, never at people. 

EVALUATION IS A TOOL 
FOR  IMPROVEMENT, 
NOT A WITCH-HUNT

The evaluation is carried out after the exercise. If there are 
several evaluation forms, then a summary is drawn up to as 
to give an overall picture for each department or discipline. 
On the basis of the evaluation, a list is drawn up with posi-
tive points and points for improvement. On the basis of the 
latter, recommendations are made. 
This can be included in a summary table with points for 
improvement, current projects and projects to be planned. 
The final result is an action plan.

Assessing an annual exercise

If the exercise is a large one in which various parties are 
involved, a “Lessons learned” is drawn up not only for the 
participants but also for the exercise director/marshals. 
A large exercise demands more preparation than an inter-
mediate drill. The best way to go about it is in three steps:

1/ Dry run: before the exercise is carried out, each person 
gives his or her input, and the possible consequences are 
discussed.

2/ Hot wash up: immediately after the exercise the exer-
cise marshals can get together and discuss a couple of 
positive and a couple of negative points, as an initial 
debriefing.

3/ General debriefing: all the comments from the exercise 
marshals and participants are gathered together and dis-
cussed at a general debriefing three weeks or so after the 
exercise. 

THE KIRKPATRICK 
EVALUATION 
MODEL

In the Kirkpatrick model, evaluation is done 
in four steps.

LEVEL 1 – REACTION: 

the reactions of the participants immediately 
after the exercise.

LEVEL 2 – LEARNING: 

what have the participants learned from the 
exercise?

LEVEL 3 – BEHAVIOUR: 

do the participants adapt their behaviour to 
what has been learned from the exercise?

LEVEL 4 – RESULT: 

is there a difference noticeable in the work of 
the participants?

Documenting and reporting

We refer in this connection to Reg. 725/2004 Article 9 – 
Implementation and conformity checking.

- Member States shall carry out the administrative and control 
tasks required pursuant to the provisions of the special meas-
ures to enhance maritime security of the SOLAS Convention 
and of the ISPS Code. They shall ensure that all necessary 
means are allocated and effectively provided for the imple-
mentation of the provisions of this Regulation.

- Member States shall designate a focal point for maritime 
security by 1 July 2004

- Each Member State shall adopt a national programme for the 
implementation of this Regulation.

The Member States and inspectors from the European Com-
mission check the ISPS facilities for compliance with the 
Regulation.
Carrying out quarterly and annual exercises is obligatory in 
order to assure that the provisions of the Security Plan are 
actually implemented. For the inspection, the exercise must 
be documented in order to be able to show that it was car-
ried in conformity.

In Belgium, for instance, the national authority for maritime 
security has drawn up a procedure for ISPS facilities within 
its territory. This procedure includes a standard form which 
asks for a description of the exercise and the points for 
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action. It also lays down a procedure for the completed re-
ports to be sent to the chairman of the local committees for 
maritime security or the PSO. The form also allows for feed-
back concerning the exercise, so that the local authority can 
give recommendations to the port facility. 

In this way the national authority for maritime security 
assures checking of the conformity with the Regulation, at 
least as regards the “exercise” part, while the port facilities 
for their part assure that they meet their responsibilities in 
this regard.

For the purpose of reporting on exercises, the form contains 
at least the following elements:

 • Facility and PFSO
 • Date, time and location
 • Level of security
 • Quarterly or annual exercise
 • Description of the exercise
 • Participants
 • Evaluation and points for action
 • Feedback from the competent authority

The report should contain a brief summary, with the de-
tailed information on the exercise being attached. 
DON’T FORGET TO KEEP A LIST OF PARTICIPANTS. 
For example, checklists that have to be signed by people 
attending can be kept.

It is possible to work with a standard document for all port 
facilities (perhaps based on the recommendations of the 
competent authority) so that the whole port  follow a uni-
form procedure.

Based on the forms, the competent authority is able to keep 
an overall situation summary with a number of reports on 
exercises carried out by port facilities on its territory. This 
can help it to remind port facilities that have not yet sub-
mitted a report. 

Feasibility of procedures and measures

It is essential to ask the following questions: are the proce-
dures and measures feasible in practice? 
Are they effective?

It is up to the competent authorities to check that the Regu-
lation is applied. The facilities in turn are answerable to the 
competent authorities, submitting their reports to them. 
These reports describe:

• The content of the exercise that has been carried out = 
the obligatory exercises give an indication of the feasibil-
ity

• The regularity of the exercises carried out = compliance 
with the Regulation

The exercise reporting is both a quantitative and a qualita-
tive indicator.

Practicing at exercising

Exercises form part of an exercise policy. The next step in 
developing this exercise policy is to concentrate on improv-
ing the quality of the exercises. This implies systematically 
looking into formulating the exercise objectives, policy 
provisions, planning, organisation, involving members of 
personnel and process control (by means of evaluation and 
feedback), and how this all leads to achieving the set objec-
tive.

As objectives are achieved and new ones are made more 
and more demanding, the participating organisations will 
improve; they will become “learning organisations” that 
constantly strive for improvement, defining all the relevant 
information, experience and lessons learned. In this way 
new decisions can be taken on the basis of what has been 
learned from the past.

Improving yourself by means of quality control

The European Interreg IIIC AWARE project (completed in 
2007) has set up various project groups including the “Qual-
ity” workgroup. This workgroup drew up a questionnaire 
for use in carrying out audits of exercises and disasters. This 
very comprehensive questionnaire goes through the exer-
cise process step by step, looking successively at the prepa-
ration, attendance by participants, the start of the exercise, 
the decision-making, the information provided beforehand 
and the measures taken afterwards. 
The results of the questionnaire can be used to improve the 
quality of the exercise. 

The questionnaire is attached to this manual as a tool in 
part 3 entitled Audit Questionnaire. The list is adapted 
specifically for use in maritime port security exercises.
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types of exercise
TYPOLOGY 1

Various types of exercise can be distinguished, according to 
the participants, the objectives or the purpose.

A general distinction is between mono-disciplinary and 
multi-disciplinary exercises.

Mono-disciplinary exercises

In a mono-disciplinary exercise, a single discipline practices 
one or more parts of the tasks assigned to it.

+ 
Such exercises are attractive, since you can set the 
objectives yourself, you can make adjustments to the 
exercise, and it demands only short preparation.

-
 The weakness of such exercises is that they only cover 
your own discipline, and do not test communication 
between different departments or services.

Multi-disciplinary exercises

In a multi-disciplinary exercise, several disciplines practice 
one or more parts of the tasks assigned to them. The em-
phasis is on collaboration between them. The exercise can 
be both operational and managerial.

+ 
The strength of such exercises is that interaction is pro-
moted and measured, and that gaps in the security or 
emergency plans are discovered sooner.

- 
The weakness is that they demand more preparation 
and are more expensive.

Exercises can be further broken down according to the ac-
tivities that they are meant to practice.

Alarm exercises
Communication exercises 

In these exercises the notification and alarm procedures in 
the PFSP, PSP and emergency plans are tested and trained. 
The communication data and lines are tested, as are the 
availability and speed of reaction of key persons.
This exercise can be carried out at the level of a company or 
at the level that includes emergency services, with the col-
laboration of the latter. 
In an alarm exercise the actual equipment should also be 
tested, such as the sirens.

+ 
This exercise demands minimum personnel, time and 
cost. Communication is always a difficulty, both during 
real incidents and during exercises. It is therefore use-
ful to practice the communication lines regularly.

- 
This exercise covers only a limited (but not unimpor-
tant) part of the plan.

Virtual exercises
There are virtual reality simulation programmes available, 
as a support for training and exercises. A 3D application 
enables participants to practise in a realistic (yet safe) envi-
ronment. 
In virtual scenarios a threat is simulated by the computer in 
a realistic way. One or more participants use a joystick to 
navigate around the virtual world of a simulated threat or 
incident, and decide which actions to perform. 
The instructor determines the structure of the scenario, and 
can make changes to the threat or incident in order to take 
it in a different direction.
Thanks to modern technology such techniques are very 
realistic.

+ 
A virtual exercise is much more dynamic than a sand-
box exercise. It can be used to simulate places that are 
normally inaccessible. They also make it possible to 
train many people in a relatively short time. 

-
Virtual exercises are more suitable for operational lead-
ers, and are expensive.
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Exercises on the ground: CPX and FTX

An exercise on the ground offers a high degree of realism. 
The difference between a limited and a general exercise 
on the ground is the number of participants. This type of 
exercise tests the different objectives of all departments, 
disciplines and authorities.

On the basis of a predetermined scenario, the threat or inci-
dent is escalated to the point where the competent author-
ity takes over the coordination. At this point the authority’s 
crisis committee is activated.
An example of an exercise on the ground is a large-scale 
evacuation exercise, with all emergency services and the 
press also being involved.

Limited scale exercise 
CPX Command Post Exercise
Without involving personnel on the ground: 
management exercise

This is a fully simulated, interactive exercise that tests the 
ability of the organisation to react to a simulated event.
It focuses on the coordination of several functions or or-
ganisations.
This exercise strives for realism, and aims to assess the ac-
tual use of equipment and personnel.

+ 
The exercise is relatively simple to organise. 

- 
It is a limited exercise. Furthermore, because the people 
are frequently busy at other jobs it is sometimes dif-
ficult to convince them of the usefulness of holding a 
management exercise.

FULL SCALE EXERCISE
FTX or Field Training Exercise 
With deployment of people on the ground: 
operational exercise 

The exercise is based on a simulated event, emergency 
situation or threat, designed to be as close to reality as pos-
sible. It involves full commitment of equipment and people 
concerned with security tasks, together with the external 
services involved as detailed in the scenario.

+ 
The exercise tests many aspects, including communica-
tion and collaboration. As a result of the exercise the 
participants get to know one another better, which is 
very useful in case of an actual threat or escalation. 
The exercise is apparent to local residents.

-
 It demands a great deal of preparation, is difficult to 
plan fully (including the budget and the number of 
people involved), and is very expensive. Holding such 
exercises too often can lead to “exercise fatigue.”

Tabletop exercises

Tabletop exercises are used to gain understanding of the 
tasks, responsibilities and competencies of the various de-
partments or services involved. A group of people carries 
out an analysis and evaluation of a security threat or emer-
gency situation, in an informal, stress-free environment; 
there is no real action on the ground. 
In such exercises the emphasis is on thinking about the 
knowledge available and testing it. The various departments 
concerned study a situation together, and look for a way 
of dealing with the incident as quickly and appropriately as 
possible.
Tabletop exercises are intended for examining operational 
plans so as to identify difficulties and solve underlying 
problems. 

The exercise starts on the basis of a possible threat or in-
cident, and is illustrated by a model, plan or powerpoint 
presentation. Various persons in positions of authority sit 
around the table, with the exercise marshals feeding in in-
formation and constantly making changes. In this way the 
participants have to deal with an unfolding series of situa-
tions. 
An important role is played by the exercise marshals, who 
direct the sequence of events. The participants for their 
part need to have good powers of imagination.
Tabletop exercises therefore demand very good preparation 
and expert knowledge on the part of the exercise marshals.

There are two ways of holding a tabletop exercise.
• Either it can be an exercise in which a scenario is present-

ed and the exercise marshals constantly ask questions.
• Or it can be an exercise in which a scenario is presented 

and the participants then “play” it by themselves.
In both cases, however, changes to the exercise can only be 
made by the exercise marshals: they ask the questions, and 
the teams provide new information. The participants relate 
the steps/decisions taken by them as part of the exercise.

+ 
An advantage of this type of exercise is that there are 
few practical limitations: almost any scenario can be 
played out. It is also inexpensive, as well as being inde-
pendent of weather conditions. 
The team has to take the challenge seriously, and the 
importance of preparation and practice are made obvi-
ous. On the other hand a great deal of input is required 
in order for the tabletop exercise to be successful.

- 
Not all aspects can be tested; there are no operations 
on the ground, and there is little interaction. A great 
deal of imagination is required from participants.
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Seminars/info sessions

A seminar serves to provide information and enable people 
to become acquainted with the organisation, measures and 
procedures concerning security.

The Port Facility Security Officer can hold an info session 
for the security organisation and members of personnel 
within the company, in order to explain the how and why 
of security. This also raises the security consciousness of 
everyone in the facility.

See also Part 2 - Practice drill n° 43 and drill n° 44

The competent authority, for instance, can also organise an 
annual info session for the Port Facility Security Officers, 
for which participation counts as a quarterly exercise. This 
is an opportunity for authorities and PFSOs to network and 
exchange information. It improves the supportive dynamics 
between authorities and industry.

In fact, info sessions can be held for a very wide range of 
people, from labour workers to company managers. The 
presentation should, of course, be tailored to the particular 
target audience. 

Possible subjects include:
• Updates to the Regulation and 
 the Directive during the past year
 - Exercises
 - Incidents
 - Inspections
 - Work points
• Emergency planning
• Local legislation
• Presentations by the authorities
 - Police
 - Customs
 - Port Authority 
 - State Security
 - Military command
 - Government crisis centre
• Terrorism
• Awareness
• Security methods
• Security companies
• The impact of a bomb
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Types of Security Plan
TYPOLOGY 2

Different types of plans require different types of exercises. 
But as these plans should be aligned with each other, exer-
cises need to test the consistency of the alignment. 

PFSP (Reg. 725/2004)

A Port Facility Security Plan is intended to ensure that 
measures are taken to protect the port facility, ships, peo-
ple, freight, freight transport units and ship’s stores against 
the dangers of a security incident.

SSP (Reg. 725/2004)

A Ship Security Plan describes the security measures on 
board a ship to protect passengers and crew, freight, freight 
transport units, ship’s stores and the ship itself against the 
threat of a security incident.

PSP (Dir. 2005/65)

A Port Security Plan deals with the security of the port 
and/or specific parts of the port.
The Port Security Plan should take account of, or refer to, 
the PFSP of the facilities within the port area.

Internal emergency plan (safety) 

Reg. 725/2004 A.16.3
Such a plan shall be developed taking into account the guid-
ance given in part B of this Code and shall be in the working 
language of the port facility. The plan shall address, at least, 
the following:

5. Procedures for evacuation in case of security threats or 
breaches of security.

The internal emergency plan contains evacuation proce-
dures which may be referred to in the PFSP. It is drawn 
up at the level of the facility. Its aim is to ensure the most 
appropriate possible reaction to an emergency situation; 
the situation may internal within the facility, or it may be 
external if the situation has consequences for the safety of 
the facility.
The internal emergency plan covers a number of organi-
sational measures that are to be taken internally, either to 
meet the greatest possible risk or a specific risk. The inter-
nal emergency plan also provides for alarming procedures, 
notifying emergency services (fire brigade, health care, ...). 
The plan also contains arrangements for escorting these 
services on the site. 
Consultation with the emergency services during the com-
pilation of the plan provides for practical procedures and 
arrangements.
In the case of petrochemical and nuclear sites, internal 
emergency plans are required by law; for other ISPS facili-
ties it is sufficient to have an alarm and evacuation proce-
dure.
Internal emergency plans must coordinate perfectly with 
the PFSP, PSP and with eventual government’s contingency 
planning.  

TESTING THE CONNECTIONS 
BETWEEN THE DIFFERENT PLANS 
IS A GOOD SUBJECT FOR EXERCISES.
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Exercise director

The exercise director is someone with powers of oversight, 
who sees the big picture.

Marshals

For large-scale exercises, a marshal is appointed for each 
participating discipline or part of the organisation, ideally 
the marshals were member of the scenario team as de-
scribed further.
The main task of the marshals is to keep an eye on the time 
schedule: they ensure that everything keeps to schedule. If 
an operation or procedure is missed out, they make adjust-
ments to the exercise.

Observers

The job of the observers is to judge whether the objectives 
of the exercise have been attained. These people play an 
important role in the evaluation, as they note the good and 
bad points.They don’t evaluate the exercise as such; rather, 
they act as the “eyes and ears” of the exercise director, to 
whom they will report.
Observers must have the necessary technical expertise. 
They must also be aware of the exercise objectives and the 
relevant evaluation criteria. Observers must be able to form 
an objective judgement. It is also useful to give observers 
specific tasks, such as assessing a particular part of the ex-
ercise. 

Roll players/simulants

These people can be deployed to make parts of the exercise 
more realistic. However, it is essential to assure their safety. 
Especially since roll players are most probably volunteer 
who are not familiar with the exercise surroundings.

Press/media 

If the press is present at (or simulated in) the exercise, 
a communication officer has to be appointed. The press 
should certainly not be given complete freedom: they must 
always be briefed, and must be accompanied. They should 
be given a press folder. They may take photographs and 
hold interviews, provided there is permission from the 
organisation. It is advisable to make members of the press 
easily identifiable, in order to prevent misunderstandings. 
It is also important to make a distinction between members 
of the press taking part in the exercise and those who come 
along to report.

Communications officer 

This is the person appointed to deal with the press. Other 
participants must be told to refer all questions to this per-
son.
Remember that as soon as the press is involved, news of 
any incident soon becomes public and spreads very quickly, 
e.g. via the internet and social media.

Logistics support personnel

All the people responsible for radio communication, docu-
ments, invitations, evaluation forms, exercise rules, cater-
ing, high-vis jackets, meeting rooms, car parks etc.

Port facility security officer

The person responsible for development, implementation, 
review and maintenance of the Port Facility Security Plan. 
He or she also maintains contacts with the ship security 
officer and the Company Security Officer of the shipping 
company.

Security guards

Port facilities may use subcontracted security guards to 
carry out tasks as described in the PFSP (for example: ac-
cess control, supervising the facility). As such they belong 
to the port facility security organisation.

Personnel with security tasks

Certain security tasks will be carried out by port facility 
personnel, thus forming part of the security organisation of 
the port facility  (for example: supervising cargo).

Reception personnel

Personnel who meet visitors at the entrance to the facility 
(security personnel or own personnel). They provide access 
to the facility, and therefore are part of the security organi-
sation of the port facility.

Facility personnel

Other members of personnel of the facility who do not have 
security responsibilities.

Technical department

Port facility personnel (own personnel or subcontractors) 
responsible for tasks such as maintenance of equipment.

Who takes part in the exercise?
PARTICIPANTS
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SSO

A person on board a ship, answering to the master, ap-
pointed by the company as being responsible for the secu-
rity of the ship, including implementation and maintenance 
of the ship’s Security Plan, who also stays in contact with 
the Company Security Officer and the Port Facility Security 
Officer.

CSO

A person appointed by the shipping company, responsible 
for assessing the ship security and the ship Security Plan 
(which must be submitted for approval and then imple-
mented and maintained); he or she also keeps in contact 
with the Port Facility Security Officer and the Ship Security 
Officer.

Ships’ suppliers

Specialised companies providing equipment and stores to 
the ships in port.

Visitors 

Visitors may be for the port facility or the ship. (For exam-
ple: truck drivers, ship’s agent, social services, subcontrac-
tors,...)

Competent authority (local/national)

This refers to the organisation(s) or administrative body/
bodies appointed by the Contracting Government (Regula-
tion 725/2004) as being responsible for implementing the 
provisions of the Regulation with regard to the security of 
port facilities, ship/port interfaces and ports.
The port security authority is responsible for security matters 
in a particular port (Directive 2005/65).

Authorities and emergency services include:

• Police
• Fire brigade
• Medical services
• Military command
• Customs

When emergency services take part in large-scale 
exercises, they should not be blue light driving (since it 
is only an exercise). If this results in unrealistic transfer 
times, they can be asked to wait at an agreed place un-
til their expected arrival time.

Making participants conspicuous

For the sake of safety, all participants must be clearly rec-
ognisable during an exercise. One practical way of doing 
this, is providing high-visibility jackets in different colours 
identifying the particular tasks. “The safety of 

participants 
must never be 
endangered

COLLABORATION
Security and security exercises are joint efforts.

Teamwork from the various involved organisations is es-
sential for achieving good port and port facility security.

Exercising improves professionalism and refines existing 
procedures. In reality, the greater the threat the more or-
ganisations are involved in the security measures, and the 
more collaboration is required between them.

Within the port facility 

Within the port facility, exercises can be held on the opera-
tional level and on the management level. 
A combination of both has the great advantage that secu-
rity gaps are recognised throughout all levels of the organi-
sation, thus receiving wide support for improvement.
Whenever a ship (as described in Reg. 725/2004) is along-
side, it is good practise to invite the SSO to be involved 
with the exercise.

SEE PART 2 - PRACTICE: 
DRILL 10, DRILL 11, DRILL 32, 
DRILL 38, DRILL 39, DRILL 40

Exercises with neighbouring port facilities

Joint exercises with neighbouring port facilities (as defined 
in Reg. 725/2004), and preferably involving local authori-
ties, improves coordinating skills of all parties.

Authorities

Seminars or information sessions can be organised by the 
competent authority, in order to improve relations between 
the authority and the companies.
Companies in turn can strengthen relations with the au-
thorities by inviting them to attend exercises.
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a port security exercise
ORGANISING

INTRODUCTION

EU Directive 2005/65 EC specifies that the authorities 
responsible for port security must organise an exercise 
at least once every calendar year, with not more than 18 
months between exercises.
A port security exercise requires considerably more effort 
and especially more preparation than an ISPS exercise, be-
cause it requires the coordination of various services and 
disciplines.

The Port Security Plan defines the procedures and measures 
taken to ensure a heightened level of security against ter-
rorism (among other threats). In case of a heightened threat 
the local authority will be given the necessary instructions 
by the national authority. It is quite possible that the alarm 
will also be raised with other authorities (police, Ministry of 
Justice etc.) whom will initiate their own procedures.

EXAMPLE (FICTIONAL)

The  exercise is organised by the “Port Security Authority”. The PSA can opt for a minimalistic approach and only test its own 
procedures, or it can also seek to obtain input from higher authorities, which in turn raise the alarm with other bodies. The latter 
can also be involved, testing their own procedures on the basis of a joint scenario. Based on the results of the evaluation, this 
can lead to improved coordination among all stakeholders, and ultimately better security for the port.

It is therefore very important to review your own security 
organisation, and it is also useful for you to know all the 
other stakeholders. 
Dialogue with the other stakeholders can lead to collabo-
rative arrangements for setting up exercises, ultimately 
creating added value for the exercise, and above all better 
security for the port.

Intelligence 
agency

National 
Crisis Centre

Port Security 
Authority

Anti Terror 
Unit

Police Justice
department

Judicial
police

EU Directive 2005/65 EC
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HOW TO ORGANISE 
A PORT SECURITY EXERCISE

The port security authority fits into a national security 
system, hence, the exercise should also take account of the 
“greater picture”.

Below is a typical organisation to prepare for an exercise.

 The organisation and the number of people involved de-
pends on the scale of the exercise. 
The job titles and associated roles are in principle the same 
for each exercise.

The organisation as described below is a maximum organi-
sation that will only be necessary for a multidisciplinary 
exercise involving multiple government organisations or 
disciplines (Police, Customs, Defence,...). For smaller exer-
cises, the input of non-participating agencies can be simu-
lated by one person.

The members of the organisation preparing the exercise 
must not play key roles during the exercise itself. Further-
more, some members of the organisation may form part of 
the core group for monitoring and evaluating the exercise 
(although this is not absolutely necessary).

Port Security 
Authority (PSA)

Exercise Director
(Ex Dir)

Exercise 
Management 
Team (EMT)

Communication 
with media

Disciplines:
- Police
- Fire Brigade
- Medical Care
- Logistic Support 
 (Defence,...)
- Communication  
(Handling press)

Scenario
team

Technical/
logistic support

Port Security Authority

It is up to the Port Security Authority (PSA) to reach a 
consensus about the type, scale and general themes of the 
exercise, and to mobilise the necessary resources both for 
the preparation and for the actual exercise.

It is the task of the PSA to approve the “Exercise Conven-
tion.” This is a document laying down a clear description 
of the boundaries of the exercise, together with the com-
mitment expected from each participating organisation/
discipline. 

The PSA works in three stages:
1. It defines the scale, resources and general themes for the 

exercise
2. It approves the Exercise Convention
3. It discusses the conclusions of the exercise

The Exercise Director

The Exercise Director (Ex Dir) ensures that responsibilities 
are clearly assigned.
He/she ensures that good, clear agreements are made 
with the non-participating authorities concerning calls and 
alarms.

The exercise management team

For the purpose of preparation, various people within the 
participating organisations and disciplines are appointed 
to draw up the detailed objectives and accompanying sce-
narios. Participants in the organisation do not take part in 
the exercise. 
On the other hand they are very well placed to act as mar-
shalls.

“It is very important that non-participating authorities 
are duly informed about the exercise. 
This avoids situations where a communication during 
the exercise may lead to confusion or even or to the 
idea that  a real incident is acutally happening.
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The exercise management team is responsible for:
• Drawing up the specifications for the exercise.
• Giving the exercise a code name.
• Assigning responsibilities among the organisations that 

prepare for the exercise.
• Controlling and modifying the scenario to keep it in line 

with the set objectives and expectations of the exercise.
• Drawing up the Major Event List or MEL (see below).
• Drawing up the criteria for evaluation of the exercise.
• Drawing up the guide for evaluators and observers.
• Drawing up the guide for players.
• Managing the process.
• Approving the presence of observers and spectators.
• The use of roll players/simulants.

The scenario team

Depending on the agreed scale of the exercise, a scenario 
team is formed. It’s good practise to involve a member of 
each participating discipline. The composition of the team 
should match the size of the exercise. Ideally team members 
will become marshalls during the exercise. 

One person should take charge. This person must have de-
tailed knowledge of the environment in which the exercise 
will take place, as well as the applicable procedures and 
measures. If one or more port facilities are involved in the 
exercise, it is necessary to know the security procedures of 
the participating facilities. The team member, contributes 
input for the scenario, based on their specific role. 
However, it is up to the person in charge to coordinate the 
input, and to ensure that the exercise meets the objectives 
set by the port security authority.
The scenario team will also provide for the necessary tim-
ing, including the data  of the exercise.

The support team

The technical and logistical support is the specific support 
for holding the exercise, not the normal support for the 
day-to-day functioning of the various disciplines and or-
ganisations.
The logistical and/or technical support function is provided 
by the Ex Dir. 
The latter can carry out this task by him/herself, or can 
delegate it to other persons, depending on the scale of the 
exercise.
If it is delegated, the logistical and technical preparations 
are carried out by a team or assigned to an individual mem-
ber of the support team or a member of the support per-
sonnel, depending on the area which the exercise covers. 
Logistical and technical preparations include:
• Reserving a meeting room to be used by the full evalu-

ation and observation team for the exercise, and by the 
evaluators who monitor the exercise.

• Organising the communication resources for the evalua-
tors and observers.

• Providing safety equipment.
• Providing easily recognisable identification for all partici-

pants.
• Catering for all participants.
• Arranging suitable transport.
• Producing and distributing copies of the scenario, guide-

lines etc.

The communication team

This team is responsible for all relations with the outside 
world, such as:
• Deciding which strategy to use for dealing with the real 

media, before and during the exercise.
• Acting as official spokesperson on behalf of the Ex Dir.
• Making preparations for a media simulation unit, if this 

corresponds to the objectives of the exercise. 
 
This team will usually consist of a communication officer 
from the port company concerned, together with communi-
cation officers from the other disciplines involved. The team 
may also include media specialists or a real journalist.

CHECKLIST EXERCISE
• Transport to and from the locations in the port must 

be arranged. This is particularly important for the 
team members who have to move around with the 
players, and for any roll players/simulants used.

• The observers/evaluators must have a clear view of 
everything. Measures must be taken to ensure that 
they can keep in contact with each other at all times.

• Take account of “dead areas” with poor reception 
or insufficient coverage. Specify the correct radio 
channels for the players to avoid interference. Before 
starting the exercise, all observers and evaluators 
should be given a list with all telephone numbers 
and/or radio frequencies. These numbers and fre-
quencies must be tested before the exercise begins.

• It is necessary to determine who will need special 
protective equipment (such as safety goggles or hel-
met) in order to gain access to areas where safety 
regulations apply.

• All evaluators and observers must be identifiable. 
This can be by means of an armband, badge or col-
oured jacket.
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to a successful exercise
12 STEPS

The consecutive steps required for preparing an exercise 
and subsequent reporting are described below. 
See part 3 - Tools: Schematic list. 
During this process the documentation for the exercise is 
also built up. Including the joint reports of all meetings, 
to-do lists and draft versions of documents. Combined with 
the reports from observers and marshalls and feedback 
from the “players”, this forms the documentation for later 
analysis.

FIRST THINGS FIRST:
THE ROLE OF THE 
“PORT SECURITY AUTHORITY”

The PSA must reach a consensus on the type, scale and 
overall themes of the exercise. 
The PSA determines the scale of commitment, as regards 
time, manpower and resources. The PSA is responsible for 
providing support, including all necessary and appropriate 
resources. This applies to all aspects of the exercise (includ-
ing e.g. logistic resources or catering).
The PSA does not play any role in actually working out the 
exercise. During the preparations the PSA is only involved 
in approving the Exercise Convention, mainly to ensure 
that the objectives and commitments of each discipline dur-
ing the exercise are specified in detail, in practical terms. 
After the exercise the action plan drawn up by the exercise 
management team is submitted to the PSA for approval.

THE FIRST STEPS IN PREPARING THE EXERCISE 
ARE CRUCIAL FOR A SUCCESSFUL EXERCISE. 

STEPS 1 TO 3 ARE PRIOR TO DRAWING UP THE SCENARIO.

What needs to be done? Who has to do it?

STEP
1

STEP
2

STEP
3

Commitment by the heads 
of the participating 
disciplines

PSA determines the type, 
scale and overall themes 
of the exercise

PSA

Type, date, duration, 
deployment on the ground 
(if any), degree of detail, 
deviations and limitations

Appoint an Ex Dir 
and an exercise 
management team

PSA
PSA + Ex Dir

Based on detailed, 
existing plans

Draw up the objectives 
for all the departments 
concerned

EMT
Ex Dir
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STEP 1: 
Define the type and scale of the exercise 

The PSA defines the scale of the exercise. The prepara-
tions for this can already be made at the debriefing of the 
previous exercise.
 
Defining the scale of the exercise means:
• Specifying which disciplines will take part in the exercise, 

and to which degree.
• Specifying the extent of the actions that will be taken 

during the exercise. 

Define the type of exercise and general themes for the 
exercise. 

Example: “practice the flow of communication between the 
different stakeholders during a level 2 situation: communica-
tion as laid down in the plan.”

Define the time and duration of the exercise (period: ex-
act date is not necessary). 

Define the scope of collaboration and deployment on 
the ground and the degree of detail with which the 
themes will be dealt with.

Example: actual deployment of police services on the perim-
eters (no/yes); involvement of Customs service (no/yes); use 
of all communication resources exercised in full detail, etc.

Define the limitations and deviations, both with regards 
to the themes to be dealt with and the limitations on the 
use of resources, as well as to the availability of the differ-
ent players/actors. 

Example: “port facilities not actually involved, so no alarm 
given to PFSOs.” This also includes limitations on the use of 
people and resources, as well as other practical limitations 
(e.g. “not during the weekend”).

Define (in outline) the actual media policy, i.e. the method 
of dealing with the actual media in the context of the exer-
cise (not what the role of the media will be within the exer-
cise scenario; the two aspects are dealt with separately).

Step 2: 
Appoint the Exercise Director 
and Exercise Management Team 

The PSA appoints an exercise director, and consecutively, 
with participation of the exercise director establishes an 
exercise management team.
Members of the team belong to the involved disciplines and 
have the necessary experience.

STEP 3: 
Define the overall and detailed objectives 

The objectives of the exercise must be formulated in 
such a way that the expected result is clear. Concrete, 
detailed objectives ensure that more lessons can be drawn 
from the exercise.
The Ex Dir, assisted by the members of the exercise man-
agement team, is responsible for drawing up the objectives. 
Sufficient time must be allowed for this. 

Consult all the participating disciplines (within the limita-
tions defined by the port security authority), and allow 
them to put forward their own objectives. If future players 
are involved in the consultation, care must be taken not to 
divulge any information about the scenario.

Consider whether the objectives are attainable: it may hap-
pen that objectives are proposed which cannot be included 
within the type, scale and overall themes as initially deter-
mined by the port security authority.

Add objectives demanding coordination among various 
participants.
The coordination and how the objectives fit together should 
be discussed with people who have an overall view of the 
exercise.

One of the purposes of exercising is to discover gaps in the 
existing procedures, in order to remedy and improve. The 
objectives must be formulated with this in mind, taking into 
account the shortcomings found during previous exercises.

The Ex Dir ensures that the detailed objectives are in line 
with the proposed theme, and that the exercise remains 
within the scale and resources laid down for it by the PSA. 
For this purpose it is desirable to have a regular consulta-
tion with the members of the PSA.

Already at this stage in the preparations shortcomings may 
be found and can be taken care of.  

When setting objectives there is a temptation to test as 
many things as possible. Try to avoid this. It is better to 
test a number of key objectives in detail, and possibly also 
some objectives that were not attained during the previous 
exercise. 

Having a limited number of objectives makes it easier to 
draw lessons from the exercise, and the plans for improve-
ment can be kept under better control.

TIPS
• Select objectives that are compatible with one another

• Avoid being too ambitious 

• Avoid trying to do everything at once 

• Spread the objectives over several exercises
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Step 4: 
Develop a coherent, consistent scenario

Determine who will be part of the scenario team. If port 
facilities are involved in the port security exercise, input of 
the PFSO is required. However, the actual players do not 
take part in drawing up nor in validating the scenario.

First draw up a general outline or list of the important 
and desired events, possible consequences and situations 
that take into account the various objectives set for the 
exercise.

The scenario should be built up through dialogue between 
the on-site and off-site team (on-site = actions on the 
ground, including preparatory acts to produce a plausible 
threat; off-site = crisis centre and management). 
The on-site technical scenario should be as realistic as pos-
sible and should include a series of events leading to a situ-
ation that also enables the off-site part of the exercise to 
be played. 
Discuss the concept of the scenario with specialists in the 
relevant areas (such as intelligence, law enforcement or 
Customs). These specialists are not players in the exercise. 
The details of the scenario should be further refined and 
events added so as to create situations in which all the 
objectives of the exercise can be played. Inputs should 
be prepared to create the threat situation and to keep the 
players informed about the scenario events during the ex-
ercise. 

Some examples of inputs:
• Intelligence received from friendly countries
• A series of events at home and abroad
• Suspicious situations in the port (persons making obser-

vations or challenging the security, etc.) 

The scenario should simulate a real threat as faithfully as 
possible.

A fully developed scenario contains the following elements:
• The initial situation 
• Important events, with a critical time line 
• The technical scenario
• The detailed series of events 
• The description 
• The Major Event List (MEL) 
• Input, information and data

In parallel, the media unit formulates the strategy for deal-
ing with the real media, both in the preparation stage and 
during the exercise.

Step 5: 
Develop the simulation data

Except for the fact that they are simulated, the data for the 
exercise should not be any different from real data. They 
provide information that is used to assess the serious-

ness or potential impact of the threat. They also determine 
which actions must be taken in order to limit the conse-
quences of the situation.
The types of data required are represented by: 
• Messages
• Tables
• Graphics
• Figures or illustrations
• Maps

Step 6: 
Draft the Major Event List (MEL)

The MEL is the list of main events in the scenario, in 
chronological order. It is the most important tool for 
managing the exercise and keeping it under control. The 
list is very extensive, but can be managed in the form of a 
spreadsheet.

The actions by the various disciplines are listed 
in full detail: 
• scenario events 
• inputs
• actions by participating disciplines
• recommendations
• decisions
• consultation and other communication between players 
• consultation with simulated workgroups; communication 

with the outside world (press and other communication). 

If working with time windows, the time scale must be very 
specific. By contrast, for “free play” and exercises with op-
erations in the field it may be better to work with periods. 
Once the MEL has been worked out, further development 
of the exercise is relatively simple; the complexity that is 
typical of setting up a large-scale exercise is relatively un-
der control after this step.

As of this point the various documents are drawn up and 
the practical/logistical side of the exercise can be tackled:
• Identify all the evaluators and observers by name.
• Start to draw up the guidelines for the evaluators and 

observers, starting with the evaluation criteria.
• Specify the policy for observers and spectators, and take 

measures to deal with them.
• Identify logistical requirements and start to make ar-

rangements.
• Arrange transport.
• Arrange for extras or bit players (if any are required).

At this stage, the communication team makes a media 
action plan: 
• Decide on the policy for dealing with the media.
• Prepare a briefing package for the media.
• Decide on the media broadcasts for the real media.
• Draw up guidelines for all participants about how to deal 

with the media before and during the exercise.
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Step 7: 
Draft the Exercise Convention

The convention must include all the information about 
the exercise that the players need to have in order to 
prepare them for the exercise. The scenario is not revealed 
(of course!).
This guide for players (known as the “Exercise Conven-
tion”) contains general information about the exercise, the 
general objectives of the exercise, which groups are taking 
part and what is expected of them, the timing of the exer-
cise (and the way it is split up, if applicable), the limitations 
of the exercise and the way it deviates from a real threat, 
and all particular arrangements concerning the exercise.

The Exercise Convention additionally contains all informa-
tion on practical arrangements for the exercise:
• What the objectives of the exercise are.
• Who is expected to take part.
• Whether it is a full play or a table-top consultation, and 

to what extent actions are actually carried out.
• Which communication channels are used, and which ar-

rangements apply during the exercise 
 Example: will normal telephone and fax numbers be used? 

Clearly mention in all communication “This communication 
is part of a security exercise. It is not a real threat”. 

• How participations will know when the exercise starts.
• Who is responsible for each group of participants.
• Which participants are simulated, and how they are con-

tacted.
• Which assumptions apply to the exercise
 Example: weather conditions
• What the particular time windows are, and how they in-

fluence the play by the participants.
• Guidelines for dealing with the media.

Other aspects included in the Exercise Convention can be:
• Safety: this section lays down clear guidelines, in order to 

guarantee safety throughout the exercise. It specifies the 
responsibility of players to follow the safety procedures, 
and the obligation to stop the exercise if the safety of the 
facility or personnel is endangered.

• Logistics: practical arrangements for transport, accommo-
dation and catering.

• The Exercise Convention should not contain information 
that might impose unnecessary restrictions on the normal 
operation of the participating entities.

The Exercise Convention is approved by the PSA and is 
then distributed to the participants in good time before the 
exercise.

It is therefore necessary that the Ex Dir gives feedback dur-
ing the preparation process to the members of the PSA.

Step 8: 
Draft the manuals for 
the evaluators and observers

The manual for evaluators and observers is based on the 
MEL. All observers have access to the MEL. This enables 
them to use all aspects of the exercise and to filter out what 
is (or could be) important for the discipline or the company. 
Together with the inputs this makes up the manual for the 
observers.

The observers’ manual can consist of:
• The Exercise Convention(s)
• Conclusions and agreements emerging from briefings
• The MEL
• General instructions and specific instructions for each 

observer
• The time schedule
• The contact details of all observers and all possible ways 

of interacting
• Supplements (for each observer) with technical or specific 

information

The evaluators’ manual can consist of:
• The Exercise Convention(s)
• Conclusions and agreements emerging from briefings
• The MEL
• General instructions and specific instructions for each 

evaluator
• The time schedule for the exercise
• The contact details of all evaluators and all possible ways 

of interacting

The evaluators assess whether the set objectives have been 
reached. They do this using evaluation criteria drawn up by 
themselves, on the basis of the objectives. 
The objectives are attained if the actions laid down in the 
MEL are performed in a correct way. The evaluators have 
full access to the MEL for the purpose of making their 
quantitative or qualitative assessments.

Step 9: 
Organise the support for the exercise

• Make sure all the logistics are arranged
• Accompany the media
• Organise information or training sessions for all players in 

the exercise
• Train the evaluators and observers for the exercise
• Also accompany any observers or spectators
• Make practical arrangements with roll players and simu-

lants

MEL 
is for:
- Ex Dir
- Marshalls
- Evaluators
- Observers

EXERCISE 
CONVENTION 
is for:
- players
- evaluators
- observers
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Step 10: 
Play the exercise

During the play it is important to keep to certain guidelines:
• Always stick to the scenario
• Follow the agreements that have been made
• Make sure that confidential information is kept confi-

dential

Step 11: 
Debriefing

The aim of the debriefing is to draw lessons from the 
 exercise. The first step is to identify the lessons. At the 
various debriefing sessions, feedback is asked from partici-
pants, evaluators and observers. The exercise management 
team and marshalls then discusses the different feedback, 
suggests solutions, sets priorities and finally draws up an 
action plan. This action plan is presented to the PSA for 
approval.

The emphasis is always on positive feedback: this means 
that points of attention must be clearly identified. 
Negative feedback example: “This was a bad exercise...” 
does not generate any added value.
When gathering feedback, a clear distinction needs to be 
made between comments about how exercise objectives 
were reached (or not reached) and comments about the or-
ganisation of the exercise.

Immediately after the exercise it is recommended that the 
Ex Dir organises a “hot wash-up” lasting about half an hour, 
asking people for their impressions and noting these down. 
Experience shows that this is a good way to list the aspects 
that will come up later at the debriefing, for each discipline. 
In the 2 or 3 weeks after the exercise, each discipline draws 
up a more extensive report about the exercise, with the 
emphasis on the lessons learned from it, both in the posi-
tive sense and as regards identifying possible points for 
improvement.

The observers similarly draw up a report of their impres-
sions and their conclusions from the exercise, and submit a 
copy to the Ex Dir.
The evaluators produce a comprehensive report and docu-
ment their findings too.
The Ex Dir organises a separate debriefing session for the 
evaluators and observers.
Afterwards a separate debriefing is organised with all the 
representatives of the various disciplines and the support 
team (Ex Dir, evaluators and observers) at which all the 
points are discussed.
At the debriefing it is necessary to ensure that the exercise 
is looked at both from the point of view of the players and 
from the point of view of the EMT, specifically those who 
were marshall during the exercise.
It is important for the complete set of documentation to be 
archived, as it can be useful for further analysis afterwards, 
especially in preparation for other exercises.

Step 12: 
Draw up the action plan

The purpose of an exercise is to test procedures and meas-
ures, and to draw the necessary lessons. But beyond that 
the necessary initiatives must be taken to improve the vari-
ous aspects.
After the evaluation the support team lists the points for 
improvement and translates them into action plans. These 
action plans are submitted to the PSA for approval, and are 
then implemented.

Each action plan must state 
at least the following:

! 
The things to be done

!  
The persons responsible

!  
The deadline for doing 
them
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part 2

PRACTICE
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Practice makes perfect
The proof of the pudding is in the eating, and that also ap-
plies to practicing security protocols and situations. In this 
part you will find lots of practical examples for small-scale 
practice (drills) and large-scale practice (annual exercises). 
This is followed by various Port Security Exercises, along 
with some Tips & Tricks. Finally, as an attachment, there is 
an example of a brochure to help raise security awareness.

This is a workbook: at the end of each drill or exercise sheet 
there is space under Remarks for you to enter your own 
observations, notes and to-do or not-to-forget lists.
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You find the word-document on the USB-stick
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DRILL 1 Organisation and performance 
of port facility security duties}

Regulation 725/2004: A/14.2.1 A/18.2 B/16.8.1 B/18.2.6

SCENARIO:
Test the role and structure of the security organisation, by asking various people within this struc-
ture who in the hierarchic line they report to concerning security procedures and subjects.
Test whether the correct procedures and forms are readily available, e.g.: 
  • Bomb warning form
 • Incident report form 
 • Telephone list with contact persons
 • Procedure for escalating to a higher level
 • Handbook with security procedures
 • …

LOCATION: 
 • Facility – offices – security guardhouse – reception

PARTICIPANTS: 

 • PFSO
 • Security guards
 • Personnel with security responsibilities

OBJECTIVES: 
 • Ensure that everyone in the security organisation is aware of the alarm and notification 
    procedures 
 • Assure correct and quick exchange of information concerning security
 • Respect confidentiality and ensure that the right people are briefed
 • Create an efficient security organisation
 • Make sure the key figures in the security organisation are known to all members of personnel
 • Find out whether the security documents are sufficiently well known
 • Find out whether the security documents are readily available and up to date
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DRILL 2 Organisation and performance 
of port facility security duties}

Regulation 725/2004: A/16.3.6 B/16.8.2

SCENARIO:
Port facility personnel with specific security tasks and responsibilities must have good under-
standing of these tasks and responsibilities. 
Test their theoretical knowledge using a questionnaire drawn up in-house, for example:
  • What is ISPS?
  • What is the PFSP?
  • Who is the PFSO?
  • Which is the competent authority?
  • What is the difference between the CSO and the SSO?
  • What is the difference between security levels 1, 2 and 3?
  • What is the escalation procedure?
  • …

TOOLS:
  • Security Questionnaire

LOCATION:
  • Facility

PARTICIPANTS:
  • PFSO
  • Security guards
  • Personnel with security responsibilities

OBJECTIVES:
  • Ensure that personnel with security responsibilities are aware of their related tasks
  • Minimise weaknesses by ensuring good basic knowledge of ISPS
  • Ensure good security organisation in which each person knows what he/she has to do
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DRILL 3 Organisation and performance 
of port facility security duties}

Regulation 725/2004: A/17.1-2-3 B/18.1-2-3

SCENARIO: 
Test whether the PFSO (and/or the deputy) complies correctly with his/her obligatory tasks and re-
sponsibilities. 

CHECKLIST – FOR THE PFSO:
  • Have a comprehensive security survey of the facility?
   Yes/no. If yes, look up the documents.
  • Assure development and maintenance of the PFSP? Make changes to the plan so as to correct
     deficiencies and update it to reflect significant changes in the facility?
   Yes/no. If yes, show the modifications made.
  • Implement the PFSP and carry out the related exercises?
   Yes/no. If yes, is there a folder available with the exercises carried out?
  • Carry out regular security inspections to ensure that appropriate security measures are taken?
   Yes/no. If yes, show what has been inspected, and when.
  • Raise security awareness and alertness among port facility personnel?
   Yes/no. If yes, show what efforts have been made in this area.
  • Ensure that personnel responsible for facility security are sufficiently trained?
   Yes/no. If yes, show exercises in which members of personnel have been tested.
  • Report to the competent authority concerning security incidents?
   Yes/no. If yes, look up some reported incidents, or check the procedure.
  • Coordinate and carry out the plan with the SSO/CSO concerned?
   Yes/no. If yes, how do you exchange contact details with the SSO, and which means of 
   communication do you use to reach him/her?
  • Coordinate with the security services?
   Yes/no. If yes, look up the list with the contact details of the security services.
  • Assure compliance with the standards that apply to personnel responsible for security 
     of the facility?
   Yes/no. If yes, what are these standards? Show that members of personnel comply with them.
  • Ensure that the security equipment available is used, tested, calibrated and maintained in the 
     correct way?
   Yes/no. If yes, show the last tests and maintenance carried out.
  • Help the SSO in checking the identity of people allowed on board, if the SSO so requests?
   Yes/no. If yes, look up the procedure for this.

LOCATION: 
  • Facility

PARTICIPANTS: 
  • PFSO and/or deputy PFSO

OBJECTIVES: 
  • Ensure that the PFSO complies with his/her obligations under Regulation 725/2004
  • Check that the PSFO is aware of his/her tasks and responsibilities
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DRILL 4 Organisation and performance 
of port facility security duties}

Regulation 725/2004: B/18.2.6

SCENARIO:
Test whether personnel know when they are faced with a security incident, and that they know 
how to report it. For this drill you can create various scenarios or use photographic material.
Get people to draw up a report of the situation, paying attention to clarity, summing up facts, etc.

TOOLS:
  • Breaches of security
  • Photos of Tips & Tricks

EXAMPLES OF SCENARIOS:
  • A visitor refuses to provide identification
  • Somebody photographs/observes access to the facility
  • Somebody asks questions about the organisation of security, shifts etc.
  • Somebody is seen walking around the perimeter of the facility

LOCATION:
  • Facility – offices – security guardhouse – reception

PARTICIPANTS:
  • PFSO
  • Security personnel
  • Personnel with security responsibilities
  • Facility personnel

OBJECTIVES:
  • Check the presence and availability of the incident report procedure
  • Awareness: recognition of incidents
  • Clear, correct reporting of incidents
  • Efficient reporting of all incidents 
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DRILL 5 Organisation and performance 
of port facility security duties}

Regulation 725/2004: A/14.3 A/14.4 B/16.19.1 B/16.20.4

SCENARIO:
On escalation to security level 2 or 3, can additional personnel be called from the subcontracting 
security company to guard access points and perimeter, and to mount extra security patrols inside 
the facility?

CHECKLIST IF SECURITY COMPANIES ARE CALLED UPON:
  • Name of contact person in the security firm
  • Are the contact details still up to date?
  • Is the previous contact person still in the same job, or do the details have to be updated?
  • How many people can be made available by the security firm?
  • Have these people received ISPS training?
  • How quickly are these additional security personnel available?

CHECKLIST IF FACILITY PERSONNEL ARE CALLED UPON:
  • What is the current number of personnel?
  • Which people can be assigned to which tasks?
  • Who can additionally be called by phone?

LOCATION:
  • Facility

PARTICIPANTS:
  • PFSO
  • Security firm
  • Facility personnel

OBJECTIVES:
  • Assure the possibility of extending the security organisation on escalation 
     (availability of personnel)
  • Assure maximum control and awareness
  • Assure good communication, division of tasks, supervision and carrying out of instructions for 
     “extra” personnel
  • Ensure that this task is carried out efficiently
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DRILL 6 Communication and 
raising the alarm}

Regulation 725/2004: A/16.3.10

SCENARIO:
Test how easily the PFSO can be reached during office hours, evenings, weekends, public holidays, 
or when he/she is travelling abroad, etc.
Does the PFSO know who he/she additionally needs to contact in case of escalation? Does he/she 
have these contact details, and does he/she have them immediately to hand?

LOCATION:
 • Outside the facility

PARTICIPANTS:
 • PFSO
 • Deputy PFSO

OBJECTIVES:
 • Is the availability of the PFSO and his/her deputy as good as it needs to be in a crisis 
    situation?
 • Can the PFSO notify the necessary people immediately, if he/she is not at the facility?
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DRILL 7 Communication and 
raising the alarm}

Regulation 725/2004: B/18.2.2

SCENARIO:
Simulate an exercise in which a suspicious object/package has been left at the security guard-
house/reception.

TOOLS:
 • Tips & Tricks (10)

LOCATION:
 • Security guardhouse - reception

PARTICIPANTS:
 • PFSO
 • Security guards
 • Personnel at reception

OBJECTIVES:
 • Check the level of awareness
 • Check knowledge of procedure for handling suspicious objects by security guards/reception 
    personnel
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DRILL 8 Communication and 
raising the alarm}

Regulation 725/2004: B/18.2.1

SCENARIO:
 Simulate a bomb warning. For this purpose, appoint an observer to be present alongside the per-

son who receives the bomb warning. 

TOOLS:
 • Bomb threat form

EXAMPLE OF SCRIPT:

Hello,
Listen to what I say and don’t interrupt.
The Clowns Liberation Organisation considers the attitude of your facility to be very negative.
An explosive device has been placed in your terminal and will go off in 45 minutes.

 • Background noises may be added, for additional realism
 • The person receiving the bomb warning may be allowed to use forms and ask questions, 
   but not too long

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Personnel with security responsibilities
 • Reception
 • Observer

OBJECTIVES:
 • Find out whether the bomb warning form is used
 • Find out whether the procedure for a bomb warning is followed
 • Ensure that the situation is dealt with calmly and as much information as possible is gathered
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DRILL 9 Communication and 
raising the alarm}

Regulation 725/2004: A/18.2 B/18.2.7

SCENARIO:
Check how familiar security personnel are with the communication equipment. Find out what 
communication equipment they have: e.g. telephone, mobile phone, PC, walkie-talkies, marine 
VHF, etc. 

CHECKLIST:
  • Communication equipment works and is used correctly
  • Is there a maintenance contract?
  • Check operation and condition of accessories (e.g. batteries) and backup equipment
  • Test the knowledge of alarm-raising codes

LOCATION:
  • Facility – offices – security guardhouse – technical department

PARTICIPANTS:
  • PFSO
  • Security guards
  • Facility personnel

OBJECTIVES:
  • Assure optimum communication possibilities and skills of personnel
  • Assure correct operation of the communication equipment
  • Assure correct repair/replacement of defective equipment
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DRILL 10 Communication and 
raising the alarm}

Regulation 725/2004: A/13.1 A/17.2.6 B/16.8.4

SCENARIO:
Contact the SSO to examine various aspects of the security procedures with him/her.

TOOLS:
 • Declaration Of Security

CHECKLIST:
 • Jointly draw up a Declaration of Security (DOS)
 • In consultation with the SSO, check who does what in case of escalation to a higher level of 
   security for the ship
 • Test the communication and coordination between port facility and ship

LOCATION:
 • Facility – on board the ship

PARTICIPANTS: 
 • PFSO
 • SSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Give SSO and PFSO experience in assuring the security of the facility and ship
 • Assure collaboration and contact between SSO and PFSO
 • Ensure that SSO and PFSO have each other’s contact details in case of emergency
 • Ensure that SSO and PFSO have the necessary documents and communication equipment in 
    case of emergency



53EXERCITIUM - PRACTICE

DRILL 11 Communication and 
raising the alarm}

Regulation 725/2004: B/18.1.16 B/18.2.7

SCENARIO:
Test the port facility’s alarms and/or sirens. Inform neighbouring companies, ships alongside, 
authorities, emergency services etc. beforehand, telling them that it is an exercise.

TOOLS:
 • Alarm Signals

CHECKLIST:
  • Do the alarms and/or sirens work correctly?
  • Are they tested periodically? 
  • Are the maintenance diagrams present?
  • Is there a maintenance contract for any repairs that might be necessary?
  • Are there backup systems available, e.g. in case of a power failure?
  • Can the alarms and/or sirens be heard everywhere: throughout the facility, inside buildings 
     (including offices and toilets), on board ships, in noisy workplaces etc.?
  • Do all members of personnel know the different signals?

LOCATION:
  • Facility – offices – security guardhouse – technical department – on board ships – 
     neighbouring companies

PARTICIPANTS:
  • PFSO
  • SSO
  • Facility personnel
  • Security guards

OBJECTIVES:
  • Assure correct operation of the alarm/siren whenever it is really needed
  • Assure correct internal and external communication concerning the signal
  • Ensure that the signal can be properly heard everywhere, so as to assure the safety of 
     personnel in an emergency
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DRILL 12 Communication and 
raising the alarm}

Regulation 725/2004: 

SCENARIO:
At different locations inside the facility, leave pamphlets with the following brief message:
 • This is a security exercise
 • Follow the usual procedure

TOOLS:
 • Pamphlet (example)

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Personnel with security responsibilities
 • Facility personnel

OBJECTIVES:
 • Create awareness among members of personnel
 • Apply the incident reporting procedure
 • Ensure that information is passed on quickly to the PFSO
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DRILL 13 Access to the 
port facility}

Regulation 725/2004: A/16.3.2 B/16.12

SCENARIO:
Check the identification systems.

CHECKLIST:
  • Does the system work correctly?
  • Is the system updated regularly?
  • What are the various means of identification used?
  • Are these known at the facility access points? Check examples
  • Is proper action taken in case of misuse?
  • What is the procedure for lost passes?

LOCATION:
  • Facility access points

PARTICIPANTS:
  • PFSO
  • Security personnel
  • Facility personnel

OBJECTIVES:
  • Assure proper access rights
  • Ensure that unauthorised persons do not gain access
  • Assure good, efficient communication with local and national authorities
  • Assure good, efficient identification
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DRILL 14 Access to the 
port facility}

Regulation 725/2004: A/14.2 A/14.2.2 A/14.3 A/14.4 B/16.16

SCENARIO:
At regular intervals, check the security enclosure (perimeter), entrances and access points for 
effectiveness and possible damage. Carry out a round of inspection covering not only the main 
entrance but also access points that are seldomly used or permantly closed, emergency exits, 
restricted areas etc.
A key plan must be available so that if the level of security is raised the facility can be completely 
locked quickly and efficiently. 

CHECKLIST:
 • Do barriers, gates, rail gates, turnstiles etc. operate correctly?
 • Is the security guard present at the access point?
 • Check any remote controls for gates etc.
 • Check the security enclosure for possible damage
 • Check for obstacles or objects close to the security perimeter that could be used to climb 
    over it or compromise its effectiveness
 • Check that gates are properly locked. Also check the key plan and register
 • Check that all restricted areas are sufficiently well closed off
 • Check that access points that are not regularly used are properly locked
 • Document all deficiencies: take photographs of all damage, objects etc., and check that 
    damage is repaired, compromising objects removed, etc.
 • Draw up a report for the technical department, if necessary

LOCATION:
 • Facility – security perimeter – barriers – gates – turnstiles

PARTICIPANTS:
 • PFSO
 • Security personnel
 • Facility personnel
 • Technical department personnel

OBJECTIVES:
 • Assure correct operation of the access points/systems
 • Assure correct operation of access points that are not used, or not used often
 • Assure emergency exits
 • Create a good “enclosure” mentality among personnel
 • Assure perfect condition of the security enclosure (perimeter) so that unauthorised persons 
    are effectively kept out by it (detect holes, evidence of breaches etc.)
 • Periodically inspect the perimeter (security) of your facility
 • Also keep a watch for situations just outside the facility
 • Assure correct management of keys
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DRILL 15}
Regulation 725/2004: A/14.2.2 A/14.3 A/14.4 B/16.13

SCENARIO:
A truck from a ship chandler service arrives at the facility. It is carrying a suspicious, unknown 
load not listed on the manifest. 
Appoint an observer for this drill.

LOCATION:
 • Facility – security guardhouse – reception

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel
 • Observer

OBJECTIVES:
 • Check whether the correct procedure for access to the facility is used
 • Check whether an incident report is drawn up
 • Give personnel experience with “suspicious situations”
 • Give personnel training in awareness and recognition

Access to the 
port facility
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DRILL 16 Access to the 
port facility}

Regulation 725/2004: A/14.2 A/14.3 A/14.4 B/16.10

SCENARIO:
Check the different procedures for access control.

CHECKLIST:
 • Is the access procedure followed as laid down in the PFSP for: passengers, crew members, 
    visitors, personnel, vehicles and vehicle occupants?
 • Check the procedure for visitors with prior notification
 • Check the procedure for change of crew (check the current crew lists)
 • Check the procedure for visitors to ships
 • Check the logbook and the way information is recorded in it: surname, forename, ID number, 
    vehicle, licence plate etc.

LOCATION:
 • Facility – access control point and/or security guardhouse – reception

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Assure an efficient access control system for each type of visitor
 • Prevent unauthorised persons gaining access
 • Ensure that existing procedures are fully described
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DRILL 17 Access to the 
port facility}

Regulation 725/2004: A/14.2 A/14.3 A/14.4 B/16.12 B/16.13

SCENARIO:
An unknown person tries to gain access to the facility using a pass that has been “lost” by one of 
the facility members of personnel.

TOOLS:
 • Tips & Tricks (9)

CHECKLIST:
 • Is the impersonation noticed?
 • Has the port security authority been warned?
 • Is the pass withheld?
 • Is this recorded in an internal system?
 • Are the circumstances of the pass being lost investigated?
 • Is the person asked the reason for the visit?

LOCATION:
 • Facility – security guardhouse – porter’s lodge – reception

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Check whether the correct procedure for access to the facility was used
 • Prevent unauthorised persons gaining access
 • Prevent incorrect persons being recorded as present
 • Assure correct pass policy
 • Assure awareness by access control/reception
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DRILL 18 Access to the 
port facility}

Regulation 725/2004: A/14.2 A/14.3 A/14.4 B/16.10

SCENARIO:
Check the register of visitors present. Are the lists complete and up to date?

LOCATION:
 • Facility – security guardhouse – porter’s lodge – reception

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Assure an exact (manual) system
 • Check that people logged in are actually in the facility, and that those leaving are logged out, 
    so as to prevent misunderstanding in case of emergency/evacuation
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DRILL 19 Access to the 
port facility}

Regulation 725/2004: A/14.2.2 A/14.3 A/14.4 B/16.13

SCENARIO:
The security personnel inform you that they have just checked a car entering the facility, and 
have discovered goods for which no documentation can be produced. The vehicle is blocking the 
entrance and the driver is making a row.

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Ensure that the incident is dealt with in a disciplined manner, and that personnel keep their 
    self-control (despite the row)
 • Test communication with the authorities
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DRILL 20 Access to the 
port facility}

Regulation 725/2004: A/14.2.2 A/14.3 A/14.4 B/16.19 B/16.20

SCENARIO:
Close off all access points, as laid down for escalation to level 2 or level 3..

TOOLS:
 • Tips & Tricks (1) (2) (3) (14) (15)

CHECKLIST:
 • Check the time necessary to close off all access points
 • Is the closing off adequate?
 • Are the points to be closed laid down beforehand, or are they closed on an ad hoc basis 
    according to the situation?

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Check correct closing, with the number of access points being minimised
 • Centralise intensified identity control at 1 point
 • Check that access points are closed off by the authorised persons within the time laid down, 
    or as quickly as possible
 • Assure a fully closed perimeter
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DRILL 21 Access to the 
port facility}

Regulation 725/2004: A/14.2 A/14.3 A/14.4 B/18.2 B/18.3

SCENARIO:
Get someone to try to gain access to the facility without being noticed, or without the proper 
authority. 

TOOLS:
 • Tips & Tricks (4) (9) (11) (12)
 • Tests in the field

CHECKLIST:
 • Alertness: is the attempt noticed, and what action is taken?
 • The method by which the person is challenged 
 • Is there a number to call or a point of contact to report irregularities?
 • Does the facility have CCTV? Check whether recorded images can be called up. 
    Test using the CCTV to search for unauthorised persons within the facility
 • Is a report drawn up?

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Awareness
 • Prevent unauthorised access
 • Create discipline among personnel, so that “unknown” persons are challenged
 • Assure correct subsequent action and reporting of the incident
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DRILL 22 Access to the 
port facility}

Regulation 725/2004: A/14.2.1 B/18.2

SCENARIO:
Get someone to try to obtain as much sensitive information as possible from the porter or the 
security guard by asking questions such as the following:
 • What times do the guards change shift?
 • Are you always by yourself?
 • Is there always someone here?
 • Are there other entrances where I can meet someone?
 • Is there someone who can help me at the other entrance?
 • Are you satisfied with the camera system?
 • Can recorded camera images be called up, because I had an accident here a couple of days ago?
 • Are there any dangerous goods in the facility?

TOOLS:
 • Tips & Tricks (8)

LOCATION:
 • Facility – security guardhouse – porter’s lodge

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards
 • Porter

OBJECTIVES:
 • Check that people are asked for identification
 • Check that sensitive information is dealt with correctly
 • Limit the amount of information provided
 • Check awareness and recognition of unusual situations
 • Assure confidentiality
 • Check whether a report is drawn up with a description of the person(s) in question plus details 
    of the vehicle (licence number, make, colour)
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DRILL 23 Access to the 
port facility}

Regulation 725/2004: A/14.2.2 B/15.3

SCENARIO:
Check how long unmanned, remote-controlled gates remain open, e.g. rail gates, second entrances, 
suppliers’ entrances etc.
For this drill the PFSO can also have the gate opened.

LOCATION:
 • Facility – security guardhouse – porter’s lodge – control room

PARTICIPANTS:
 • PFSO
 • Security guards
 • Porter
 • Facility personnel

OBJECTIVES:
 • Avoid these gates standing open for too long
 • Prevent unauthorised persons gaining access through them
 • Assure correct monitoring of the way these gates are operated by all parties involved 
    (including external people, e.g. rail/road operators)
 • Create awareness concerning these gates among personnel
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DRILL 24 Access to the 
port facility}

Regulation 725/2004: A/16.3.1 A/16.3.2 B/16.19.2 B/16.19.3 B/16.20

SCENARIO:
When the security level is escalated, the competent authority imposes a time limit for setting up a 
security perimeter around the ship. Access control must be imposed, and a record kept of persons 
and vehicles entering and leaving.

TOOLS:
 • Tips & Tricks (2) (3) (6)

CHECKLIST:
 • Is the temporary enclosure (necessary for levels 2 and 3) available?
 • How long does it take to set up a perimeter around the ship?
 • If fencing is kept in stock: check and simulate (how many metres can be set up in 1/2 hour: 
    extrapolate)
 • If contract: check delivery time, contact person and contact details for external company
 • Is there a register available to record vehicles and persons?
 • How many people are affectively needed for the access control and recording at the perimeter?

LOCATION:
 • Facility – quayside

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Comply with time for setting up perimeter
 • Check that the perimeter is adequate
 • Assure security of the ship and facility by means of the perimeter
 • Assure correct organisation of setting up the perimeter and carrying out access control
 • Check whether procedures described in the plan are realistic, or need improvement.

REMARKS:
Extrapolate = take the results and use them to work out how much time/material/manpower would 
be required for a greater area
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DRILL 25 Restricted areas 
within the port facility}

Regulation 725/2004: A/14.2.4 A/14.3 A/14.4 B/16.22 B/16.27 B/16.28 B/16.29

SCENARIO:
Test the measures and examine the procedures for all areas to which restrictions apply: 
 • Partially enclosed areas or closed places for suspicious or damaged cargo
 • Storage facilities for flammable or explosive materials
 • Computer server rooms and communication centres.
 • PFSO office
 • Security guardhouse

CHECKLIST:
 • Check the access procedure: number of authorised persons, who has a key or badge, is there a 
    list of authorised persons, is a record kept of who accesses the restricted area, and when?
 • Check the restricted area for suspicious items: belongings and luggage
 • Check for damage: evidence of break-in attempts on doors, windows and security fence 
 • Check the register of rounds and reports 
 • Check protection equipment and hardware installations, including sprinklers, 
    fire extinguishers etc.

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Ensure that there is absolutely no access to Restricted areas within the port facility by 
    unauthorised persons
 • Assure good supervision, surveillance and security of Restricted areas within the port facility
 • Ensure that Restricted areas within the port facility get extra protection
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DRILL 26 Restricted areas 
within the port facility}

Regulation 725/2004: A/14.2.4 A/14.3 A/14.4 B/16.24

SCENARIO:
If there are automatic access points with detection equipment, test them for correct operation and 
check that the alarm actually reaches the control room. Check how the person in the control room 
reacts to the alarm.

LOCATION:
 • Facility – access points with detection equipment

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Assure correct operation of the detection equipment and electronic alarms
 • Assure correct reaction and compliance with the procedure by the person receiving the alarm
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DRILL 27 Restricted areas 
within the port facility}

Regulation 725/2004: A/14.2.4 A/14.3 A/14.4 B/16.21.4

SCENARIO:
Check that all Restricted areas within the port facility are clearly marked with signs saying 
“No access to unauthorised person,” or “Restricted access area” or similar prohibition.

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Ensure that Restricted areas within the port facility are clearly indicated, with a warning that 
strict security measures apply
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DRILL 28 Monitoring the security 
of the port facility}

Regulation 725/2004: A/14.2 B/16.49.2

SCENARIO:
Check that patrol rounds are carried out as indicated in the PFSP.

CHECKLIST:
 • Check the patrol plan of the facility
 • Check that all important points are included in the plan (up to date)
 • Is the security patrol well organised?
 • Are the instructions for security personnel clear and well understood?
 • Check: authority, equipment, procedures, patrol reports

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Assure effectiveness of the patrol plan
 • Assure correct carrying out of patrol rounds
 • Assure correct reporting of the rounds carried out
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DRILL 29 Monitoring the security 
of the port facility}

Regulation 725/2004: A/14.2 A/14.3 A/14.4 B/16.49.3

SCENARIO:
Use the CCTV to see whether someone inside the facility is acting suspiciously.

TOOLS:
 • Port security awareness handbook
 • Tests in the field
 • Suspect behaviour

CHECKLIST:
 • Test the ability of the CCTV operator: zoom, tilt, tracking etc.
 • Test communication and coordination
 • Check the reaction to the situation
 • Check which points are noted (description)
 • Check that images are recorded and can be called up

LOCATION:
 • Facility – security guardhouse – porter’s lodge – control room

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel
 • Roll players

OBJECTIVES:
 • Assure correct operation of the camera by personnel
 • Assure good quality, usability and positioning of the cameras
 • Awareness: detailed reporting of the images
 • Assure correct response to the incident
 • Ensure that the right persons are notified and sent to the location
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DRILL 30 Monitoring the security 
of the port facility}

Regulation 725/2004: A/18.1 A/18.2 B/18.1.14 B/18.2.3 B/18.2.6 B/18.3.3

SCENARIO:
There is a suspicious vehicle on the facility. Someone is taking photographs of the facility.

TOOLS:
 • Tests in the field

CHECKLIST: 
 • Check whether the security guards follow the correct procedure: reporting, description, acting 
    correctly (who, what, where) etc.
 • Check whether the facility members of personnel have the necessary “security awareness” and 
    act according to a set procedure: do they have someone they can report to within their own 
    management, do they know the contact number of the security department?

LOCATION:
 • Facility – security guardhouse – porter’s lodge

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards
 • Roll players

OBJECTIVES:
 • Improve awareness: notice suspicious behaviour
 • Give a detailed description
 • Assure good communication, ensure that the right persons are notified
 • Assure full, correct reporting
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DRILL 31 Monitoring the security 
of the port facility}

Regulation 725/2004: A/14.3 A/14.4 B/16.53.1 B/16.54.2, A/17.2.12 A/18.2 B/18.1.16 B/18.2.7

SCENARIO:
The security level is escalated and there needs to be extra vigilance. Instruct the security guards to 
pay extra attention to the CCTV images.

CHECKLIST:
 • Check that the most important areas are covered: ISPS area, access routes by land and water, 
    Restricted areas within the port facility, the ship, area around the ship
 • Check the surveillance equipment after dark, with the facility lighting. Check for blinding of 
    cameras, check quality of images. Reposition cameras if necessary
 • Test the ability of the CCTV operator: locating people, vehicles, objects etc.
 • Test the capability of the CCTV system: zoom, pan, tilt, split screen etc.
 • Test calling up recorded images (where possible)
 • Does the CCTV system meet expectations?
 • Are security personnel familiar with the operation and possibilities of the CCTV system?

LOCATION:
 • Facility – security guardhouse – porter’s lodge – control room

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security personnel

OBJECTIVES:
 • Assure correct use of the camera and knowledge of the equipment on the part of personnel
 • Ensure that personnel can call up images
 • Assure good quality, usability and positioning of the cameras
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DRILL 32 Monitoring the security 
of the port facility}

Regulation 725/2004: A/14.2 A/14.3 A/14.4 B/16.54.1

SCENARIO:
Test the fixed or mobile lighting necessary for escalating the security level.
In consultation with the SSO, all the ship’s lighting may be switched on as well.

CHECKLIST:
 • Do all the lights work?
 • Check for dark areas: in the facility, in and around Restricted areas within the port facility, 
    around the ships, along access routes
 • Check the operation of fixed and mobile lighting
 • Check maintenance and repair
 • If there is a contract: check the contact details and contact persons for the external company
 • Check that a logbook of vehicles and personnel is kept

LOCATION:
 • Facility – quayside

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security personnel
 • Where applicable, SSO

OBJECTIVES:
 • Assure sufficient lighting for visibility in all conditions (at night, in bad weather etc.)
 • Assure correct operation of all equipment
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DRILL 33 Monitoring the security 
of the port facility}

Regulation 725/2004: A/14.2.7(?) B16.8.4-5

SCENARIO:
You discover an equipment defect or incorrect operation:
 • Communication equipment: mobile phone, fixed telephone, walkie-talkie, siren etc.
 • Gates, barriers etc.
 • Camera or CCTV

CHECKLIST:
 • Are there repair procedures for the different items of equipment? 
 • Are there spare parts or replacement equipment available?
 • Can the repair service come quickly, at any time?
 • Are the contact details of the company still up to date?

LOCATION:
 • Facility – offices – security guardhouse – reception – technical department

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel
 • Technical department personnel

OBJECTIVES:
 • Assure correct operation and management of all equipment
 • Reduce repair times to the minimum
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DRILL 34 Handling 
of cargo}

Regulation 725/2004: A/14.2.5 B/16.32 B/16.33

SCENARIO:
Check that cargo inspections are carried out correctly and that all points are attended to.

TOOLS:
 • Cargo Inspection
 • Seal inspection
 • Container inspection
 • Truck & trailer inspection

CHECKLIST:
 • Is the shipment date checked?
 • Do the goods correspond to the waybill?
 • Are the goods and/or vehicles properly inspected?
 • Is the seal checked?
 • Is visual or physical inspection, scanning or sampling carried out each time?
 • Is there a check for stowaways?

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Ensure that goods are inspected correctly, so that no incorrect, contaminated or suspicious 
    goods enter or leave the ship
 • Ensure that members of personnel carry out their tasks correctly and know the procedure for 
    suspicious goods
 • Assure correct operation of all inspection equipment
 • Assure security of cargo
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DRILL 35 Handling 
of cargo}

Regulation 725/2004: A/14.2.5 A/16.3.1 B/16.31 B/16.33

SCENARIO:
Check the inventory and location of dangerous goods/substances stored within the facility.

CHECKLIST:
 • Are the inventories of the dangerous goods/substances immediately available?
 • Compare the inventory with the actual situation

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Ensure that an up-to-date inventory is available as necessary
 • Ensure that the location of dangerous goods is monitored correctly, so that action can be 
    taken rapidly if necessary
 • Assure constant monitoring of dangerous goods, so as to prevent sabotage, contamination or 
    misuse of these goods
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DRILL 36 Handling 
of cargo}

Regulation 725/2004: A/14.2.5 A/14.3 A/14.4 B/16.31 B/16.35.2 B16.37.2

SCENARIO:
Simulate SL2 and apply the control procedure for goods at the access points. 

TOOLS:
 • Cargo Inspection
 • Seal inspection
 • Container inspection
 • Truck & trailer inspection

CHECKLIST:
 • Can the consignment/container be identified?
 • Has the consignment been inspected? Has the container seal been checked, or have the con-
tents been compared with the waybill?
 • Has the consignment/container been accepted?
 • Has all information been provided?
 • If scanning or detection equipment is available, check that it works correctly.

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Porter
 • Facility personnel

OBJECTIVES:
 • Assure efficient, speedy inspection of goods despite the higher security level
 • Assure appropriate inspection of goods entering the facility
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DRILL 37 Handling 
of cargo}

Regulation 725/2004: A/14.2.5 A/14.3 A/14.4 B/16.31 B/16.35.2 B16.37.2

SCENARIO:
Check the freight storage areas and apply procedures for when the security level is raised.

CHECKLIST:
 • Can the warehouses and storage areas be closed off?
 • Who has access to these warehouses and storage areas?
 • Check the Restricted areas within the port facility in these warehouses or storage spaces for 
    dangerous or suspicious materials
 • Check for suspicious objects in the warehouses and storage areas

LOCATION:
 • Facility – warehouses – storage areas

PARTICIPANTS:
 • PFSO
 • Security guards
 • Porter
 • Facility personnel

OBJECTIVES:
 • Ensure that no unauthorised persons gain access to warehouses or storage areas
 • Ensure that goods can be stored there safely
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DRILL 38 Delivery of 
ship’s stores}

Regulation 725/2004: A/14.2.6 B/16.8.10 B/16.41 B/16.42 B/16.43

SCENARIO:
Test the procedure for delivering supplies to ships as laid down in the PFSP.

CHECKLIST:
 • Check the details of the ship’s supplier
 • Check the advance notice of deliveries
 • Check the actual composition of the goods delivered
 • Check the delivery driver’s details
 • Check the vehicle registration
 • Check the Delivery of ship’s stores
 • Search the vehicle

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security personnel
 • Facility personnel/reception
 • Ship’s supplier
 • SSO, where applicable

OBJECTIVES:
 • Ensure that no supplies get on board without being inspected
 • Ensure that no ship’s supplies get into the facility without advance notice
 • Ensure that there are no suspicious packages among the ship’s supplies
 • Ensure correct checking of the information
 • Check knowledge of the procedure to be followed by security personnel or facility personnel
 • Assure correct identification and recording of the identity of suppliers and visitors
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DRILL 39 Delivery of 
ship’s stores}

Regulation 725/2004: A/14.1 A/14.2.6 A/14.3 A/14.4 B/16.8.10 B/16.42 B/16.43 B/16.44

SCENARIO:
If supplies have to be escorted for level 2 or up, apply this measure as laid down in the PFSP. This 
drill can also be carried out in combination with Delivery of ship’s stores drill 38.

LOCATION:
 • Facility – security guardhouse – porter’s lodge

PARTICIPANTS:
 • PFSO
 • Security guards
 • Porter
 • Facility personnel
 • SSO, where applicable

OBJECTIVES:
 • Assure good organisation for escorting supplies on board the ship (shortest and safest way)
 • Ensure that Delivery of ship’s stores are not left unattended on the facility
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DRILL 40 Delivery of 
ship’s stores}

Regulation 725/2004: 

SCENARIO:
When the security level is escalated, the Delivery of ship’s stores must be handled according to 
the ISPS procedure. Time this procedure: how long does it take for the complete Delivery of ship’s 
stores to be fully inspected?

LOCATION:
 • Facility – Gate-in

PARTICIPANTS:
 • PFSO as observer
 • Where applicable, SSO
 • Security personnel
 • Ship’s supplier

OBJECTIVES:
 • Test the procedures laid down in the PFSP
 • Ensure that the procedure is known to security guards
 • Carry out spot checks of goods supplied / ordered
 • Check what happens to Delivery of ship’s stores that arrive without advance notice 
    (what does the security guard do?)
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DRILL 41 Handling 
unaccompanied baggage}

Regulation 725/2004: A/14.1 B/16.45 B/16.46 B/16.47 B/16.48

SCENARIO:
PAX
If Handling unaccompanied baggage is permitted, handle and screen it correctly. Bring the luggage 
safely to the ship.

CHECKLIST:
 • Test the procedure for screening luggage
 • Test the scanner used
 • Test the security guards’ knowledge of the procedure
 • Check communication with the ship

LOCATION:
 • Facility

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Assure correct compliance with the procedure for Handling unaccompanied baggage
 • Identify Handling unaccompanied baggage as safe
 • Assure communication with the ship
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DRILL 42 Handling 
unaccompanied baggage}

Regulation 725/2004: B/16.45 B/16.46 B/16.47 B/16.48

SCENARIO:
CARGO
Get someone to deliver a package to the security guardhouse or porter’s lodge, with a request for it 
to be taken to a ship at berth. (Invent a believable explanation.) 

CHECKLIST:
 • Check that security personnel follow the procedure and report the incident correctly
 • Measure the response time (for application of the procedure)
 • Check how the threat level is assessed: how suspicious is the package considered?
 • Check compliance with the procedure: drawing up the incident report form
 • If necessary, update the details of the external bodies to be contacted

LOCATION:
 • Facility – gate or security guardhouse/porter’s lodge

PARTICIPANTS:
 • PFSO
 • Security guards
 • Facility personnel/reception

OBJECTIVES:
 • Ensure that personnel know the procedure for Handling unaccompanied baggage
 • Test the feasibility of the procedure
 • Prevent bomb packages being taken onto the facility or ship
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DRILL 43 Training, drills and exercises 
on port facility security}

Regulation 725/2004: A/17.2.7 A/18.1 B/18.1

SCENARIO:
Attend the information session held by the local authority or some other maritime security-related 
seminar.

LOCATION:
 • See invitation

PARTICIPANTS:
 • The competent authority
 • PFSO
 • Security guards
 • Facility personnel

OBJECTIVES:
 • Provide information about ISPS and security: current situation, legislation, developments, 
    projects etc.
 • Exchange know-how and information

PART 1
 • Theory: Types of exercise
  Seminar / info sessions
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DRILL 44 Training, drills and exercises 
on port facility security}

Regulation 725/2004: A/17.2.7 A/18.1 B/18.2

SCENARIO:
As PFSO, organise a training course or information session on “improving the security of ships and 
port facilities” for the personnel of the facility.
 • Target groups to be informed: facility personnel, personnel working in the secured area
 • Subjects: security awareness, effective communication (top-down and bottom-up), 
    “What is a security incident?”

LOCATION:
 • Facility

Participants:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Provide information about ISPS and security
 • Improve awareness

PART 1
 • Theory: Types of exercise
  Seminar / info sessions



87EXERCITIUM - PRACTICE

DRILL 45 Ferry 
services}

Regulation 725/2004: 

SCENARIO:
A passenger has booked and presents a valid ticket, but turns out to be carrying a permissible 
weapon (e.g. a hunting weapon).

CHECKLIST:
 • What is the procedure to be followed?
 • Is the procedure followed correctly?
 • What route does the weapon follow to get on board?

LOCATION:
 • Facility entrance

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Assure correct application of the procedure by personnel responsible for access control
 • Ensure that weapons are not left unattended
 • Ensure communication with the SSO
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DRILL 46 Ferry 
services}

Regulation 725/2004: 

SCENARIO:
Once all the passengers are on board, a suitcase is found after the check-in desk, in the transit zone 
(i.e. not yet on board). What do you do?

LOCATION:
 • Facility transit zone

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Ensure that the procedure is followed correctly by security and other personnel
 • Ensure that the suitcase is brought safely on board, with security check, without causing 
    unnecessary delay (if owner is identified and suitcase is harmless)
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DRILL 47 Ferry 
services}

Regulation 725/2004: 

SCENARIO:
A passenger has booked a return ticket with cabin. He does not show up for the return trip. 
What do you do?

LOCATION:
 • Facility entrance

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Ensure that the passenger manifest/check-in list is correctly checked
 • Ensure that the proper information channels are informed
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DRILL 48 Ferry 
services}

Regulation 725/2004: A16.3.1

SCENARIO:
Somebody turns up at the check-in desk and asks for a birthday present to be brought to her 
daughter in the other port. She explains that the girl’s aunt will collect the present at the gate-in on 
the other side.

LOCATION:
 • Facility entrance

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Assure correct application of the procedure by personnel responsible for access control
 • Assure correct application of the procedure for Handling unaccompanied luggage,packages
 • Make sure the right questions are asked 
 • Ensure that the incident report is used
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DRILL 49 Ferry 
services}

Regulation 725/2004: A16.3.2

SCENARIO:
A man in the pax transit zone asks to be allowed to go to his car (in the transit zone car park) to 
fetch baby food. What do you do?

LOCATION:
 • Facility transit zone

PARTICIPANTS:
 • PFSO
 • Facility personnel
 • Security guards

OBJECTIVES:
 • Ensure that the procedure is followed correctly by security and other personnel
 • Make sure the right questions are asked.
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ANNUAL 
EXERCISES
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You find the word-document on the USB-stick
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ANNUAL EXERCISE1}
Regulation 725/2004: 

CONDITIONS:
Initiate the emergency plan: carry out the evacuation exercise with the facility actually being 
evacuated. This can be done in combination with a safety scenario, with e.g. the Fire Department or 
other emergency services attending.

SCENARIO:
The following disasters can be included in this exercise: 
 • Bomb alert
 • Fire of unknown origin
 • Leak of a dangerous product
 • Truck incident with dangerous goods
 • Incident on board of a ship alongside

ACTION:
The facility is expected to do the following:
 • Test all internal and external communication
 • Test evacuation procedures (assembly point, access routes for emergency services, etc.)
 • Test emergency generators
 • Test safety and security procedures (instructions to visitors, drivers, subcontractors etc.)
 • Test warning procedures (alarm signal, sirens etc.)
 • Close off access points, call up and check register/list of persons present
 • Test procedures for ships (notification, common guidelines etc.)

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO, SSO, CSO
 • Security
 • Own personnel
 • External personnel: visitors, drivers, contractors
 • Assistance from competent authority (optional)
 • Observer(s)

OBJECTIVES:
 • Assure correct operation of the alarm system, so that everybody (internal members of 
    personnel, ships, authorities, neighbouring companies) immediately take the correct action. 
    Make sure the signal can be heard everywhere and is recognised
 • Ensure that the list of persons present and/or crew lists are complete and can be used 
    efficiently in case of evacuation
 • Use checklists to ensure that no steps in the procedure are forgotten
 • Time the evacuation, to find out how long it takes to complete
 • Assure efficient collaboration between different facilities
 • Assure efficient internal and external communication
 • Crowd control
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action

TOOLS:
 • Evacuation Signalisation
 • Alarm Signals
 • Bomb Threat form
 • Tips & Tricks (7)
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  ANNUAL EXERCISE 2}
Regulation 725/2004: 

CONDITIONS:
SL2 cluster exercise
This exercise is carried out with other ISPS facilities in the vicinity
The exercise can be directed by the competent authority or by the different ISPS facilities in col-
laboration
The exercise starts with a simulated message to escalate to security level 2 for the whole cluster

SCENARIO:
Various facilities are being targeted by a small terrorist cell seeking to deal with personnel inside 
the facility in order to smuggle materials, steal data or make other preparations for a terrorist at-
tack

ACTION:
The facilities are expected to do the following:
 • Test all internal communication necessary to raise the security level
 • Assure increased alertness among personnel present, until the security level is lowered 
 • Check that personnel with security responsibilities know the procedures they have to follow 
    for SL2 (this can be done using a checklist)
 • Designated people attempt to infiltrate the facilities in order to check the robustness of the 
    level 2 procedures.

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO
 • Security
 • Own personnel
 • Assistance from competent authority  (recommended)

OBJECTIVES:
 • Assure the effectiveness of security level 2 procedures
 • Ensure that members of personnel are alert and apply the procedures
 • Assure the internal and external communication
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.

TOOLS:
 • Security Questionnaire
 • Tests in the field
 • Tips & Tricks
 • Port security awareness handbook
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ANNUAL EXERCISE 3}
Regulation 725/2004: 

CONDITIONS:
This exercise can be carried out in combination with the port security exercise of the competent 
authority
SL3 cluster exercise – table top
This exercise can be carried out if there are other ISPS facilities in the vicinity
The exercise can be directed by the competent authority or by the different ISPS facilities in col-
laboration. But active participation by the authority is required, in whichever case!
The exercise starts with a simulated message to escalate to security level 3 for the whole cluster

ACTION
The representative(s) of the competent authority and the various PFSOs in the cluster meet at one 
location. Each PFSO has a map of his/her facility. A map of the surrounding area for the whole 
group is provided.
The evacuation assembly points of the different facilities are compared in order to determine 
whether they might interfere with one another or the escape routes. Also discuss each other’s 
alarm signals and check each other’s contact details. 
Discuss whether there are any factors in the vicinity that could make such a combined evacuation 
necessary. Possibilities include:
 • Incident with a rail car carrying dangerous goods in the vicinity of the facilities
 • Incident with a pipeline near the facilities
 • Incident with a truck near the facilities
 • Incident involving dangerous goods in one of the facilities
 • etc.

LOCATION:
 • Various facilities

PARTICIPANTS:
 • PFSO
 • Security
 • Own personnel
 • Competent authority

OBJECTIVES:
 • Assure awareness of possible dangers in the vicinity of the facility
 • Assure efficient internal and external communication and collaboration
 • Coordinate the procedures among the different port facilities and the competent authority
 • Prevent each other’s escape routes interfering with one another, and/or ensure the most 
    efficient evacuation for the entire area
 • Coordinate simultaneous evacuation of the different port facilities
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.
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ANNUAL EXERCISE 4}
Regulation 725/2004: 

CONDITIONS:
Full escalation of the facility to SL2, with all procedures in the PFSP being applied. Examples include:
 • Set up mobile barriers
 • Illuminate the security zones
 • Set up additional access control
 • Test the CCTV systems
 • Allow only essential vehicles and persons to enter
 • Keep an access register
 • Test the internal and external communication systems
 • Put on additional security guards/own personnel, etc.
Any seagoing ships alongside may also be asked to simulate escalation. Test the communication 
with the ship, and check the security measures with the SSO. A DOS may also be set up
Various simulations can be produced. Examples include:
 • A website for a fictitious company is set up, using this as a pretext to gain access to the facility
 • People who are refused access to the facility start to cause trouble. Simulate this and test the 
    reaction of personnel. To make it more difficult, get people speaking different languages
 • Someone claiming to be from the press phones reception/security, saying he/she has heard 
    about an escalation and asking for information
 • Someone starts acting suspiciously in front of one of the surveillance cameras; check 
    whether the person monitoring the cameras notices
 • Someone leaves behind a briefcase in the reception area
 • Someone tries to gain access using somebody else’s ID card or access card
 • Somebody tries to gain access using a strange excuse
 • Somebody shows unusual interest in the facility: taking photographs, using binoculars, 
    hanging around, asking questions etc
 • Somebody leaves their ID card lying around at reception
Depending on the particular tests, the “Security incident report” procedure for reporting to the 
PFSO and the competent authorities may be tested.
De-escalate the facilities (and any ships involved) to SL1. Check which actions are involved and 
how long it takes until all procedures are going entirely according to SL1

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO, SSO, CSO (optional)
 • Security
 • Own personnel
 • Assistance from competent authority (optional)

OBJECTIVES:
 • Determine the time necessary to deploy mobile barriers or perimeter
 • Assure correct operation of CCTV system, if there is one
 • Assure correct use of presence lists, crew lists and registers
 • Assure good operation of lighting around the facility and on board the seagoing ship
 • Assure efficient internal and external communication
 • Check the general knowledge of ISPS and of important documents, on the part of security guards 
 • Check that all procedures for level 2 are practical 
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.

TOOLS:
 • Tips & Tricks
 • Security Questionnaire
 • Tests in the field
 • Port security awareness handbook
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ANNUAL EXERCISE 5}
Regulation 725/2004: 

SCENARIO:
Blackout caused by sabotage, affecting the entire facility

ACTION:
Check the following action points for level 1 and 2:
 • What effect does this have on the various processes?
 • Which processes are covered by an emergency generator, and for how long?
 • How are the other processes dealt with?
 • Check also what security equipment no longer works. Determine how continuity of the various 
security operations can be ensured, so that unauthorised persons are not able to take advantage of 
the situation to create further mischief. Discuss the situation with agents on the ground

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO
 • Security
 • Own personnel
 • Assistance from competent authority (optional)

OBJECTIVES:
 • Ensure that security operations continue to be carried out, despite the reduced technological 
support
 • Assure good communication
 • Assure alertness and awareness in exceptional circumstances
 • Ensure that the important processes continue to operate, and find out which other processes 
    are degraded or no longer operate
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.
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  ANNUAL EXERCISE 6}
Regulation 725/2004: 

CONDITIONS: 
Table top - Participation by the competent authority is required!
The security alarm system of a ship moored at your quay is activated. The competent authority 
instructs the PFSO to assemble the company’s crisis team at an external location and to continue 
directing the facility from there. The other members of personnel are not allowed to leave the fa-
cility, and no indication of an emergency must be given. 
It is advised to actually carry out the tabletop exercise at the external location: this will make the 
exercise more effective, since the resources available there will be inventoried and tested. It will 
also allow to determine the time necessary for the full team to assemble at the external location 
and begin operation

ACTION:
Examine the following:
 • Who is in the company’s crisis team?
 • Which location does the crisis team move to?
 • Which resources do they need in order to operate from there?
 • Who are the contact persons who remain inside the facility? What are the “secure” lines for 
    communicating?
The security guards/reception must not allow anyone to enter the facility, except members of the 
authorities. How do the security guards/reception accomplish this? How do they identify author-
ised members of the emergency services?

A possible scenario is that the ship’s crew have been taken hostage after the ship has moored: the 
hostage-takers must not notice that the facility is aware of the situation, and the terminal should 
appear to continue operating normally. A short while later a hijacker contacts the CEO, saying 
that a huge explosive charge is hidden among freight that has just been unloaded, and that he will 
detonate it. The facility has to be evacuated immediately: how will the crisis team deal with this 
from the external location?

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO, Security, Own personnel
 • Representative(s) of the competent authority

OBJECTIVES:
 • Assure good coordination between the competent authority and the terminal
 • Assure awareness on the part of personnel present
 • Test the bomb alarm/alert procedures
 • Coordinate operation of the terminal from a remote location
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.
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ANNUAL EXERCISE 7}
Regulation 725/2004: 

SCENARIO:
Table top and simulation. Participation by the competent authority is required!
During a cargo spot check, security finds tampered cargo. They find a suspect item, which may well 
be a WMD. The entire cargo that has been unloaded from the ship has to be inspected in detail. 

ACTION:
Examine the following:
 • How is the inspection carried out?
 • Which resources are used for this?
 • How can space be made available on the facility where the ship’s cargo can be set apart, and 
    where freight that has been inspected can be distinguished from freight that has not been 
    inspected?
 • Which government authorities have to be involved?

LOCATION: 
 • Entire facility

PARTICIPANTS:
 • PFSO
 • Security
 • Own personnel
 • Representative(s) of the competent authority

OBJECTIVES:
 • Evaluate the inspection resources available within the port facility, and determine which 
    resources can be contributed by the competent authority
 • Evaluate the possible locations for the inspection available within the facility, which can be 
    set apart as separate areas
 • Assure good coordination between the competent authority and the terminal
 • Assure correct inspection of the cargo
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.
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  ANNUAL EXERCISE 8}
Regulation 725/2004: 

CONDITIONS:
Carrying out ship supply operations at SL2.
Simulate escalating the facility to SL2. Determine how ship supply operations can be carried out 
under SL2 conditions. Apply the relevant procedures.
Involve the competent authority.

SCENARIO:
The facility is escalated to SL2 in response to a threat of an unknown type. 
The procedure for supplying ships under SL2 has to be applied

ACTION: 
The facility is expected to do the following, as per the PFSP:
 • Check the details of the supplier and the ship
 • Check the advance notice of arrival
 • Check the composition of the goods supplied
 • Check the details of the driver supplying the goods
 • Check the vehicle registration
 • Inspect the ship’s supplies
 • Search the vehicle
 • Accompany the supplies to the ship

LOCATION:
 • Facility: gate-in – security guards’ lodge – porter’s lodge – quayside

PARTICIPANTS:
 • PFSO
 • SSO
 • CSO (optional)
 • Own personnel
 • Security guards
 • Person delivering the ship’s supplies
 • Representative(s) of the competent authority

OBJECTIVES:
 • Test procedures for supplying ships, with security guards or own personnel at SL2
 • Prevent ship’s supplies getting into the facility without advance notice
 • Check that there are no suspicious packages among the ship’s supplies
 • Ensure correct checking of the information
 • Assure correct identification and recording of the identity of suppliers and visitors
 • Ensure that no ship’s supplies get on board without being inspected
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.

TOOLS:
 • Tips & Tricks (15)
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ANNUAL EXERCISE 9}
Regulation 725/2004: 

CONDITIONS:
Training in personal descriptions, for security personnel and security guards whenever SL2 proce-
dures have to be applied. All facility personnel with security responsibilities are given instruction 
in how to maintain higher vigilance at SL2.

SCENARIO:
The facility is thought to be targeted by a group of people wishing to gather sensitive information 
about the facility and finding weak points in the organisation

ACTION:
Members of personnel with security responsibilities must be able to:
 • Recognise breaches of SL2
 • Maintain heightened vigilance for suspicious people/behaviour
 • Operate any CCTV systems present
 • Be familiar with communication systems (means of communication, code words, important 
    telephone numbers, contact persons etc.)
 • Report incidents clearly
Get various types of people (chosen by the facility or the authorities) to try and gain access to the 
facilities in different ways (on foot and by vehicle), look for weak points or obtain sensitive infor-
mation. Actions may be repeated by the same persons, but make sure that external appearances 
are different each time (e.g. with/without glasses, with a different colour of jacket, with/without 
briefcase, with/without hat, etc.)
 • The security guards must recognise and note the suspects and the suspicious behaviour. 
 • In their communication and in their reporting to the PFSO, the security guards must practice 
    giving very detailed descriptions of the persons and vehicles
Give the security guards a clear description of one or more suspects who may be present on the 
terminal. Get one guard to look for the suspect(s) using the CCTV system; once found, the guard 
should use the communication system to give a clear description and send a colleague to the 
suspect(s). If there is no CCTV system, a patrol can be sent out to look for the suspect(s)

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO, Security guards, Own personnel
 • Assistance from competent authority (optional)

OBJECTIVES:
 • Ensure that good use is made of the CCTV system
 • Assure correct use of presence lists, crew lists and registers
 • Assure good internal and external exchange of information
 • Carry out a debriefing with all parties involved
 • Test the professionalism and ISPS knowledge on the part of security guards and people with 
    security responsibilities
 • Improve awareness and give training in detailed personal descriptions
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.

TOOLS:
 • Tips & Tricks (9) (10)
 • Security Questionnaire
 • Tests in the field
 • Port security awareness handbook
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  ANNUAL EXERCISE 10}
Regulation 725/2004: 

CONDITIONS:
Specifically for cruise/passenger vessels and ferry services 
Table top exercise – in collaboration with the competent authority and SSO

SCENARIO:
Simulating bomb alarm/evacuation.
An unknown person contacts the facility by telephone with the following message:
“There are bombs set to explode in the next four hours placed in the terminal of your port.” 
The caller was female, with a northern accent and spoke quietly without any trace of emotion or 
panic and she said this only once

ACTION
Think of the various ways in which bombs could be brought in (in hand luggage, in a vehicle, car-
ried on the person, in accompanied luggage etc.)
Discuss with the competent authorities and SSO which actions you have to take, the division of 
tasks and how you will organise the evacuation

Call for the registration list and passenger manifest to determine the number of people on the ter-
minal and on the vessel, and plan accordingly
Use the layout plan of the facility and of the vessel during the exercise in order to discuss the situ-
ation

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO
 • SSO
 • Security supervisor
 • The competent authority

OBJECTIVES:
 • Discuss how to organise the evacuation as efficiently as possible
 • Agree on conventions for communication between the vessel, port facility and competent au-
thorities
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.
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ANNUAL EXERCISE 11}
Regulation 725/2004: 

SCENARIO:
Specifically for passenger vessels and ferry services 

ACTION 1: search for persons
On the news you hear a report about two wanted persons. The description seems to match two men 
you saw earlier on the facility. A check of the passenger manifest confirms the names of the peo-
ple, and you immediately inform the police. In the meantime your security guards try to recognise 
the men among the crowd. The exercise can be carried out in collaboration with the vessel, with 
one of the men on the facility and one on board
ACTION 2: due to sabotage/power failure the entire scanning system goes down (table top)
 • Determine how you will carry on inspecting the luggage
 • Determine how you will carry on checking the passengers
 • Determine whether there is an additional location that will enable you to split up the 
    inspection/checking
 • Determine how much additional surveillance is needed to carry out the task
 • Estimate the probable delay, etc.
ACTION 3: search for suspicious packages
Leave a package lying on the terminal. Test the awareness of the security guards: do they notice 
the package? Do they follow the correct procedure, according to plan?
ACTION 4: While scanning the luggage, parts of weapons are found in four different bags. Each 
bag belongs to a different person. There are two vessels at berth and there are 280 people on the 
port facility, including 208 passengers
What steps do you take?

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO, SSO, CSO (optional)
 • Security guards
 • Personnel with security tasks
 • Person in charge of each department of the facility
 • Assistance from the competent authority (optional)

OBJECTIVES:
 • Create awareness
 • Assure good collaboration and communication between terminal, vessel and competent 
    authorities
 • Provide adequate backup procedures
 • Ensure that all procedures continue to operate without inconvenience for passengers
 • Deal with unusual situations
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action.

TOOLS:
 • Tips & Tricks (9) (10)
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  ANNUAL EXERCISE 12}
Regulation 725/2004: 

Specifically for passenger vessels and ferry services 
All facility personnel with security responsibilities are instructed how to maintain higher vigilance at 
SL2 without worrying the passengers

SCENARIO
After a series of terrorist attacks against passenger/cruise terminals or ferry services in Europe, there 
are indications that the series of attacks will continue. For this reason all passenger, cruise and ferry 
services are advised to escalate to SL2

ACTION
The facility is expected to:
 • Test all internal and external communication necessary for escalating the security level
 • Test internal and external communications systems for communication with seagoing ships
 • Test evacuation procedures
 • Test emergency generators
 • Test safety and security procedures
 • Test how well personnel with security responsibilities are aware of the SL2 procedures to be 
    applied by them 
 • Provide additional security guards / own personnel
 • Use scanners + any backups
 • Set up mobile barriers or perimeter as a security perimeter, if necessary
 • Assure heightened vigilance for suspicious persons / actions
 • Inspect ship’s supplies and accompany them to the ship
 • Access control: check vehicle registrations and/or personal details
 • For passenger/cruise terminals: only permit essential vehicles to enter
 • Test the CCTV system, if there is one
 • Test the incident reporting procedure
Certain persons (appointed by the facility or by the authorities) must try to enter/infiltrate the facility 
in various ways and to look for weak points while SL2 procedures apply

LOCATION:
 • Entire facility

PARTICIPANTS:
 • PFSO, SSO, CSO (optional)
 • Security guards
 • Personnel with security tasks
 • Person in charge of each department of the facility
 • Assistance from competent authority (optional)

OBJECTIVES:
 • Assure good internal and external communication between the various parties
 • Assure good collaboration between the various parties
 • Assure correct use of presence lists, crew lists and registers
 • Check the time necessary for evacuation
 • Check the time necessary for setting up mobile barriers or perimeter
 • Assure correct operation of CCTV system, if there is one
 • Assure awareness on the part of personnel
 • Assure heightened security consciousness
 • Check the procedures for security guards
 • Check procedures at SL2
 • Assure heightened collaboration
 • Carry out a debriefing afterwards with all parties involved; draw up a list of points for action

TOOLS:
 • Security Questionnaire
 • Port security awareness handbook
 • Tips & Tricks
 • Tests in the field
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an Antwerp port security exercise

EXAMPLE:  
COOPERATIVE SHIELD

INTRODUCTION

The exercise was organised by the Port Security Authority 
together with the local Antwerp command of the Defence 
department. The Port Security Authority was joined by 
members of the Federal Police and the Federal Judicial 
Police.

LOCAL STAKEHOLDERS

FEDERAL POLICE

PORT FACILITY

JUSTICENATIONAL MARITIME
SECURITY AUTHORITY

PORT SECURITY
AUTHORITY

FEDERAL POLICE
ANTWERP

PROVINCE
ANTWERP

CITY OF
ANTWERP

THREAT ANALYSIS

FEDERAL CRISIS CENTRE

12 STEPS

At T-7 months the initiative was taken to organise a port 
security organisation with the support of Defence. It soon 
became clear that in reality a terrorist threat would lead 
to the alarm being raised with various authorities, each of 
which would play a role in dealing with a security incident.

It was therefore considered appropriate to at least take into 
account the input from these authorities and if possible to 
involve them in the exercise.
The authorities involved reacted positively, which led to 
the scope of the exercise being considerably expanded.
The general themes and the scale of the exercise were dis-
cussed at a kick-off meeting.

PSA
- Port Authority
- Maritime Police
- Local Police
- Customs
- Provincial Command (Defense)
- Sûreté de l’ état
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COMMUNICATION
Port Authority

LOGISTIC SUPPORT
Provincial Command
Port Authority

SCENARIO
Provincial Command
Federal police

EVALUATORS/OBSERVERS
Scenario team
City personnel

/

EX DIR 
Provincial  Command 
Defence

EMT
Provincial command/Federal Police
Port Authority/Province/City 

STEP 1

(In the following historical description of steps 1-12 
a “narrative present tense” is used)

Define type and scale of the exercise

- Participating authorities:
• PSA
• Federal Police (Antwerp)
• Province of Antwerp
• City of Antwerp

- General themes
• Testing the communication structure
• Testing the protocols between various services
• The security procedures of the various authorities 
 oriented towards a maritime environment (test?)

- Scope of the activities:
• Table top + limited deployment on the ground
• The focus is to lie on consultation between the various 
authorities. It is decided that Defence will carry out a re-
connaissance of possible targets.
• The exercise is to be played locally, with the central 
authority being simulated.

STEP 2

The support team is made up as follows.

- Indicative period and time needed
• It is agreed to hold the exercise in the autumn of that 
same year, over a period of 3 days, in order to deal with 
the objectives of the various participants. Since it is the 
first exercise of this type, it is also assumed that it will be 
necessary to hold the exercise without any pressure of 
time.

- Media
• The initial guidelines are drawn up for media policy, 
with the communication officers of the various participat-
ing organisations being approached. The Port Authority 
communication officer is to act as contact point and coor-
dinator.
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STEP 3

General and detailed description of the objectives

In this stage the exercise objectives of the different partici-
pants are outlined and compared with each other so as to 
arrive at a single corresponding list.

- PSA: 
1. Test the communication structure for port security
2. Test the interaction with other services and evaluate 

the feasibility of the existing procedures
3. Escalating the lock complexes (ISPS facilities): 

• Test communication
• Test the feasibility of the security procedures
• Investigate the impact on commercial operations

- FED. POLICE + MARITIME POLICE: 
1. Escalating the security level: communication
2. Test support by “central support”
3. Determine the feasibility/effectiveness of deploy-

ment on the ground

- FED. POL + DEFENCE: 
1. Test communication between the two
2. Test the protocol for support by Defence
3. Test the feasibility/effectiveness of deployment on 

the ground

- PROVINCE:
1. Test communication
2. Coordinating role

STEP 4

Develop a consistent scenario.

Based on information from international intelligence servic-
es, a report has been issued from which it is clear that a ter-
rorist group has concrete plans to hit the Western economy 
and international trade through attacks on major ports and 
airports. Certain sources also state that the port of Antwerp 
could present a further strategic objective.

STEP 5

Simulation data

- A large quantity of explosive (400 kg of Semtex) disap-
pears from a munitions depot in another country.

- A known, dangerous terrorist organisation calls for at-
tacks against European port cities, in particular Antwerp.

- Plans are discovered mentioning lock complexes. (There 
are locks at three locations in the port of Antwerp: Zand-
vliet/Berendrecht lock complex, Boudewijn/Van Cauwe-
laert lock complex, Kallo lock.)

STEP 6

Draw up the MEL

The exercise is largely “free play.”

- Draw up a situation with sufficient indications of a  
serious terrorist threat against the port, specially the 
locks:

1. Munitions stolen in another European country 
 (400 kg Semtex).
2. Call by a known, dangerous terrorist organisation 
 for strikes against European economic and logistics 

centres.
3. Plans discovered in a house search, specifically 
 targeting locks.

- Directives from ADCC (government crisis centre) 
 => escalate to Level 3 (simulated).
- Port security plan activated for the threatened area
- Security mechanism activated by police + request sent to 

Defence
- Security mechanism further developed by police + sup-

port requested from Defence
- Support confirmed by Defence. Joint command structure 

outlined: rules for commitment
- Orders drawn up for police and Defence
- Command structure started up and tested, including dem-

onstration and testing of technical assets
- Resources deployed on the ground (command element)
- Demonstration + press conference
- Hot wash-up
 Example: Part 3 - Tools MEL
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STEP 7

The Exercise Convention is drawn up and passed on to 
the various authorities.
Example: Part 3 - Tools Exercise Convention

STEPS 8 & 9

The evaluators are all member of the scenario team 
and are thus informed about the objectives.

STEP 10

The exercise

Security level 2 (day 1)

The Federal Service providing threat analysis, gives  a re-
port to the Federal Crisis Centre, indicating that the Port of 
Antwerp is threatened by an International Terrorist Organi-
sation.
The Federal Crisis Centre decides to increase the port secu-
rity and the security of the Antwerp Port Locks (ISPS facili-
ties) to level 2.

Above mentioned is simulated “Provincial Command”.
- The PSA meets at the indicated location (Port Authority 

Offices) and issues the escalation order to the port facili-
ties.

- The procedures as described in the Port Security Plan for 
level 2 are initiated.

• Extra patrols by the Maritime Police (Table top)
• Extra checks by the Customs (Table top)
• Close contact with PFSO

Security level 3 (days 2 & 3)

Further information transmitted to the Federal Crisis Centre 
indicates that the threat has become imminent, consequent-
ly the threat level is raised to level 3.
(Simulated by “Provincial Command”)

Day 2:
The PSA takes following actions:

- Instruct the port facility (the locks) accordingly.
- Escalate port security measures as described in the port 

authority plan. (tabel top)
• Road blocks
• Diversion of traffic
• Access restriction of certain types of ships 
to the locks

The Federal Police and Defense agree a joint set of proce-
dures, based on existing protocols, enabling defense to sup-
port the police efforts.

2 main actions are taken:

1. Reconnaissance of the 3 lock complexes 
 by “Defense team”

a. Identification of weak points
b. Threat assessment
c. Resources required

2. Inventarisation of required resources, 
 provided by defense and police

Day 3:
Actual deployment of resources as planned on day 2.
A “Command Post Operation” is organised on the site of the 
“Zandvliet/Berendrecht Complex” and specific resources are 
demonstrated, such as:
- Remus sidescan sonar
- Infantry
- B-Hunter UAV (Unmanned Aerial Vehicle)

A press conference is incorporated in this stage of the ex-
ercise in order to give a general outline on port security 
and to emphases the cooperation between the several dis-
ciplines and authorities (province, city, port, port security 
authority)

At 11:15 am on day 3 the threat level is lowered to 1 and all 
parties are informed that the exercise has ended.

IN TABLE TOP:
! 

Check whether decisions taken can be carried 
out in reality!

- Keep National Maritime Security Authority informed 
(simulated).

Within the Port Security Authority, the Port Authority pro-
vides the necessary specific port related data:
 Shipping information:

• ships in port
• ships underway (with previous ports)
• ships expected (with previous ports)
• follow-up traffic with harbour radar
• providing data supported by the geographical in-
formation system

FROM: EX DIR
TO: ALL CONCERNED PARTIES
SUBJECT: END EXERCISE COOPERATIVE SHIELD

EXERCISE – EXERCISE – EXERCISE
11:15 AM: END OF EXERCISE
“SCENERY TO BE CLEARED, ALL UNITS BACK TO NORMAL DUTIES”

EXERCISE – EXERCISE – EXERCISE
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Conclusion of the exercise

There was no doubt that the exercise was a success. 
It is necessary to have regular consultation with the 
other police services involved, and to provide them 
with information. This exercise was a simulation; the 
question remains, how will the judicial system act in 
case of a real threat?

During the exercise it became clear that certain pre-
ventive measures (such as using side-scan to inspect 
ships) would have a serious impact on activities with-
in the port. Data provided by the port authority can 
be used to screen out vessels which do not present a 
significant risk.

The GIS maps of the port contain a great deal of 
information that is of crucial importance for decid-
ing the further course of events in case of a security 
problem. 

The Port Authority has a state-of-the-art radar sys-
tem which is an added value for security on the water 
side.

AN ORGANISATION CANNOT BE CRITICISED 
FOR A CRISIS HAVING OCCURRED, 
ONLY FOR THE WAY IN WHICH THE CRISIS 
IS DEALT WITH.

This exercise showed that Antwerp Port Authority 
can play a unique role in port security. 

Furthermore, the Port Authority has invested in 
systems that can be of considerable use for security, 
namely the port radar and the camera surveillance in 
the docks.  

The overall concept of port security is based on infor-
mation; escalation to a higher level is imposed by the 
federal crisis centre on the basis of information re-
ceived by the threat analysis. All decisions that were 
taken during the exercise were based on information 
obtained.
The port is a provider of information to the authori-
ties in charge, during a crisis, by making the radar 
and camera images available and sharing the data 
from the APICS system.

STEP 11

The first debriefing (hot wash-up) is held on day 3, immedi-
ately upon conclusion of the exercise. This is essential to re-
cord first impressions. The information received is bundled 
with the subsequent reports from the evaluators or players.
The final debriefing has been given on 13 November 2008 
including a list of defined action points.
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part 3

TOOLS
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1/Put up barriers by dismantling

During drills and exercises you can simulate particu-
lar situations by issuing a message an alternative to 
implementing the security measures in reality. 

to improve your security
TIPS & TRICKS

When raising the security 
level it is possible to be 
creative by “dismantling” 
certain accesses to the 
facility.
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Set up barriers ...

By being creative and using materials available 
on the site – such as goods and vehicles – it is 
possible to quickly set up a physical barrier and 
deploy a perimeter in a simple and effective 
way. 

!
Vehicles that happen to be avail-
able can also be used as a gate. In 
this way the marked-off area can 
still be kept available for move-
ments of persons – by vehicle or 
otherwise – who are essential for 
the operation of the facility.

By using large, heavy ob-
jects – such as big bags or 
containers – it is possible 
to close off the front end 
of the quay, thus raising 
a physical barrier so as to 
create a marked-off area 
when the security level is 
raised.

2/... with big bags 3/... with containers
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4/TAILGATING

!
One way of gaining access to a 
facility is by driving very close 
behind another vehicle which is 
permitted to enter. In this way 
it is possible to get inside the 
facility with an unauthorised 
vehicle.

5/Deploy additional personnel

During drills and exercises it is possible to use 
your own members of personnel and/or extra 
personnel to carry out additional checks when 
the security level is raised. 

Make sure that these extra people have the 
necessary resources such as mobile phones, 
walkie-talkies, contact lists, important tel-
ephone numbers, cameras, extra batteries 
etc. so that they can keep in contact at all 
times with the right person(s) without hav-
ing to leave the place where they are told 
to be operational.

This operation may be part of an ex-
ercise. It will check whether security 
personnel are keeping a proper watch.
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Use an electronic message 
board to announce the 
heightened security level.

Always be on the lookout for 
inconsistent or contradictory 
situations on the workfloor! The 
members of personnel are the 
most familiar with the work en-
vironment, so they are the ones 
who are most likely to notice if 
something is out of place. You 
should therefore give them a 
contact point or contact person 
to whom they can report the 
situation.

When the security level is raised, use an 
electronic message board to announce that 
additional checks are being carried out. 
This will help to make the security opera-
tions at the entrance go more smoothly.

6/Use visual means to announce a heightened security level

By being creative and using 
the resources available with-
in the facility it is possible 
to make the security level 
known visually. 

7/Watch out for 
inconsistencies
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Try to obtain confidential information about 
access procedures by talking to security guards 
or members of personnel, either personally or 
on the phone. Claim to be from some organi-
sation and ask questions about the company, 
guards etc.
Ask for various security documents, e.g. the 
security manual, the security incident form, list 
of contact persons, bomb alarm report form etc. 

Do they know about these documents? Can 
they find them quickly? Are the available doc-
uments up to date?

In this way it is possible to check whether secu-
rity guards and/or members of personnel react 
in an alert way when people who do not belong 
to the facility/company ask for confidential in-
formation and try to obtain documents. 

9/IDENTITY SWAP

!
Be alert and on the lookout at all 
times!  
 
Y ≠ X and X ≠ Y 
 
Person X registers at the gate ac-
cording to the access procedure, 

showing some form of identity. Pay 
attention to the person’s physical ap-
pearance, and make sure they resem-
ble the ID photograph.  
It is quite possible for people to swap 
identities, and for person Y to take 
the place of X, because they resemble 
one another. 

8/Identification procedure
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One of way of gaining access in an unorthodox 
way and at the same time testing the alertness 
of the security personnel is to do the following 
during a drill or annual exercise.

Stop a truck on the way to the facility, a few 
hundred meters away from the gate.

Try to convince the driver that you want to 
test the alertness of the security personnel as 
part of an ISPS exercise, and ask him to drive 
you through the gate. 

10/WATCH OUT  
FOR UNATTENDED  
VEHICLES OR PACKAGES

! 
Be alert and on the lookout! If 
you notice an object or vehicle 
that seems to be out of place in 
your workplace or work environ-
ment, report it to the security 
staff or your immediate superior! 
In most cases the object or ve-

hicle will not pose any threat, but a 
healthy dose of awareness – without 
being paranoid – is always a good 
thing.

This is one way of checking 
whether the security guards 
know the procedures and 
follow them correctly.

11/Getting a lift in a vehicle
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It’s only a “window of opportunity,” but by using 
the cover of a large vehicle it can sometimes be 
very easy to evade the security and so gain unau-
thorised entry to the facility.

13/USE A WIDE-ANGLE MIRROR 
TO CHECK FOR OBJECTS

! 
People reporting at the gate when entering 
the facility sometimes leave objects behind, 
out of absent-mindedness. But in some 
cases objects may be left behind deliber-
ately! It should be second nature for the 
security guard or porter to check for such 
objects. 

A wide-angle mirror is a very useful tool for 
detecting objects that may or may not be suspi-
cious. 

12/Gain unauthorised access to the facility
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During drills and exercises you can simulate 
particular situations by posting a message to 
represent an abnormal situation. 

Existing damage can be marked with text, so 
that it can be visualised as part of a drill or ex-
ercise!

By being creative and using materials 
available on the site – such as goods and 
vehicles – it is possible to quickly set up a 
physical barrier and deploy a perimeter in 
a simple and effective way when the secu-
rity level is raised.                                                                                                             

Large, heavy objects such as big bags as 
well as handling equipment, pallets etc. 
can be used to close off gates and doors.

To maintain maximum control of people and ve-
hicles when the security level is escalated, a vehi-
cle or vehicles can be used to create a set of lock 
gates, with only one person or vehicle being al-
lowed through at a time. 
                                                                                                           
In this case the vehicle is used both as a gate and 
as a physical barrier, so as to keep a security zone 
accessible for people or vehicles that are essential 
for operation of the facility. 

14/Use available resources to close gates

15/Create lock gates

16/This is a breach
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Advance notice may be given of the arriv-
al of persons in a vehicle, but that doesn’t 
mean they should be allowed in without 
any check! There must always be some 
form of visual check when they arrive at 
the gate, before they are allowed to enter 
the facility.

18/Keep your 
perimeter fence 
unobscured

Don’t let nature compro-
mise your security! Always 
keep your perimeter fence 
free of weeds and growth. 
That way you can always 
spot weak points or dam-
age, not to mention unau-
thorised persons trying to 
gain access

17/Advance notice of arrival of persons with vehicle
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1/		 Try	to	gain	access	to	the	facility	by	getting	a	lift	with	a	
truck	driver.

2/		 Look	for	places	where	the	perimeter	fence	is	damaged,	in	
order	to	get	in.

3/		 Try	to	impersonate	somebody	at	the	reception.
	 Try	to	use	someone	else’s	identity	card/access	pass.
	 Plant	a	dummy	access	pass	at	the	reception	area.

4/		 Use	some	sort	of	excuse	to	gain	access	to	the	facility.	For	
example:

	 	 •	Use	the	internet	to	find	out	the	name	of	
	 	 			someone	who	works	there.	Say	that	you	have	
	 	 			a	present	for	him	or	her.
	 	 •	Set	up	a	website	for	a	fake	company,	giving	
	 	 			yourself	a	false	identity	as	a	member	of	the	
	 	 		company.	Use	this	to	arrange	a	visit	to	the	
	 	 		facility,	and	try	to	gain	access	this	way.

5/		 Try	to	drive	in	by	tailgating	another	vehicle.

6/		 Try	to	gain	access	at	the	reception,	knowing	perfectly	well	
that	you	will	be	refused.	Act	upset	and	challenge	security,	
eventually	simulate	that	you	are	speaking	another	lan-
guage.

 in the field
TESTS



125EXERCITIUM - TOOLS

7/		 Leave	a	briefcase,	package	or	other	object	behind	at	the	
reception	area.

8/		 Show	undue	interest	in	the	facility:	take	photographs,	use	
binoculars,	hang	around,	ask	specific	questions	about	the	
working	of	the	facility,	etc.

9/		 With	one	or	more	other	people,	get	someone	to	start	a	
conversation	with	the	security	guards/reception	in	order	
to	divert	attention,	while	another	person	tries	to	get	in	
without	registering,	e.g.	by	slipping	under	the	barrier.

10/	 “Infiltrate	backwards”:	try	to	get	in	by	working	your	way	
against	the	flow	of	people	coming	out,	during	an	evacua-
tion	or	when	a	shift	is	coming	off	duty.

11/	 At	security	level	2:	get	one	person	to	drive	in,	registering	
normally,	but	with	another	person	hiding	behind	the	seats	
or	in	the	boot.

12/	 At	a	smaller	entrance	or	turnstile	(not	the	main	entrance/,	
try	to	get	someone	to	badge	you	in,	with	the	excuse	that	
you	have	lost	or	forgotten	your	own	badge.

13/	 Observe	the	rail	entrance	to	the	facility.	Use	the	time	be-
tween	the	train	entering	and	the	gate	closing	behind	it	in	
order	to	nip	into	the	facility.

14/	 Try	to	get	more	than	one	person	into	the	facility	(on	foot	
or	by	vehicle/	by	badging	in	with	only	one	access	pass.	
For	example,	use	the	blind	angle	of	the	camera,	if	there	is	
one.

15/	 Observe	the	facility	and	try	to	discover	which	barge	is	
moored	there.	Claim	to	have	some	relationship	with	the	
bargee	or	the	barge	company:	family	member	/	insurance	
agent	/	surveyor	or	whatever,	in	order	to	gain	access.
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SECURITY
QUESTIONNAIRE
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BREACHES OF SECURITY
Set up a report of your findings:

➊

➋
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SOLUTIONS:

1. Two people entering together 
through the turnstile

2. The fence is holed
3. A suspicious package
4. A stranger is taking pictures of the 

terminal (note the licence plate of 
the car)

5. Gate blocked by a stone

➎

➌

➍
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Handbook

“PORT SECURITY 
AWARENESS”

Part 1 – Introduction
- The objective of this handbook
- How to use this handbook?

Part 2 – Threats to the maritime security
- Common threats within the maritime industry
- Why are ships and port facilities sensitive to criminal activities
- Techniques to circumvent security measures
- How can You, as a port employee, help to prevent illegal situations!

Part 3 – Dangerous goods, and products which may be used for illegal activities i.e. terrorism
- Recognise dangerous goods
- Recognise dangerous (illegal) items

• Bombs and explosives
• Weapons

- Which action can You, as a port employee, undertake!

Part 4 – The Port Facility Security Plan
- The definition of the threat levels and consequent the requirements.
- The objectives of the Port Facility Security Plan
- Means of communication
- What is your task, as a port employee

Part 2 – Fitting security measures
- Recognise suspect behaviour
- Recognise suspect containers
- Report suspect behaviour and/or suspect activities
- Fitting measures
- Access control
- Security rounds
- Illumination
- Evacuation, crowd control
- What is Your input, as a port employee

“Security Awareness Quiz”

Table of contents
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PART 1/INTRODUCTION

What will You read in this part:
- The objective of this handbook
- How to use this handbook?

The objective of this handbook

This handbook has been created for all people 
legally active within the port and/or on a port 
facility.

This handbook aims to clarify the necessity of 
a proper port security as described within the 
regulation 725/2004 and the directive 2005/65 
and to povide information to the reader about:

- Maritime security threats
- Recognise dangerous goods and dangerous 

products which may be used for terrorist ac-
tivities

- Facts about the port facility security plan
- Fitting security measures
- Recognise persons and techniques who and 

which are aimed at circumventing security 
measures and might pose a threat.

How to use this handbook

Read it attentively at least once and subse-
quently answer the questions from the quiz.
You may confirm having read and understood 
the handbook by entering name and date on 
the bottom of the quiz and sent the completed 
form to the Port Facility Officer.

When in doubt about certain aspects of this 
handbook, the Port Facility Officer  can provide 
the necessary answers.

Coordinates PFSO

Name:
Tel:
Mob:
E-mail:
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PART 2/THREATS TO THE MARITIME SECURITY

Common threats within the maritime industry

Theft of cargo, pilferage and petty theft:

The yearly loss of revenue due to theft can 
amount up to several millions of Euro’s.
People, gaining illegal access to the port facil-
ity may well steal personal effects from the 
people active on the facility (dock labour, ste-
vedores….). Money, mobile phones and other 
electronic devices, identity cards…etc., but 
also port facility equipment and documents.
Cargo theft or pilferage has a negative influ-
ence on the reputation of Your port, which 
may have an impact on choices made for a spe-
cific port.
Petty theft an pilferage may also come from 
people actually having a legal job in the port.

Stowaways:

Stowaways try to get on board of a ship in or-
der to reach the country “of their dreams”. 
When a stowaway is found on board of a ves-
sel, the shipping company operating that vessel 
will be held responsible. 
It is essential that the port facility pays due 
vigilance during cargo operations with ships 
which are sensitive to such illegal actions.

What will You read in this part:
- Common threats within the maritime industry
-  Why are ships and port facilities sensitive to criminal activities
-  Techniques to circumvent security measures
-  How can You, as a port employee, help to prevent illegal situations!

Smuggling:

Your facility may eventually be used to ship/
discharge illicit drugs, stolen goods, weapons…
etc.  It is a known fact that terrorist organisa-
tions use the vastness of the maritime industry 
to transport their goods.
For whatever final aim, smuggling is a dubious 
activity with a negative impact on the reputa-
tion of the port.

Sabotage:

Action carried out by one person or a group of 
persons with the purpose of damaging the port 
and/or a port facility.

 Internally:
- sabotage by a disgruntled member of person-

nel
- Personnel from sub-contractors who gain 

access to systems and/or procedures which 
may be used for later illegal activity on the 
site.

 Externally:
- Terrorists may use a port facility as a base 

to carry out a raid on a ship or on another 
(more sensitive) port facility.
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Terrorism:

There are over a hundred definitions of “Ter-
rorism”, but this one is rather good:

“
The use or intended use of violence 
against persons or material for ideo-
logical or political reasons, with the 
aim to reach its goal through terror, 
intimidation or threats.”

Terrorism is a potential threat to the maritime 
industry, because ships and/or port facilities 
may be used to:
>  Hide explosives in the cargo
>  Smuggle terrorists and/or weapons to the 

intended target
>  Cause economic and/or environmental dam-

age to the port
>  Take hostages 
>  Serve as a diversion for a target at another 

location
>  Steal dangerous goods for the production of 

explosives

All mentioned threats will additionally cause 
aggression, vandalism and intimidation.

There are at least four ways how a port facility 
may be  affected by acts of terrorism:
1. The facility is the target of a terrorist or a 

terrorist organisation
2. The facility (dangerous goods, products) may 

be used as a tool for an attempt at another 
location.

3. The facility loses revenue through terrorist 
activity in the vicinity

4. The facility may be infiltrated by radicalised 
personnel.

Why are ships and port facilities 
sensitive to criminal activities?

The global playing field and the immense quan-
tity of goods handled are an attraction pole for 
criminal activity and possible terrorism alike.
>  Port facilities, even properly secured as de-

fined by the regulation, are big surfaces in 
which a high quantity of goods and people 
move around.

>  Port facilities and ships may be seen as 
“symbols” of a “higher” class or as instru-
ments of “super powers” and as such, form a 
possible target.

>  Not every single piece of cargo is checked, 
nor at departure nor at arrival.

> A port is a concentration of many people, 
but mainly a great amount of good (of which 
a respectable part id dangerous).
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Techniques to circumvent security measures

Criminals and terrorists  will try to circumvent 
the security measures by:

> Hang around in the vicinity of the facility in 
order to observe personnel movements and 
procedures.

> Gaining information about the facility. This 
can be done by taking pictures, drawing out 
plans and/or asking questions to personnel.

> Claiming to be personnel or a sub-contractor 
in order to gain access to the facility

> Sabotaging access points (gates, doors, fenc-
ing) at remote spots.

> Telephone and/or mail personnel in order to 
gain information about security procedures 
on the facility.

> Posing suspect packages in order to check 
the response of the personnel.

> Trying to drive along with trucks delivering 
cargo or sub-contractors….

> …

WHAT CAN YOU DO:

! Report security equipment failures (lightning, gates, 
fences, cctv…) The PFSO is responsible for properly 
maintaining and repairing this equipment.

! Recognise suspect and threatening situations  
and report to the PFSO

! Avoid illegal access to the facility by consequently 
keeping doors and gates which should be locked,  
that way.

! Do not hesitate to ask the PFSO  
for further guidance.

How can You, as a port employee, 
help to prevent illegal situations!

Actively participate within an operational port 
security, including regular drills.
A proper “security awareness” is essential to 
protect the facility and the personnel against 
criminal and/or terrorist activities
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PART 3/DANGEROUS GOODS, AND PRODUCTS 
 WHICH MAY BE USED FOR 
 ILLEGAL ACTIVITIES I.E. TERRORISM

What will You read in this part:
- Recognise dangerous goods
-  Recognise dangerous (illegal) items
-  Bombs and explosives
-  Weapons
-  Which action can You, being active in the port, undertake!

Recognise dangerous goods

Certain dangerous goods, whether in bulk or 
packed (crates, barrels, pallets, containers) re-
quire extra vigilance for those handling these 
goods.

These dangerous goods may, in the wrong 
hands, be used as a weapon, either for making 
explosives, either to cause harm to people or to 
instigate environmental damage (which is also 
economic damage).

The maritime industry handles a huge amount 
of dangerous goods (HAZMAT= Hazardous 
Materials). These goods must be labelled.
For some more sensitive materials, a specific 
training is required.
When in doubt ask your superior to properly 
inform you whether there are any specific re-
quirements.

Have due attention for strangers in the vicinity 
of these goods, and always wear the required 
protective clothing and equipment.
Always warn the PFSO when suspect people 
and/or situations are observed in the vicinity 
of dangerous goods. (see also part 5)
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1. Explosives: may be fixed, liquid or gas. These products may explode through shock or 
friction, thus not only by ignition through fire or spark. Fireworks are a an example that 
is commonly transported by container.

2. Flammable gasses, such as LPG.
3. Flammable liquids, such as Petrol.
4. Fixed flammable products, some of which may ignite spontaneously or even through 

contact with water.
5. Oxidising goods, may combined with a flammable product, form an explosive mixture 

(Ammonium Nitrate is an oxidising product)
6. Poisonous goods, may cause bodily harm through oral intake, inhalation or skin contact.
7. Radioactive goods
8. Corrosive goods can affect other products and cause severe burns to humans. Inhalation 

of the fumes is also very dangerous.
9. Diverse goods, not classed in one of the above, but which constitute a risk.

Class 1
Explosives

Class 4.2
Spontaneously 
Combustible 
Solids

Class 7 
Radioactive

Class 2.1
Flammable 
Gas

Class 4.3
Dangerous 
when Wet

7
Fissile

Class 2.2
Nonflammable 
Gas

Class 5.1
Oxidizing 
Agent

Class 8
Corrosive

Class 2.3
Poisonous 
Gas

Class 5.2
Organic Peroxide 
Oxidizing Agent

Class 9
Miscellaneous

Class 3
Flammable 
Liquids

Class 6.1
Poison

P
Marine Pollutant

Class 4.1
Flammable 
Solids

Class 6.2
Biohazard
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Recognise dangerous (illegal) items:

Bombs, explosives IED 
(Improvise explosive device)

Any item, package, luggage, which stands out 
or is located where it does not belong, should 
be considered as suspect. 

These objects will be placed near :
- Public places, because they are easily acces-

sible and disposing of the package has less 
chance of being noticed

- Places where a maximum of damage can be 
caused, near mess rooms, in the vicinity of 
dangerous goods

At the least doubt, contact the PFSO for fur-
ther instructions.

What You shouldn’t do:
> Stay near the object
> Use your cell phone, Walkie-Talkie or other 

transmitting device in the vicinity of the ob-
ject.

> Touch or remove the object to another loca-
tion

The PFSO will alert the authorities, who will 
take further action as appropriate.
Make sure that You are familiar with the facil-
ity’s evacuation procedures.

Weapons

Within the EU, laws and regulations concerning 
the carriage of weapons is very strict.
For most weapons, a license is needed to own 
the weapon. Some (automatic) weapons are 
definitely forbidden. 
In most EU countries only the police, the mili-
tary and some private security (money trans-
port) are allowed to carry a weapon.
Ask your PFSO which laws are applicable.
People, not belonging to one of the above, may 
be assumed to pose a threat.

Weapons include:
- Fire arms, automatic weapons, handguns…
- Knives, daggers, throwing stars…..
- Explosives (grenades..)

WHICH ACTION 
CAN YOU, AS A 
PORT EMPLOYEE, 
UNDERTAKE!

!Know which kind of cargo is 
a normal commodity in Your 
facility

! Immediately report  
suspect items

! Report people carrying  
forbidden weapons (almost 
everybody except the police)

“Rule of thumb; 
If You cannot 
identify the 
item, report it.
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The definition of the threat levels 
and consequent requirements:

• Security level 1: means the level for which 
minimum appropriate protective security 
measures shall be maintained at all times.

• Security level 2: means the level for which 
appropriate additional protective security 
measures shall be maintained for a period of 
time as a result of heightened risk of a secu-
rity incident.

 
• Security level 3: means the level for which 

further specific protective security measures 
shall be maintained for a limited period of 
time when a security incident is probable or 
imminent, although it may not be possible to 
identify the specific target.

PART 4/THE PORT FACILITY SECURITY PLAN

What will You read in this part:
- The definition of the threat levels and consequent the requirements.
-  The objectives of the Port Facility Security Plan
-  Means of communication
-  What is your task, as a port employee, in the port.

Level1 is not intended to actually stop a terror-
ist, but it will turn the target (You port facil-
ity) into a harder target. A potential terrorist 
will have to prepare a lot more and eventually 
spend more in the process. This increases the 
exposure and the possibility of being notice by 
the intelligence community.

Level 1 is the everyday level. The decision 
to increase the level is taken by the National 
Authority responsible for port facility security 
and port security.
On threat levels 2 and 3, the security efforts 
are gradually increased and an active participa-
tion from the authorities is included.

The three threat levels are the common de-
nominator throughout the port facility security 
plan.

LEVEL 1

LEVEL 2

LEVEL 3

Minimum set of fitting security 
procedures and measures.

Additional security procedures and 
measures during increased threat. 

Strict security measures in case of 
imminent, concrete threat. 
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The objectives of the port facility security plan

> Ensure fitting access control procedures
> Improve and follow-up security on the site
> Protect employees and visitors
> Protect the ships moored alongside
> Protect the port facility and the equipment 
> Protect the cargo

It is important to be aware of the security level 
at which Your port facility is operating!

Means of communication

The port facility has the necessary means to 
alarm and communicate during an increased 
threat level.

Communication systems:
> Telephone
> Cell phone
>  E-mail
> Signals
> Walkie-talkie
> Loudhailer (for smaller facilities) 

WHAT IS YOUR TASK, AS A PORT EMPLOYEE

! Know the security level of the facility

! Know your tasks at each security level

! If You are unsure about Your tasks or 
You have a question, contact the PFSO.

While carrying out Your normal tasks, You 
should be attentive for unusual (suspect) 
items and/or persons at your professional 
location.

Ensure that the material with which You 
are working is in a good condition, and that 
the necessary checks are being carried out.
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PART 5/FITTING SECURITY MEASURES

What will You read in this part:
- Recognise suspect behaviour
-  Recognise suspect containers
-  Report suspect behaviour and/or suspect activities
-  Fitting measures
-  Access control
-  Security rounds
-  Illumination
-  Evacuation, crowd control
-  What is Your input, being active in the port

Recognise suspect behaviour

Following  elements may be considered suspect behaviour

> Wide clothing not appropriate to the season/weather conditions
> purposefully adapting the clothes when being observed
> Suspect forms within the clothing (hidden weapon)
> taking pictures of the facility, drawing plans, observing
> Aiming to avoid the security system
> Aiming to get access to the facility
> Questioning people about the security measures
> Any activity which does not fit in the normal professional pattern of the area
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Report suspect behaviour and/or suspect activities

Recognise suspect containers

There are already international initiatives in place to track suspect containers, 
but this does not mean that alertness is superfluous.

You can help by reporting suspect containers by watching for

> Unusual smell and/or sounds
> Traces of food and/or domestic rubbish in the vicinity of the container
> Holes in the container or adhesive tape on the container (hiding holes)
> Container numbers that does not match the manifest
> Wrong HAZMAT label for the declared cargo
> Seal missing or damaged

HAZMAT LABEL

AND/OR

HERE HERE

Whenever You are underway to or from the 
port facility, it may happen that you observe 
something suspect (even an abandoned car), 
report this to the authorities.

When in doubt while observing people behav-
ing suspiciously, always think about Your own 
safety first. When the person does not belong 

Within port areas, the PFSO’s should report se-
curity incidents to the authorities.
Suspect persons or cars noticed today, may al-
ready have been noticed before and give rise to 
establishing a pattern.
Proper and timely information by the port 
facilities is helping authorities to identify and 
prosecute illegal activities.
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on the facility, alert the security guards and/or 
the PFSO.
When the situation is safe You may inquire 
about the person’s business. At the least sign 
of unruliness refrain from insisting and take a 
distance.
When You have a colleague nearby, it is good 
practise to ask him/her to observe from some 
distance.

TIP
In case it is safe to inquire about the person’s 
business, remain calm and ask open ended ques-
tions.

Example: 

- Good Question: Where do you come from?
- Bad Question: Are you coming from (name of 

ship)?

In the bad question, the answer may simply be 
“yes”, leaving no room for further questions 
without raising suspicion. 

WHAT IS YOUR INPUT 
AS A PORT EMPLOYEE

! Integrate safety and security 
into your daily activities

! Report suspect behaviour and/
or suspect objects immediately

! Be alert!

 

Evacuation, crowd control

The port facility has evacuation procedures
> Know the emergency exits and an alternative 

route
> In case of alarm, proceed promptly to your 

allocated assembling point
> Remain calm, react promptly and helps your 

colleagues when required
> Do not return unless clearly allowed by the 

authorities and the facility’s management.

Fitting measures

Access control

> Supervision of doors and gates
> Identity checks
> Check of luggage, toolboxes, ...
> Report lost access identification cards

Security rounds

> Supervision on the key, warehousing and at 
ship’s berth

> Check remote places on the facility which 
may be hiding places

> Be clearly present and alert

Lighting

> A proper lighting on the whole facility is a 
very good deterent for illegal activity.
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CONFIRMATION “SECURITY AWARENESS”

 Right or wrong:

 1. Stowaways, sabotage and terrorism are common threats in the maritime industry.  Y/N

 2. Port facilities are possible terrorist targets.  Y/N

 3. Some cargo may be harmful to people and/or the environment  Y/N

 4. Terrorism is a criminal offense with a political purpose.  Y/N

 5. All port facilities are well protected against acts of terrorism.  Y/N

 6. Criminals may gather information by asking questions and taking pictures.  Y/N

 7. Explosives and petroleum products are dangerous.  Y/N

 8. It is advisable that you remove any suspect package to a safe location.  Y/N

 9. The security levels are the common denominator for the Port Facility Security Plan.  Y/N

 10.  The PFSP of your facility describes the security tasks and the responsibilities.  Y/N

 11.  You need to be aware of the current security level.  Y/N

 12.  In case of a bomb threat, search operations are only carried out by the employees.   Y/N

 13.  Suspect situations may be, unadapted clothing, uncommon activities in the dock.  Y/N

 14.  Container are always safe, as they are all inspected.  Y/N

 15.  Your discreet presence is an added value for security.  Y/N

 16.  You smell an unusual aroma, almost like almonds, do you call the PFSO?  Y/N

 17.  Darkness scares thieves.  Y/N

 Describe:

 18. Security Level 1:  ……………………………………………………………… ……………… 

 ………………………………………………………………………............

    ………………………………………………………………………............

 19. Security Level 2:  ………………………………………………………………………............

    ………………………………………………………………………............

    ………………………………………………………………………............

 20. Security Level 3:  ………………………………………………………………………............

    ………………………………………………………………………............

    ………………………………………………………………………............

“Security Awareness” Quiz

I have read and understood the “security awareness handbook”.
I have answered the 20 questions correctly.

Facility: ........................................................................................................................................

Signature employee: date: ..................

PFSO: date: ..................
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Criminals, including terrorists, cannot be recognised by age, 
gender, colour of skin or religion. Selection based on these 
criteria is also illegal.
Criminals, including terrorists, may be recognised by their 
behaviour.

Organised crime such as terrorism, is based on preparation. 
Targets will be observed in order to find out the security 
procedures. When these actions are being noticed, compel-
ling the criminal to suspend his actions, the relevant infor-
mation will be an added value to proper law enforcement. 
Additionally it may well have averted the criminal’s plans.

Suspect people can be recognised through the way they 
behave. In many cases, suspect people stand out, people 
tend to have a “feeling” about situations without being able 
to define why someone is suspect. 
There are a number of behaviour patterns which may draw 
the attention, however, one should keep on using sound 
judgement.  

- Appearance. Clothing may be not be in line with the 
actual weather conditions (baklava during summer, sun-
glasses while it is raining…) or with the environment (no 
proper safety clothing…). Very wide clothing, show-
ing forms that indicate something is hidden. Persons 
equipped with tools which clearly do not belong in the 
environment (wire cutters, shovel, big bags..). People in 
the process of changing appearance (with a beret, sun-
glasses, coat, change of hair style…) without a proper 
reason.  

SUSPECT 
BEHAVIOUR

                                                                                                               
- Conspicuous behaviour. This may include; taking pic-

tures, drawing plans of the facility, observing the facil-
ity during an extended period (from a car), eventually 
with the use of binoculars. There is also a possibility 
that criminal observers will try to test the alertness of 
the security in place by attempting to enter the facility 
(bumper busting, using someone’s badge, crawling under 
or dodging the barriers..). Unfamiliar people walking 
around on the facility are obviously to be considered 
suspect. People on the facility or in the vicinity ignoring 
safety requirements (such as telephoning near a chemi-
cal installation where it is clearly marked as forbidden). 
Any other activity which is out of line with the common 
activities.

- Implicit conspicuous behaviour. This may include; Nerv-
ousness, aggressive behaviour. This can be observed :
• Looking around continuously
• Slightly shaking
• Avoiding eye contact
• Sweating

It is obvious that not everybody who is acting nervously 
has to be considered a suspect. But when nervousness 
combined with the fact that the person is not familiar with 
the surroundings occurs, it is advisable to inquire about the 
purpose of the visit with some open questions, as indicated 
below.
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Address person:
When a person shows suspect behaviour, an employee can, 
when considered safe to do so, address the person. When 
two employees are in the vicinity, it is advisable that one of 
them stays at a distance and observes the conversation. If 
there are signs of aggressive behaviour, the observer should 
call for assistance and help his colleague.

A short conversation may clarify a suspect situation. It is 
good practice to calmly ask open ended questions.
NOT open ended:  Are You coming from the ship 
 alongside our quay ?

Open ended: Where do You come from?
 Can I help You ?
 Can You find Your way around ?
 Do You have an appointment ?
   
Do not give an indication that you are suspecting some-
thing. When the situation during the conversation evolves 
towards aggression from the interviewed person (may start 
with person being irritated), remain friendly and calm, take 
a distance and warn the PFSO.
Avoid aggression and certainly don not respond to it.

Persons with legitimate reason for being on the Port facility 
will normally respond calmly and will remain polite.
During the conversation, some peculiarities may be ob-
served, indicating a suspect situation :
- The person interviewed is not making eye contact, he/

she may be looking around a lot or may be staring or 

looking at the interviewer but fixing on another part of 
the body (chin, arms , chest).

- The person does not give a clear answer, changes the 
subject, is absent minded.

- Takes with an abnormally high voice, is stammering or 
quivering. Loses the subject. 

- The person makes a change of stance. This can be taking 
a step backward (may indicate fear) or a step forward 
(may indicate aggression) and or clenching and un-
clenching the fists.

- Some other indications from the person may be; breath-
ing harder, sweating, changing facial colour (red or 
white), shaking, producing a “tick” and/or arteries in the 
throat region and/or the face which start to throb nota-
bly. 

- The whole facial expression may indicate that the person 
interviewed is ill at ease with the situation.

In short, behaviour that clearly deviates from what is com-
mon during a normal conversation should be noticed, 
but also the context must be taken into account (if this is 
a candidate waiting for an application interview, it might 
be normal that he/she is nervous).

When in doubt, report to the PFSO. The information given 
to the PFSO should be as complete as possible ; colour of 
hair, stature, average age, eventual scars….
If a car can be linked to the person, it is important to not 
the license plate and the nationality of that plate. 

Their main purpose is to protect the port facility, the ship 
and all legitimate people present on the premises, as well as 
the cargo and the personal effects from the people. 

“Do not hesitate 
to report suspect 
situations to 
Your PFSO



146 TOOLS - EXERCITIUM

CARGO 
INSPECTIONS

SEAL INSPECTION

Seal verification and inspection process:

The VVTT seal inspection Process is a good example of one:

V – View seal & container locking mechanisms
V – Verify seal number for accurancy
T – Tug on seal to make sure it is affixed properly
T – Twist & Turn seal to make sure it does not unscrew
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7-POINT CONTAINER INSPECTION

1. Outside/undercarriage (before entering facility)
2. Inside/outside doors
3. Right side
4. Left side
5. Front wall
6. Ceiling/roof
7. Floor (inside) 

17-POINT TRUCK & TRAILER INSPECTION

1. Bumper
2. Engine
3. Tires (truck & trailer)
4. Floor
5. Fuel tanks
6. Cab/storage compartments
7. Air tanks
8. Drive shafts
9. Fifth wheel

10. Outside/undercarriage
11. Floor
12. Inside/outside doors
13. Side walls
14. Ceiling roof
15. Front wall
16. Refrigerated unit (if present)
17. Exhaust

1

1

2
3 4

5

6

7
8103

11

12
13

14

15

16

17

9

7

4
5

6
3

2
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PORT SECURITY 
EXERCISE
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Exercise documentation

• Exercise convention
• Documts for roll players
• Major Event List
• Evaluation criteria
• Guide for evaluators & observers

Port Security authority

Exercise scope and extent
Commitment
Exercise support
Approve exercise convention

Process

Step 1
Step 2
Step3
…
Step 12

Exercise Management Team

• Coordination before, during 
 and after exercise
• Formulate the scenario
• Overview & support 
 during the exercise
• Draw up the action plan 
 based on results of the exercise

Documentation

• Meeting reports
• Logbooks
• Documents for “players”

Reports

• Hot (wash-up) debriefing
• Report from evaluators
• Report from observers
• Debrief of Exercise Management team
• Report from “players”
• General debriefing

Process Overview

MIND-MAP
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COOP MEL

1

Nr

2

3

4

5

6

7

3 Oct08

Timing

5 Oct08

10 Oct08

14 Oct08

14 Oct08

14 Oct08

14 Oct08

message: 
explosives stolen

Event

message: 
motor yacht stolen

message: 
writings of terrorist organi-
sation found mentioning 
Port of antwerp

message: 
plans of Port of Antwerp 
found with lock locations 
highlighted + added sym-
bols

message from National 
Crisis Centre to Federal 
Police HQ

message from FederalCrisis 
Centre to National Authori-
ty for Maritime Security and 
to Port Security Authority

message from Federal Crisis 
Centre to Province of 
Antwerp

coördinate with Federal 
Police HQ (FPHQ)

warning Port Security 
Authority

none

Action

none

none

coördination 
between intelligence 
agency (threat analy-
sis) and Federal Crisis 
Centre

FPHQ sends instruc-
tions to Federal 
Police Antwerp

members of the PSA 
warned and invited 
to meeting

advice to city

meeting at Provincial 
Crisis Centre

FPHQ sends instruc-
tions to Federal 
Police Antwerp (FPA)

none

Results

none

none

decision to increase 
threat level to: 2

actions from FPA

instructions to 
affected port 
facilities.

prepare warning 
cascade

simulated message 
from intelligence 
agency

Clarification

simulated message 
from intelligence 
agency

simulated message 
from intelligence 
agency, national threat

simulated situation. 
Situation only applica-
ble to Port of Antwerp

message regarding 
increased threat level, 
including messages 
from 03, 05, 10 and 14 
Oct 08 (see 1, 2, 3, 4)

message regarding 
increased threat level, 
including messages 
from 03, 05, 10 and 14 
Oct 08 (see 1, 2, 3, 4)

message regarding 
increased threat level, 
including messages 
from 03, 05, 10 and 14 
Oct 08 (see 1, 2, 3, 4)

only for Port of 
Antwerp and Provincial 
Administration
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 1. General outline
 1.1. Mandate 
 1.2. General objectives
 1.3. Exercise
 1.3.1. Name
 1.3.2. Period
 1.3.3. Kind of exercise
 1.3.4. Theme
 1.4. Organisation
 1.4.1. Exercise direction
  - Ex Dir
  - Exercise Management Team
 1.4.2. Evaluation of exercise
  - Evaluators
 1.4.3. Observers (optional)
 1.4.4. Participating disciplines
  - On the field
  - Table top
 1.4.5. Non participating disciplines
 1.4.6. Non participating, simulated disciplines
 1.5. Communication
  - Local community
  - Media
  - Bystanders
 
 2. Course of the exercise
 2.1. Scenario  
  (no detail, only general outline)
 2.2. Timing
 2.3. Location(s) of the exercise
 2.4. Agreements
 2.4.1. Use of messages
 2.4.2. (…) 
 2.4.3. Identification of non players
 2.5. Start of the exercise
 2.5.1. Modalities (start signal) 
 2.5.2. Scenery at location 
 2.5.3. Set up of players: place, date and hour

EXERCISE CONVENTION

 2.6. Break-off exercise      
 2.6.1. Modalities/Break-off/re-start/
  code words
 2.6.2. Re oriëntactions (evt. to fit objectives)
 2.6.3. Real incident
 2.6.4. Real intervention
 2.7. End of the exercise
 2.7.1. Modalities (codeword/signa and 
  communication)
 2.7.2. Action of participants 
  (debriefing “hot wash up”)
 2.7.3. Clean up scenery, recondition to normal 
 2.8. Communication organisation
 2.9. Measures taken to deal 
  with the (real) press 
 
 3. General information
 3.1. Recommendations for participants
 3.1.1. Conduct
  - Motivation
  - Respect for the infrastructure
 3.1.2. Access restrictions, action restrictions
 3.2. Logistics
 3.2.1. Transport/Parking
 3.2.2. Clothing
 3.2.3. Equipment
 3.2.4. Supplies, Catering
 3.3. Safety
 3.4. Insurrance
 
 4. Specific information by discipline
 4.1. Specific objectives  (optional)
 4.2. Means (personel and equipment) 
  deployed
 4.3. Additional clarifications (optional)
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on Audits for exercises
QUESTIONNAIRE
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1/PREPARATION: 
general questions concerning 
the period before the exercise

1. Keeping up knowledge and skills
a. Have arrangements been made for personnel with 

security responsibilities to keep the necessary knowl-
edge and skills up to date?

b. To what extent are these arrangements followed?
c. Are the staff concerned sufficiently aware of the ap-

plicable security procedures?
d. Is everybody familiar with the role and tasks that 

may be assigned to him/her if the security level is 
escalated?

e. If not, what are the reasons for this? (E.g. not selected 
for training or instruction, content of tasks forgotten 
due to the time between exercises being too long, 
etc.)

f. To what extent has everybody received training spe-
cifically concerned with (maritime) security?

g. Does the way in which the organisation makes use 
of its staff sufficiently stimulate them and give them 
recognition in achieving the maritime security objec-
tives?

2. Degree of security practice of personnel
a. What arrangements have been made for practising, 

and how are they put into practice?
b. Do the staff concerned practice their own role and 

tasks separately?
c. Have back-up personnel also practiced the tasks that 

may be assigned to them?

3. Version management of the Security Plan
a. What arrangements have been made for managing the 

versions of the Security Plan?
b. Is version management carried out in accordance with 

these arrangements?
c. Have the arrangements proved sufficient?
d. Are modifications to plans and procedures passed on 

to the competent authorities?

 
2/PRE-START: 
questions concerning the moment at which 
the signal for the exercise if given, raising 
the alarm and escalation

1. Start signal
a. Who gives the start signal for the exercise (internal or 

external signal)?
b. If external: who receives the signal and takes action?
c. What are the procedures? Are they laid down in writ-

ing? How are they made known?
d. If in accordance with the procedures: to what extent 

do they work properly (or not)?
e. If not in accordance with the procedures: how does 

that work out?

2. Availability and ability to be contacted
a. Are the laid-down procedures followed?
b. Is it clear who has to be immediately informed? Who 

is/are these persons? Looking back, were they the 
right persons?

c. How long does it take for everybody to be informed?
d. Can the necessary members of personnel be contacted 

easily? If not: where and how does it go wrong?
e. Are the members of personnel available? (E.g. are 

they able to travel to the location where they are re-
quired?)

f. Are there problems with employees travelling to the 
location where they are expected?

3. Accommodation and facilities for crisis team
a. Is there a room directly accessible and fully equipped 

to house a crisis team?
b. Does this room have the necessary facilities, such as 

e-mail, PC capacity, whiteboard, flap over, beamer, 
phone and fax (either in the room itself or directly 
accessible)?

c. Can the crisis team communicate sufficiently well with 
the operations  and -if necessary- with the competent 
authorities?

d. Does everything function as desired? If not, what are 
the difficulties?

4. Transfer of information in the early stages
a. How are all those concerned informed about the exer-

cise?
b. Do they all receive the correct information?
c. Does the communication process go as planned?
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3/START: 
questions concerning the functioning 
of the security organisation

1. Composition of security organisation
a. Is there immediate consultation within the security 

organisation about the procedures to be followed? 
Does everyone agree?

b. Are there problems with the staffing of the security 
organisation (e.g. people absent, discussion about 
who takes charge of what, etc.)?

c. Does everyone have a clear role within the security 
organisation?

d. To what extent is the composition of the security or-
ganisation clearly laid down and fully described in the 
Security Plan?

2. The Port Facility Security Officer
a. Does the PFSO update the security procedures as nec-

essary?
b. Is he/she satisfied with the team?
c. Does he/she make corrections in good time if non-

relevant facts/events/questions arise?
d. Does the PFSO monitor the decision-making process? 

(Defining action to be taken, compliance with agree-
ments, checking that the right procedures are fol-
lowed, checking that the right people are informed?)

e. Does the PFSO take over the final decision if the meet-
ing or debriefing results in different options?

3. Personnel with security tasks
a. Do members of personnel with security tasks also 

assume the responsibility that they have by virtue of 
their position?

b. Are they sufficiently aware of their tasks and author-
ity, and those of other people concerned?

c. Do they take the initiative in carry out tasks in the 
course of the exercise?

d. Do they have the correct attitude? Do they contribute 
to thinking about the situation?

4. Meeting discipline
a. During meetings and/or debriefings concerning the 

exercise, do those taking part keep to a clear order?
b. Is there an agenda? Who keeps it?
c. Is attention paid to:

i. Feedback concerning points for action previ-
ously defined

ii. Determining the actual situation
iii. Deciding and writing down points for action
iv. Points for attention concerning communication 

and information
 

4/DECISION-MAKING: 
questions concerning the decision-making process

1. Situation reporting
a. Are members of personnel with security responsibili-

ties adequately informed about the current situation, 
so as to draw the correct conclusions?

b. Are they adequately informed about how the exercise 
went, so as to draw the correct conclusions?

c. Are the conclusions drawn from how the exercise 
actually went sufficiently clear and relevant for deci-
sions to be taken?

d. Is the decision-taking sufficiently well supported by a 
standard situation report?

2. Vicinity management
a. Are outside stakeholders and authorities informed in 

good time about the exercise, in case of evacuation or 
escalation?

b. Is “in good time” experienced as such by these par-
ties?

c. Are stakeholders involved in the decision-making 
process?

d. How is this achieved? What do the stakeholders think 
about it in practice?

3. Other aspects
a. Given the specific circumstances of the exercise, is it 

possible to determine whether certain skills are lack-
ing so as to be able to form a good judgement about 
the correct approach?

b. How well does the support work? (E.g. shift timeta-
ble, back-up persons, availability of offices and other 
rooms, ability to reach key locations, etc.)



155EXERCITIUM - TOOLS

 
5/INFORMATION: 
questions concerning information and communication

1. Information strategy
a. Is there a strategy for how to deal with information 

and communication during the course of the exercise?
b. Are there any gaps? If so, distinguish according to:

i. Media information
ii. Informing external parties: neighbours, visitors, 

contractors, collaboration partners etc.
iii. Internal information

2. Media information
a. Are press conferences held?
b. How are they prepared?
c. What is the attendance response?
d. What is the result in terms of written/audiovisual 

journalism?
e. What impression is given by the press conference ap-

proach?

3. External information
a. Which external parties are informed?
b. Is that sufficient, or do others need to be included?
c. Which means are used to provide information to ex-

ternal parties? 
d. Does the organisation provide sufficient information 

for these external parties?
e. What is the response to the information?

4. Internal communication
a. Are the sections of the organisation that are not in-

volved in the exercise informed of what is going on?
b. What is done to tell these sections of the organisation 

to continue with normal business operations?
c. Is the intranet site used for internal communication 

on the subject of security and exercises?

 
6/FOLLOW-UP: 
questions concerning ending the exercise 
and follow-up

1. Ending the exercise
a. Who decides when the exercise comes to an end?
b. How does he/she make this known?
c. Are particular steps required to return to the previous 

level of security?

2. Debriefing
a. Is a debriefing held at which all those involved are 

given the opportunity to state their first-hand opinion 
of the approach followed during the exercise?

b. Does the person responsible for the exercise take the 
initiative for a systematic evaluation of the approach 
taken and how the exercise went? 

c. Are arrangements in place for all those involved to 
see the results of the evaluation?

d. Are arrangements in place to check how the agree-
ments made are complied with some time later?

3. Follow-up
a. To what extent is decided that provisional measures 

taken during the exercise should be included in the 
Security Plan?

b. Are there aspects that require further follow-up? (E.g. 
further improvement measures, information etc.?)
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PAMPHLET (example)
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DECLARATION OF SECURITY

Name of ship  ______________________________________________________________________________

Port of registry  ______________________________________________________________________________

IMO number  ______________________________________________________________________________

Name of Port Facility  ______________________________________________________________________________

This declaration of security is valid from: ___________________________ until : ______________________________

for the following activities : _________________________________________________________________________

under the following security levels:  Securitylevel(s) for the ship:   __________________________________

  Securitylevel(s) for the port facility:   __________________________________

The port facility and the ship agree to the following security measures and responsibilities to ensure compliance with the 
requirements of Part A of the International Code for the Security of Ships and of Port Facilities.

The affixing initials of the SSO or PFSO underthese columns indicates that the 
activity will be done, in accordance with relevant approved plan, by:

 ACTIVITY  PORT  SHIP

Ensuring the performance of all security duties

Monitoring restricted areas to ensure that only
authorized personnel have access

Controlling access to the port facility

Controlling access to the ship

Monitoring of the port facility, including berthing
areas and areas surrounding the ship

Handling of cargo

Delivery of ship’s stores

Handling unaccompanied baggage

Controlling the embarkation of persons and their effects

Ensuring that security communication is readily

available between the ship and port facility

The signatories to this agreement certify that the security measures and arrangements for both the port facility and the 
ship during the specified activities meet the provisions of chapter XI-2 and Part A of the Code that will be implemented in 
accordance with the provisions already stipulated in their approved plan or the specific arrangements agreed to and set out 
in the attached annex.

Dated at ______________ on the : _______________

Signed for and on behalf of

The port facility :  The Ship:

Name: ________________ Name:________________ 

Title: _________________ Title: _________________

Contact details

Fort the port facility :  For the ship :

Address: ______________ Master:

_____________________ _____________________

_____________________ Ship Security Officer:

_____________________ _____________________

Tel : _________________ Company:

Fax : _________________ _____________________

PFSO : ________________ Company Security Officer

e-mail : _______________ _____________________
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TELEPHONE BOMB THREAT FORM

DATE: ________  / ________  / ________ 

QUESTIONS FOR CALLER (Try to ask these questions and document responses)

DESCRIPTION OF CALLER: (Check all that apply) 

INFORMATION ON CALLER

Date: _______________________ Time: ______________________ Duration: ___________________

Phone number called:  _________________________________________________________

Name of person receiving the call:  _________________________________________________________

Phone number to call for follow up:  _________________________________________________________

 Gender of caller: Approximate age of caller: Does the voice sound familiar:

	 * Male    * Female    If yes, who does it sound like?

 * Unknown  ____________________ ________________________

INFORMATION ON CALL

 Voice  Speech  Language  Behavior   Background Noise  
 * Clean  * Accented  * Educated  * Agitated  * Airport   * Quiet 
 * Distorted  * Deliberate  * Foreign  * Angry  * Animals   * Restaurant 
 * Hoarse  * Distinct  * Foul  * Blaming  * Baby   * Static 
 * Loud  * Fast  * Intelligent  * Calm  * Birds   * Street Noise 
 *Muffled  * Hesitant  * Irrational  * Clearing Throat  * General Noise  * Talking 
 * Nasal  * Lisp  * Rational  * Crying  * Guns Firing  * Tavern/Bar 
 * Pitch-High  * Slow  * Slang  * Fearful  * Gymnasium  * Television 
 * Pitch-Med  * Slurred  * Taped/Recorded  * Intoxicated  *Machinery   * Traffic 
 * Pitch-Low  * Stuttered  * Uneducated  * Laughing  *Motor   * Train 
 * Pleasant  * Other:  * Unintelligible  * Nervous  *Music   * Typing 
 * Raspy  * If Accented,  * If Foreign,  * Self-Righteous  * Party   *Water/Wind 
 * Smooth     Describe:     Describe:  * Other  * PA System  * Other 
 * Soft
 * Squeaky
 * Unclear
 * Other

INSTRUCTIONS: 
STAY CALM. STAY COURTEOUS. LISTEN. DO NOT INTERRUPT THE CALLER.

NOTIFY SUPERVISOR / POLICE OFFICER OF THE SITUATION BY PREARRANGED SIGNAL WHILE CALLER IS ON THE LINE.

When will the bomb explode?  _________________________________________________________

What kind of bomb is it?  _________________________________________________________

What will cause the bomb to explode?  _________________________________________________________

Where is the bomb located?  _________________________________________________________

What does the bomb look like?  _________________________________________________________

Did you place the bomb?  _________________________________________________________

Why did you place the bomb?  _________________________________________________________

Where are you now?  _________________________________________________________

What is your name? _________________________________________________________

Document exact wording of threat:  _________________________________________________________

 _________________________________________________________
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ALARM SIGNALS

WARNING 
SIGNAL

EVACUATION 
ALARM

END OF 
DANGER

STOP WORKING,
CLEAR PASSAGE!

GO TO YOUR 
ASSEMBLING 
POINT!

8’’ 8’’ 8’’12’’ 12’’

90’’

3’’ 3’’ 3’’ 3’’

!

!

!
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EVACUATION 
SIGNALISATION

EMERGENCY EXIT 
RIGHT DIRECTION

EMERGENCY EXIT RIGHT

EMERGENCY EXIT 
STRAIGHT

EMERGENCY EXIT 
RIGHT DIRECTION

EMERGENCY EXIT
LEFT DIRECTION

EMERGENCY EXIT LEFT

ESCAPE STAIRS DOWN 
TO THE LEFT

EMERGENCY EXIT
LEFT DIRECTION

DIRECTION OF 
EMERGENCY EXIT

LOCATION 
EMERGENCY EXIT

ESCAPE STAIRS DOWN 
TO THE RIGHT

LOCATION 
EMERGENCY EXIT /
EMERGENCY EXIT
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RESCUE 
FACILITIES

STRETCHER

PHONE FOR 
RESCUE AND 

FIRST AID

ASSEMBLAGE
(FOR PERSONNEL)

EYEWASH

FIRST AID POST

POINT FOR RESCUE 
AND FIRST AID

CHECK-IN POINT

EMERGENCY 
SHOWER

DIRECTION INDICATION
(RESCUE FACILITIES 

BOARD)

RESCUE LADDER
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Watch out for the signs:

• Round signs (red) show what is prohibited (“You must not …”). 

• Round signs (blue) show what is obligatory (“You must …”). 

• Triangular signs are danger warnings (“Watch out for …”). 

• Square signs (green) indicate safety or emergency equipment. 

• Square signs (red) indicate firefighting equipment.

 

The square signs (safety/firefighting) in particular are very important 

for preventing and reacting to accidents or disasters: they show where 

help is to be found.

prohibited

SAFETY FIRST !!!

NO SMOKING NO MP3 PLAYERS NO MOBILE PHONES
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danger

obligatory

safety equipment

fire fighting

EXPLOSIVES

SAFETY BOOTS

DECONTAMINATION 
SHOWERS

FIRE HOSE

ACID OR CAUSTIC

HARD HAT

FIRST AID

EXTINGUISHER

BIO-HAZARD

HI-VIS JACKET

EMERGENCY 
PHONE

EMERGENCY 
PHONE
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part 4

BACKGROUND
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ABBREVIATIONS

Reg.  Regulation (EC) No 725/2004 of the european parliament 
 and of the council of 31 March 2004 on enhancing ship and port facility security
Dir. Directive 2005/65/EC of the european parliament 
 and of the council of 26 October 2005 on enhancing port security
ADCC Government/Federal Coordination and Crisic Center
APICS Antwerp Port Information Control System
CCTV Closed-Circuit Television
CPX Command Post Exercise
CSO Company Security Officer
DOS Declaration Of Security 
EMT Exercise Management Team
ESA Equivalent Security Arrangement
Ex Dir Exercise Director
Fed Pol Federal Police
FPA Federal Police Antwerp
FPHQ Federal Police Head Quarter
FTX Field Training Exercise
GIS Geographic Information System
HAZMAT Hazardous Materials
ISPS International Ship and Port facility Security
MEL Major Event List
PAX Passengers
PFSO Port Facility Security Officer
PFSP Port Facility Security Plan
PSA Port Security Authority
PSO Port Security Officer
PSP Port Security Plan
SEVESO Seveso II Directive: Council Directive 96/82/EC, 
 extended by the Directive 2003/105/EC
SL1 Security Level 1
SL2  Security Level 2
SL3 Security Level 3
SOLAS Convention Safety Of Life At Sea Convention
SSO Ship Security Officer
SSP Ship Security Plan
UAV Unmanned Aerial Vehicle
WMD Weapon of Mass Destruction
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1. INTRODUCTION 
 

 

 

The Port of Rotterdam is highly dependent on information technology (IT) for the secure and smooth 

handling of shipping traffic, road traffic and other modalities. Digitisation can result in IT disruptions in 

the port area, which consequently results in risks for security and continuity in the Port of Rotterdam. 

Digital security and continuity are therefore a high priority for the Harbour Master and the maritime 

sector
1
. 

 

The security effects of an IT disruption are not necessarily limited to the immediately affected 

company. Such disruptions can also have secondary effects on indirectly involved parties or 

processes and can result in problems elsewhere in the chain, such as handling road and shipping 

traffic in the port area and region. If these problems are not prevented or resolved effectively, port 

security and continuity could be jeopardised.  

 

Various companies in the port have been confronted with unintentional or intentional IT disruptions 

that have resulted in a temporary company shutdown. These disruptions had direct consequences for 

the port area, with the Harbour Master being forced to take measures, for instance to ensure the 

secure handling of shipping traffic.  

 

As well as jeopardising the secure handling of traffic, IT disruptions can also have consequences for 

security measures in the context of the Port Security Act. For instance, a disruption could result in it no 

longer being possible to control access to the port facility using an automated access control system, 

or that the camera surveillance becomes temporarily unavailable. 

 

 

 

  

                                                           

1
 With respect to cyber risk management, the International Maritime Organization (IMO) has adopted both a Resolution (no. MSC.428[98], 16 June 

2017) and Guidelines (no. MSC-FAL.1/Circ.3, 5 July 2017). 
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1.1 PORT CYBER NOTIFICATION DESK AT THE HARBOUR COORDINATION 

CENTER 
 

The Port of Rotterdam is designated by the government as being part of the vital infrastructure of the 

Netherlands. This means that the Port of Rotterdam Authority, and particularly the Harbour Master, 

has a duty to safeguard port security and continuity. That is why the Harbour Master established a 

notification desk for companies in the port on 11 June 2018, so that they can report IT disruptions that 

impact their commercial operations and could potentially also impact Port area security. The reporting 

of such IT disruptions is mandatory for all those companies that must comply with the Port Security 

Act.
2
 Other companies are requested to report such disruptions voluntarily. The notification desk was 

established by the Harbour Coordination Center (HCC) of the Harbour Master's Division (DHMR) and 

is known as the Port Cyber Notification Desk.  

 

The Harbour Master can use the reports to take measures that contribute to port area security. The 

Harbour Master cooperates with security partners in the port and region for this.  

 

1.2 POLICY DOCUMENT STRUCTURE 
 

This policy document was formulated to introduce the Port Cyber Notification Desk and its underlying 

principles to the port community. The document starts with an explanation about IT disruptions and 

explains which companies have a mandatory reporting obligation and in which scenarios a report is 

mandatory and/or desired. This is followed by an explanation of how to submit a report and the actions 

to be taken by the Port Cyber Notification Desk and the reporting party. Finally, the document 

identifies the legislative principles on which the mandatory reporting obligation is based and describes 

the enforcement of the reporting obligation.   

  

                                                           

2
 View the Port Security Act via http://wetten.overheid.nl/BWBR0016991/2010-10-01 

The objective of the Port Cyber Notification Desk is to contribute to security and continuity in the 

Port of Rotterdam during and following IT disruptions.  
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2. WHAT IS AN IT DISRUPTION? 
 

 

 

A report should only be made when the disruption has consequences for the security and continuity of 

the reporting party’s commercial operations or potentially for port security and continuity. The Harbour 

Master distinguishes two types of IT disruptions: an unintentional IT disruption and an intentional IT 

disruption.   

 

 An unintentional IT disruption is a security incident in a company’s digital infrastructure in 

which it is expected that the security and continuity of commercial operations have been or will 

be jeopardised. For example, an unintentional and unexpected outage of systems as a result 

of a company making changes to its digital infrastructure.  

 

For such a disruption, the Harbour Master will accept the report and, where necessary and in 

consultation with the reporting party, take measures to ensure port security. It is also possible 

that the Harbour Master will communicate the report to relevant security and other partners.  

 

Please note: an unintentional disruption may later appear to be an intentional disruption 

(cyber-attack). 

 

 An intentional IT disruption is generally a cyber-attack: a targeted or untargeted attack to 

penetrate, damage or shut down the company’s digital infrastructure. In intentional 

disruptions, a deliberate and unauthorised attempt has been made to access the systems. 

This is usually carried out by outsiders (competitors, criminals and/or terrorists). If a cyber-

attack is involved, the affected party is urgently advised to notify the police as well as reporting 

to the Port Cyber Notification Desk.  

 

For such a disruption, the Harbour Master will consult with the reporting party regarding taking 

measures to safeguard port security. If there is a cyber-attack, depending on the type and 

impact, the Harbour Master will communicate with the National Cyber Security Centre 

(NCSC). Any communications with other companies in the port will take place in consultation 

with the reporting party.  
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3. WHEN DOES THE REPORTING OBLIGATION APPLY? 
 

 

 

The reporting obligation applies to companies required to comply with the Port Security Act 

(companies obliged to comply with ISPS). The reporting obligation also applies to Portbase and the 

nautical services providers
3
. All other companies are urged to submit a voluntary report. An immediate 

report of the IT disruption is mandatory when one the following conditions is met: 

 

1) The company must comply with the Port Security Act or has a port security certificate, or the 

company is a nautical service provider.  

  

2) The availability, integrity or confidentiality of the IT system necessary to implement the commercial 

operations was or is jeopardised.  

 

3) The disruption will also bring about one (or more) of the three following consequences. 

a) It is no longer possible to carry out some of the port facility security plan measures.  

and/or 

b) Interruptions to processes for the receipt and departure of sea-going and other vessels, which 

are a potential threat to the company’s security.  

and/or  

c) Interruptions to freight throughput processes, which are a potential threat to the company’s 

security.  

 

When none of the consequences as formulated under point three apply, the reporting of a disruption is 

not necessary. The overview below indicates when reporting is mandatory. 

 

 

 

 

 

 

 

 

 

 

  

                                                           

3
 Royal Boatmen’s Association Eendracht (KRVE), the Dutch Maritime Pilot's Association and towing services.  
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Moet het bedrijf voldoen aan de 
Havenbeveiligingswet?

Niet meldplichtig. 
Wil je een vrijwillige melding doen?

De beschikbaarheid, integriteit of 
vertrouwelijkheid van het IT systeem dat 
noodzakelijk is voor de uitvoering van de 

bedrijfsvoering is of was in het geding. 

Nee

Ja

Ja

 Nee
Geen 

melding

 Nee
Geen 

melding

Ja

Er kan nog (volledig) worden voldaan aan de 
maatregelen zoals uiteengezet in het port 

security facility plan (PFSP)

De processen die worden uitgevoerd voor het 
ontvangen en vertrekken van schepen tot een 

ligplaats kunnen nog worden uitgevoerd.

De processen die worden uitgevoerd voor 
goederenoverslag kunnen nog worden 

uitgevoerd.

Ja

Ja

Melding 
verplicht.

Ja

Geen 
melding

Melding 
verplicht.

Melding 
verplicht.

Nee

Nee

Nee

 
 

 

 

When an intentional disruption (e.g. a cyber-attack) is involved that does not have consequences as 

formulated under point 3, it is still always desirable to submit a voluntary report. The Harbour Master 

can possibly use the information to offer a guide to other companies to protect their digital 

infrastructure from a cyber-attack. The report will enable the Harbour Master to assess whether the 

problem has wider impact and whether he should take measures to safeguard port area security and 

continuity. 
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4. HOW SHOULD A REPORT BE SUBMITTED? 
 

 

 

Reports should be made to the Port Cyber Notification Desk by telephone on +31 (0)10 252 1005. The 

HCC Duty Officer will record the report and follow the verification protocol
4
 (see appendix 1), in which 

at least the following information (as far as is known) should be provided:  

 

 Details about the company concerned; 

 Description of the disruption; 

 Details of the anticipated security or other impact on commercial operations and any 

secondary effects; 

 Information about the impact of the disruption on traffic handling and general security; 

 Contact details of the staff member responsible for making the report and contact persons for 

the Harbour Master, Port of Rotterdam Authority Asset Management department and the Port 

of Rotterdam Authority Information Security Officer. 

 

Reports should be made as quickly as possible to the Port Cyber Notification Desk. The initial report 

can be summarised: a brief report is preferable to an extensive report that is subject to delay, as a 

brief report can later be supplemented with the above information if necessary. The earlier a report is 

made, the greater the Harbour Master’s chance of taking timely measures to reduce security and other 

consequences further on in the chain.  

 

The Harbour Master advises companies that fall under the reporting obligation to record the reporting 

of IT disruptions in the standard (IT) incident process. 

  

 

  

                                                           

4
 The verification protocol is attached as appendix 1 to this policy document.  
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5. WHAT DOES THE PORT CYBER NOTIFICATION DESK DO WITH THE 

REPORT? 
 

 

 

The reporting of IT disruptions enables the Harbour Master to estimate the potential impact on the 

port’s logistics process. This is important, as a disruption can have far-reaching consequences for 

shipping and road traffic and other modalities. The report is therefore not only relevant to the reporting 

party but also to the other companies in the port.  

 

The Harbour Master and the Port of Rotterdam Authority do not offer any IT support and do not focus 

on resolving the IT disruption. You can, however, expect the following action points from the Harbour 

Master and Port Authority: 

 

 Determine whether additional measures are needed to support the secure handling of 

shipping traffic. This includes the deployment of additional patrols or the re-prioritisation of 

shipping. 

 In consultation with partners, determine whether additional measures are needed to support 

the secure handling of road traffic and other logistics. This could include the establishment of 

a truck buffer plan and notifications to divert traffic.  

 Determine whether the Port Crisis Team, chaired by the Harbour Master, should be convened. 

The Port Crisis Team will come into action if an IT disruption has consequences for multiple 

parties in the port and consultation is needed regarding logistical and nautical consequences 

and measures. The Port Crisis Team discusses the wider impact on the Port and all 

modalities. Depending on the composition of the Port Crisis Team, additional measures may 

be taken to support the security in the port and region.   

 The company concerned may be invited to take part in the crisis team.  

 Where necessary, the Harbour Master will inform third parties about the disruption and 

particularly the consequences of the incident. The Harbour Master can forward the report to 

the following partners: 

o Nautical service providers: to promote safety on the water. 

o The Seaport Police: to promote security in the port area.  

o The Rotterdam-Rijnmond Safety Region: to promote security in the port area and the 

region. 

o The National Cyber Security Centre: to satisfy the Harbour Master’s statutory 

reporting obligation
5
.  

o Other relevant stakeholders
6
: to promote digital defence in the port area.  

 

The Harbour Master is aware that a report of an IT disruption can involve sensitive information. The 

sharing of information with the above bodies only takes place where this is necessary to safeguard 

port area security. Informing other (private) port facilities will always take place following agreement 

with the reporting party and will be anonymised, if required.    

  

                                                           

5
 Reporting obligation regarding the Data Processing Act and Cyber Security Reporting Obligation (WGMC). This act is expected to be replaced 

by the Network and Information Systems Security Act in 2018, in which the Harbour Master’s reporting obligation is transferred.  

6
 For example: Deltalinqs, DCMR Environmental Protection Agency Rijnmond, Rijkswaterstaat, Municipality of Rotterdam, etc. 
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6. WHAT DOES THE REPORTING PARTY DO? 
 

 

 

The reporting party remains responsible at all times for resolving the IT disruption. The reporting party 

also remains responsible for its own digital infrastructure and for the security of its own site. In the 

context of these responsibilities, it is also possible that the company involved has a duty to report to 

other authorities, such as the Police or the Data Protection Authority. 

 

 The Harbour Master requests that the reporting party takes the following actions: 

 Report the IT disruption and provide the requested information. 

 If necessary: ask the Harbour Master to take measures to support the secure handling of 

shipping and road traffic, in which the reporting company gives an estimate of the expected 

impact on traffic control.  

 Appoint a contact person (or contact persons) for the following topics: 

o Coordination of any water-based measures. 

o Coordination of any land-based measures. 

o Further technical and information security information. 

 If necessary, participate in the Port Crisis Team at the invitation of the Harbour Master.  

 Depending on the prognosis and the course of the IT disruption, provide the notification desk 

with interim updates.  

 De-registering the disruption once operations have been resumed. 
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7. REPORTING OBLIGATION PRINCIPLES AND NOTIFICATION DESK 

 

 

 

7.1 REPORTING OBLIGATION PRINCIPLES 
Companies that must comply with ISPS, and Portbase and nautical service providers must report any 

IT disruption
7
. 

 

Companies that must comply with ISPS must report security incidents in accordance with EU 

Regulation 725/2004.
8
 In the ports of Rotterdam and Drechtsteden, this procedure entails that 

companies should report physical or other security incidents to the Seaport Police.  

 

With regard to the objective of the EU Regulation (improvements in ship and port facilities security 

against the danger of intentional unauthorised actions
9
), both physical and digital security fall under 

the concept of “security incident”. After all, these cannot (certainly these days) be distinguished from 

each other. The 2004 EU Regulation already mentions the importance of computer systems and 

networks
10

 and the IMO again focused attention on this in 2017 in the previously-mentioned resolution 

and guidelines.  

 

The above entails that cyber incidents that are a threat to the port facility, shipping as well as the 

vessel/port interface, must be reported in accordance with that determined in the Regulation. What is 

new is that these incidents, unlike other security incidents, do not need to be reported to the Seaport 

Police, but to the Port Cyber Notification Desk.  

 

Finally, the reporting obligation for Portbase applies on the basis of the Data Processing and Cyber 

Security Reporting Obligation Act (WGMC) and the upcoming Network and Information Systems 

Security Act. The companies that fall under the reporting obligation have a pivotal role in the Port of 

Rotterdam and are vital to the security and continuity of shipping and other traffic handling. In the 

context of the WGMC, individual agreements have or are being made with Portbase regarding the 

reporting of IT incidents. Individual agreements are also being made with nautical service providers.  

 

 

  

                                                           

7
 Royal Boatmen’s Association Eendracht (KRVE), the Dutch Maritime Pilot's Association and towing services.  

8
 Security incident: each suspected action or circumstance that is a threat to the security of a vessel, including the security of a drilling unit, a high-

speed vessel, a port facility, a vessel/port interface or a ship-to-ship activity (art. 1.13 of requirement 1 of appendix 1 of the EU Regulation 

725/2004.) 

9
 art. 1 of EU Regulation 725/2004 

10
 E.g. art. 15.3, 15.7 and 15.16 of section B of Appendix III of the Regulation 
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7.2 PRINCIPLES OF THE PORT CYBER NOTIFICATION DESK AT THE HCC 
The decision to place the Port Cyber Notification Desk with the HCC of the Harbour Master's Division 

was agreed with the Seaport Police and the Rotterdam-Rijnmond Safety Region (VRR) and flows from 

the Harbour Master’s statutory responsibilities. The Harbour Master is also in a position to take direct 

action to contribute to the security and continuity of the port logistics process. The following 

responsibilities lie at the basis of the notification desk at the HCC:  

 

1. Port Security Act, Port Security Officer and the WGMC 

The Harbour Master was appointed as Port Security Officer to ensure compliance with the 

Port Security Act. Compliance with the Port Security Act is monitored through carrying out 

inspections. In the role as Port Security Officer, the Harbour Master is the authority for security 

in the port on behalf of the Mayor. 

 

The Mayor and the Harbour Master (mandated by the Mayor), are obliged under the Port 

Security Act to provide information for reporting IT or other disruptions that fall under the Port 

Security Act. By establishing the Port Cyber Notification Desk, the Harbour Master is creating 

a specific notification desk for IT disruptions. Based on the report, the Harbour Master can 

coordinate follow-up actions that contribute to the security of traffic in the port. 

 

In the context of the Data Processing and Cyber Security Reporting Obligation Act (WGMC), 

the Port of Rotterdam Authority and particularly the Harbour Master also have a reporting 

obligation to the National Cyber Security Centre (NCSC) when IT disruptions have a disruptive 

effect on society. It is also important that the Harbour Master has knowledge of the IT 

disruptions in the port area and is capable of making an estimation of any disruptive effect on 

society. The WGMC will be replaced by the Network and Information Systems Security Act in 

2018, in which the reporting obligation is also incorporated.  

 

2. Safe and organised shipping 

The Harbour Master is responsible for the safe, smooth, clean and secure handling of 

shipping in the Port of Rotterdam. In doing this, the Harbour Master has a responsibility to use 

expertise to support the secure and organised handling of traffic (particularly shipping traffic) 

wherever disruptions occur
11

.  

 

Where IT disruptions have an impact on the reporting party’s water-based operations, the 

Harbour Master will take action where necessary. This includes the deployment of additional 

patrols, the re-prioritisation of shipping and informing the nautical service providers.  

 

  

                                                           

11
 View the Harbour Master Rotterdam covenant via https://zoek.officielebekendmakingen.nl/stcrt-2004-2-p7-SC63196.html 
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3. Safe and organised road traffic 

The Port of Rotterdam Authority manages a large part of the port area infrastructure and 

works in close cooperation with Rijkswaterstaat to contribute to the security and continuity of 

road traffic.  

 

Where IT disruptions impact the reporter’s land-based operations, the Harbour Master will 

forward the information to the Port Authority Asset Manager. This enables the Asset Manager 

to take action where necessary. This could include the establishment of a truck buffer plan to 

prevent congestion, and coordination with Rijkswaterstaat regarding the road signage.  

 

4. Safe and organised operation of the other modalities (logistics) 

As well as the secure and orderly processing of shipping and road traffic, there is a rail and 

underground infrastructure in the Port of Rotterdam to be considered. These modalities also 

have interdependencies with other companies and information technology. IT disruptions can 

result in a temporary outage or congestion in these modalities, which could have 

consequences for port security. The Harbour Master can convene the Port Crisis Team to 

determine whether additional measures are needed to support the secure and orderly course 

of the other modalities. 
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8. ENFORCEMENT 
 

 

 

The reporting obligation focuses primarily on anticipating the potential broader security effects of an IT 

disruption. Particularly by, in consultation with the reporter, warning other sections of the port as well 

as other companies, and offering a guide. In this way, submitting a report contributes to security and 

continuity in the port and to the commercial activities in the port area.  

 

When a party that is obliged to report an IT disruption fails to do so, the Port Security Officer will 

contact the company concerned. The obligation to report will also be part of the annual evaluation in 

the context of the Port Security Act. Finally, the Harbour Master can impose a cease and desist order 

if a company continually fails to report an IT disruption.  
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9. IN CONCLUSION 
 

 

 

The reporting obligation contributes to creating a culture in the Port of Rotterdam in which joint 

working on digital security is key. To foster such a culture, it is important that any reports are treated in 

confidence. The Port of Rotterdam Authority and the Harbour Master are extremely aware of the 

sensitivity of the information being shared and, together with public partners, will handle this with care.  

 

Legislation and obligations regarding digital security are developing fast. New legislation and 

regulations focus mainly on safeguarding the security and continuity of IT and the privacy of data 

subjects. In this context, there is a lot of attention for the topic, also by the IMO, and more guidelines 

regarding cyber risk management will become available from various organisations. This development 

will also be manifest in the coming years in the requirements for the port facility security plan. 

Considering the developments, the Port Authority, the Harbour Master, Deltalinqs, the Municipality and 

the Police have made space for cooperation between all parties in the port: with cooperation and 

information sharing, security and continuity issues in the digital area should be addressed efficiently 

and effectively.  

  



 

 16 

APPENDIX 1 - VERIFICATION PROTOCOL PORT CYBER NOTIFICATION 

DESK 
 

 
 

1. Company: 
a. What is your name and position? 
b. What is the company name? 
c. What is the address? 
d. What type of company is it?

12
 

 
2. Impact of the IT disruption on the reporting party’s company: 

a. What consequences does the IT disruption have on your company? 
b. At what time did you first notice the IT disruption?  
c. Is the cause of the IT disruption known? 
d. What measures have you taken? 
e. When do you expect to have resolved the problem? 

 

3. Port Security Act/ISPS: 
a. Does the company fall under the Port Security Act/ISPS? 

 If ‘yes’, continue to question 3b. 

 If ‘no’, move on to question 4. 
b. Do you still satisfy the port facility security plan requirements? 

 If ‘yes’, continue to question 4. 

 If ‘no’, continue to question 3c. 
c. What measures can you no longer carry out? 

 
4. Security of traffic 

a. Does the IT disruption have consequences for land or water-based traffic handling? 
b. If yes, which problems do you expect with the traffic handling?

13
 

 

5. The contact details of (this can be one and the same person): 
a. What are your contact details? 
b. Who can we talk with to discuss the handling of shipping traffic? 
c. Who can we talk with to discuss the handling of road traffic? 
d. Who can we talk with to discuss the handling of IT and IT security? 

  

                                                           

12 
Includes containers, dry bulk, liquid bulk, biobased, LNG, breakbulk, refinery, chemical industry, energy or offshore. 

13
 The expected traffic impact is important to estimate whether measures need to be taken by the Port of Rotterdam Authority to guide the traffic 

on water and land in the right direction. 

 



 

 17 

 

 
 
 

 

 

 

 



Universidad 

 

Página 40 de 41 

 

Embajada del Reino de los Países Bajos Lima 

 

Anexo 4 – “Delitos de drogas en el Puerto de Rotterdam: sobre el 
fenómeno y su enfoque” 
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This public version is an adaptation of  the research report Drugscriminaliteit in de
Rotterdamse haven: aard en aanpak van het fenomeen, written by R.H.J.M. Staring,
L.C.J. Bisschop, R.A. Roks, E.G. Brein and H.G. van de Bunt.
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Public Prosecutor and Customs Rotterdam).
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Despite all the efforts and resources of governments and private actors, many
logistics hubs of comparable size are confronted with this problem. These
dismaying observations were recently substantiated by sizeable drug confiscations
and incidental corruption cases in the Port of Rotterdam. Precisely these facts gave
the impetus for the Rotterdam Driehoek Plus (police, Public Prosecutor’s office, the 
City of Rotterdam, Customs) to commission the comprehensive study that you are
reading about. From the outset, the Minister of Justice and Security emphasised the
national importance of  an integral analysis of drug crime in the Port of Rotterdam.

In this study, researchers from Erasmus University Rotterdam offer a thorough
analysis of the phenomenon of  drug crime in the Port of  Rotterdam. They provide
a full picture of  the phenomenon in all its complexity. They extensively studied which
structures, processes and systems are used and abused by drug criminals, including
their suppliers and facilitators; which risks and vulnerabilities are relevant; how public
enforcement, supervision and investigation can be organised and improved; how
internal supervision and enforcement by private organisations play a role in drug
crime and what improvements can be made in this regard. I am grateful to Erasmus
University Rotterdam and the cooperating partners for the unique and illuminating
picture that they present in this report.

The study leads me to the following main conclusions: the intensive, decades-long
cooperation between public and private parties that has made the Port of Rotterdam
one of the most successful ports in the world is also one of the keys to success in
the approach to drug crime. Organised crime can only be successfully combated by
an organised government that cooperates effectively and successfully with private
parties.

Ahmed Aboutaleb
Mayor of Rotterdam
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Research questions and methodology
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However, its key position in the storage and handling of  the continuous and massive

flow of  goods as well as its modern infrastructure also make the Port of  Rotterdam
attractive for criminal activities. Rotterdam inadvertently became an important tran-
sit port for drugs, in particular for cocaine, because there are numerous possibilities

for smugglers to take advantage of the cargo flows. More and more stakeholders

in both a physical and social sense. That is why there is a strong focus on security

and resilience, including by means of  digital technologies. A side effect of  this is
that cybercrime can pose a serious threat. In addition, security measures can be
at odds with the economic objectives of  private companies in particular, while also

affecting the efficiency of the port as a whole. To achieve optimal conditions, there
is a balance to be struck.

Î»»¿®½¸ ¯«»¬·±²ô ³»¬¸±¼±´±¹§ ¿²¼ ¼¿¬¿ ±«®½»

This scientific study describes and explains the drivers and dynamics of  drug crime
in the port. In addition, it portrays the reactions of the government agencies and the

business community which together shape the port. The research question is: what
is the nature and extent of  drug crime and the role of the transport and logistics
sector in this form of  crime in the Port of Rotterdam? Six sub-questions arise from

this central question.
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carried out in the Port of Rotterdam?

the vulnerabilities?

To arrive at a sound answer to these questions, various research methods were
applied, and several data sources were used.

Î»»¿®½¸ ³»¬¸±¼ ¿²¼ ¼¿¬¿ ±«®½»æ

releases, government reports on the transport and logistics sector in the port.
Added to this was statistical information from police sources, regional crime
analyses, etc.

services, private companies, industry associations and interest groups. Three
focus groups were set up with practical experts. Many of the interviews took
place in the Netherlands, and some in Antwerp and Hamburg.

based on a wide range of methods (modus operandi) and partnerships in the
trafficking of cocaine.

a focus on the successive actions in the logistics process.

economic conditions within which drug crime occurs.
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Actors and processes in the Port of  Rotterdam

Ì¸» Ð±®¬ ±º Î±¬¬»®¼¿³ · ±²» ±º ¬¸» ´¿®¹»¬ ´±¹·¬·½ ¹¿¬»©¿§ ¬± Û«®±°»ò 
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Briefly summarised, the logistics process consists of  mooring ships, loading and
unloading and transferring goods to terminals, and work at the terminals such as

handling and forwarding goods. Due to the extent, dynamics and diversity of  people
and goods, the challenges in terms of security and crime are complex and varied.

Overview of actors in the process

  *)The Royal Netherlands Marechaussee safeguards the security of the state
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A diversity of companies is active in the port. Rotterdam is strongly connected by
means of global technological developments and is known as one of the most

actors’, a distinction can be made in terms of functionality. Some of the organisations, 
such as shipping companies and terminal operators, are directly involved in logistics.
Others, such as warehouses and stevedores, facilitate the process.

Overview of private actors

As owners of seagoing vessels, the shipping company is an important actor. Shipping
companies specialize in specific types of cargo: containers, bulk goods or mass goods.

They usually outsource the crewing of the ship. Goods are transported at the request
of the shipper, who hires a carrier for transport and a forwarder for facilitation and pa-

the goods. Terminals handle the (automated) processing of the cargo by loading
and unloading (ocean-going) vessels and temporarily storing goods. This is the first

place where the goods - and therefore also any smuggled goods - go ashore. Termials

ïî



specialise in specific types of goods: containers, dry bulk (such as grain or iron ore),

wet bulk (such as crude oil) and break bulk (general cargo). Transhipment companies,
storage companies and carriers are also central parties in the logistics process.
Forwarders and brokers have a role in facilitation and administration.

Incoming ocean-going vessels are brought in by pilot vessels and accompanied by
towing services for berthing and unberthing. Boatmen (roeiers) handle the securing

of large ships to the quays. Various operational employees are involved in loading,
such as crane drivers and lashers. Once containers are released by Customs, they
are transported to the recipient. The goods can also be unloaded from the containers,

after which empty containers are taken to container depots (empty depots) for repair
or storage. Other facilitators include companies that provide maritime expertise or
services, security guards, (temporary) personnel, financial services (such as banks

and insurers) and other service agencies, such as technical inspection agencies and
private detectives conducting investigations for insurance companies. The Port of
Rotterdam Authority, which has been privatised since 2004, plays a crucial role,

because it is responsible for the development, management and exploitation of
the terminals and the port’s industrial complex. Moreover, the public branch of the 
Port Authority, called Harbour Master Division is responsible for the safe, smooth,

sustainable and secure handling of shipping. Another important player is the
Deltalinqs business association, which represents the interests of logistics, port and

industrial companies and works on innovation, security and market accessibility.

Ù±ª»®²³»²¬ ¿¹»²½·»

The port area houses business parks, port facilities and all kinds of connections,

but no residential areas. Although the port is geographically demarked, crime
control and prevention demands an integrated and cross-border approach to
security. Its supervision encompasses not just the traditional services of Seaport

Police, Customs, Public Prosecutor’s Office (OM) and the Fiscal Intelligence and 
Investigation Service (FIOD), but also other public and private organisations. After
all, supervision of  the logistics chain also requires the involvement of  agencies in the

two groups. The first involves port-specific services, such as Customs, the police and
the Harbour Master. They are directly responsible for goods and persons sailing into

the port. Then there are services with indirect responsibilities for infrastructure,
port companies and employees.
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Overview of private actors

Based on Article 172 of the Gemeentewet (Municipalities Act), the Mayor of
Rotterdam is charged with maintaining public order. The Harbour Master is res-

ponsible for safe navigation. This body focuses on scheduling and admitting ships,
inspection, enforcement and control in the field of  the environment and site security.
The core task of Customs is to counter goods smuggling and collect import duties.

  *)The Royal Netherlands Marechaussee safeguards the security of the state
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Customs inspects the cargo based on risk profiles. Most cargo is transported

in containers, but bulk and mass goods are also transhipped in the Port of
Rotterdam. Of  the 7.5 million containers that pass through the port annually,
40,000 are inspected with an X-ray scanner and 6,500 are actually opened.

Since 2018, there has been a central control point on the Tweede Maasvlakte,
which several controlling bodies use. Customs works together with the Seaport
Police, FIOD and the Public Prosecutor in the HARC team (in full: Hit and Run

Cargo Team, composed of investigators and a permanent public prosecutor),
specialising in investigations into drug trafficking and criminal networks. The
HARC team has the legal means and authority to intervene if  drugs are discovered.

The (Seaport) Police are an important actor in the port because they are
responsible for nautical surveillance, environmental enforcement, combating
crime, border surveillance and handling incidents on the water.

Supervisors with more indirect responsibilities in the port include the Rijnmond
Environmental Service (DCMR), the Human Environment and Transport

The organisations - whether or not port-specific - meet in various forums. The
Regional Information and Expertise Centres (RIEC), the Rotterdam Rijnmond

Security Region (VRR), the Haventafel (port table) and the Mainportoverleg are
examples. In such programmes as Integere Haven (port with integrity), public and

private actors work together to promote port integrity and security. The Platform
Crime Control Rotterdam-Rijnmond and the Information Sharing Centre are other

agreement that the Seaport Police have concluded with the boatmen.

Vulnerabilities to drug crime are influenced by such factors as policy and legislation

at a supranational and European level. As a consequence of EU regulations, the
trade between EU countries is subject to fewer controls (free movement of  goods
and services). The resulting lower chance of being caught during drug transports,

according to respondents, applies equally when it comes to trade with countries
outside the EU. This is because, due to the massive size of the port, it is never
possible to inspect all cargo for smuggling. Just-in-time management is necessary

for rapid, economically efficient handling of goods. And this is at odds with the
interests of  surveillance.
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“We often catch the drug pickers, 

and that’s it. I don’t do major, 

long-term investigations about

criminal partnerships.”
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Cocaine and smuggling networks
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This is demonstrated by the amount of smuggled drugs and the fact that the
Rotterdam police regularly track down drug criminals from abroad. It is plausible that

a large proportion of the cocaine is destined for transit to other European countries.

Ñ®·¹·² ¿²¼ ½±°»

The cocaine that is destined for the Netherlands and Europe seems to come mainly
from Ecuador, Peru and Venezuela, with other Latin American countries acting as
transit hubs. It is virtually impossible to accurately assess the total quantity of drugs

produced and smuggled worldwide, particularly because there is little consensus
about the global production of cocaine. According to an estimate by the United
Nations Office on Drugs and Crime, this level reached a record high of 1.4 million

kilograms in 2016, with Colombia, Peru and Bolivia as the largest producers. Around
the year 2000, some 160,000 kilos of cocaine were exported to Europe every year,

a quarter of this to Rotterdam. However, reliable data are lacking. According to one
respondent, there is hardly any competition between the drug networks and the
cocaine has an undiminished high sales price; market factors that may indicate a

large supply of the drug.

Most drug seizures in Rotterdam are attributable to Customs and the HARC team.

The quantity of drugs seized varies greatly: in the years 2015 to 2018, 4,656, 13,312,
5,264 and 18,947 kilos of  cocaine were consecutively discovered in the port. This
fluctuation can have various causes, such as changes in supervision, in smuggling

methods or in registration. In addition, smugglers sometimes divert to the port of

For this reason, investigative services often attach more value to the frequency of

confiscations. A blind spot is the export of  drugs. There are indications that drugs
produced in the Netherlands leave our country via the Port of Rotterdam. Law
enforcement agencies focus much less on export.
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For many people, drug networks evoke associations of criminal enterprises
organised along ethnic lines and cartels with a pyramidal, hierarchical structure.
Far more than these Mafia-type organisations, organisations with a small core and

informal, flexible structures are active in the Netherlands. The general picture is that
of ethnically heterogeneous networks, varying in occupation and well embedded
in the port.

production in the (mostly Latin American) source country, placement on a ship and
a sea voyage. Law enforcement agencies operate locally and drugs usually only
get in their crosshairs when these have reached the Port of Rotterdam. Cooperati-

have a fragmented view of  the smuggling. Because of their mandates and their lack

of capacity, they focus on dealing with operational matters and not on continued

of goods. If  we find drugs, we hand them over to the HARC team.’ The HARC 

major, long-term investigations about the criminal organisations.’ The result is that, 
in particular, criminals from the last link in the smuggling process come into

the spotlight. Further investigation of  underlying networks is in the hands of the

Ì»² °±´·½» ·²ª»¬·¹¿¬·±² ½¿»

The authors of  the study report came to their findings based on interviews with
a large number of professionals in the Port of Rotterdam. They also paid field
visits to the Ports of Rotterdam, Antwerp and Hamburg. The study of  ten police
investigations from the period 2013-2017 was also of great significance. It
demonstrated how multifaceted smuggling cases can be. Aspects of port
crime that emerged in the study included dumping drugs at sea, circumventing

providing information to criminals. In addition to illustrating the broad range
of smuggling methods, investigations yield information in four areas:
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Regional Investigation Service, the National Investigation Service and the National

Police Unit. According to the respondents, such continued investigation frequently

financiers of  drug transports, stay out of  the picture.

Criminal networks are described by respondents as well-organised logistics com-
panies, with departments such as security, transport and development. Though they

can certainly be compared with legal enterprises, smuggling networks are more

can select and call someone to handle a criminal job. In terms of  roles and task are-

as, there are managers, specialists, facilitators and executors. A specialist, for exam-
ple, might be a diver who secures drugs dumped at sea, a facilitator a corrupt port
employee who lends his access card to criminals or provides them with information

who take the drugs from the container, the cargo or ship, and secure them.

Í±½·¿´ »³¾»¼¼»¼²»

Partnerships do not develop along ethnic lines, or if  they do this is only to a small

legal business community. In criminal organisations trust is key, even more than in
the upperworld.  There is no clear answer to the question how members get to know
each other, but friendships, family ties and locations play a role. The studied police

files show that suspects may have met, for example, in a bar in Rotterdam South
(social setting). But the business setting in the port itself - with its flow of goods,
employment opportunities and infrastructure and with this the chance of successful

criminal activities - brought suspects into contact with each other.

A major difference from the legal sector is the use of violence. Conflicts over

(intercepted) cocaine have led to assassinations and other excessive violence,

Criminals are generally aware of the disadvantages, such as unwanted attention

from the police and the deterrence of (potential) business partners. Some

mainly in the interface between the upper- and the underworld, as well as in its

invisibility. Shootings that occur in Zuid (the southern part of Rotterdam) are often
drug-related.’ Undermining is a term that is used and implemented in various 
ways in the realm of security. A common idea is that in undermining crime
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(ondermijning), society is systematically compromised by criminal activities, formal

(rule of law) and/or informal (reputable relationships). Some respondents therefore

policy.
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Smuggling scripts and bottlenecks
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Expertise and resources are needed, in addition to effective use of infrastructure, in

particular transport. Sometimes criminals handle the entire smuggling process, or
they control the company where the cargo is delivered. In most cases, however, the

arrive at the port, there are two clear bottlenecks: getting through inspection and
removing and securing the drugs.

Ý®·³» ½®·°¬ ¿²¿´§·

To gain a complete view of and discover patterns within the various smuggling

research method, the focus is not on the backgrounds or motivations of
individuals or organisations, but on the successive actions of  perpetrators.
This paints a picture of the different phases of the crime (in this case cocaine
smuggling) and thus of the decisions that criminals must make at each stage.
It can offer supervisory services the opportunity to map out intervention options.

Ì¸®»» ³«¹¹´·²¹ ½®·°¬æ ½±²¬¿·²»®ô ½¿®¹± ¿²¼ ¸·° ½®·°¬

Based on the logistics process of cocaine smuggling, the many smuggling methods
can be clustered in three smuggling scripts: the container script, the cargo script
and the ship script. This maps out the smuggling process and offers insight into

intervention moments and locations: where and when can law enforcement agencies
intervene? In addition, scripts make clear what knowledge and expertise the
criminals need in the source and transit countries to make smuggling possible.
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In the container script, the drugs are hidden in the container; not among the goods,

but for example in the floor, the ceiling or in the cooling system of the container. The
smuggled goods are built into the structure of the container. This requires technical
knowledge of the container and insight into the transport process. The drugs must

be collected in Rotterdam, which also takes some time. In other scenarios within this
script, the drugs are added later in the smuggling process and, for example, placed
in sports bags behind the door. Drugs are also moved to safe containers (switch

scenario). This usually involves the cooperation of  a corrupt employee in the source
country, who places the drugs and provides new container seals.

frozen fish in particular lend themselves to this. The contraband can also be hidden
in bulk goods (so no containers are used), such as asphalt and aluminium. In other

cases, the drugs are sent to private individuals (who are often involved in the
smuggling), such as household contents from Surinam or the Antilles. In the third

which is part of the regular cargo. This requires specific knowledge of chemistry.

In the ship script, drugs are hidden on the ship (for example in the hold or the

vent pipe) or on the outside of  the ship. Drugs on the ship can be secured via the
dropping scenario, where the contraband is thrown overboard before the ship has
reached the port. In the run down scenario, the drugs are removed as soon as the

actually boarding the ship. In one of the dossiers studied, it appeared that suspects

had searched the internet before transport for Latin American ports with coal or ore

the ship in the source country, some knowledge of  the ship and cooperation

on board.

Þ±¬¬´»²»½µæ °¿·²¹ «®ª»·´´¿²½» ¿²¼ »½«®·²¹ ¬¸» ¼®«¹

smugglers. The first bottleneck is passing the locations of surveillance. Criminal

organisations depend on non-traceable hiding places and/or corrupt port employees,
who help circumvent inspection. Overall, three methods can be distinguished:

îî



Using flaws in control systems. In the container script, fruit transports are frequently

chosen. Because of the perishable product, rapid processing is required, which can be
at the expense of inspection. In general, economic interest and security are in conflict in
the port. Documents, such as Customs declarations, can also be forged.

 Circumventing inspections. This can be achieved by, among other things, bribing port
personnel who, for example, ensure that a specific cargo is not checked, or that the drugs

moving the drugs overboard before entering the port.
Bribing government employees to camouflage discoveries.

Smuggling process

Production in country of  origin

Placement of  the drugs

Navigation

Picking

Passing inspection at port

Picking
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rip-off  method, the drugs are removed from the container. In the switch scenario,
the contraband is transferred from the yet to be inspected container to a container
of which it is known it will not be inspected, or which has already been inspected.

In these cases, there is help from a corrupt port employee, by taking out the drugs,
providing access to the port area or moving the container to a safe place. The third
option is the drop-off  method. Here, the drugs are secured before the port is ente-

red, for example by being dumped at sea. The packages are put overboard by ship’s 
crew and picked up by small boats or fished out of the water.

“When the security of terminals 

became too strict, smugglers started

dumping the drugs at sea.”
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Vulnerable locations in the port
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for legal activities are used for illegal ones; the geographic location, the economic

efficiency and the excellent infrastructure make the port popular with criminals, too.
The Gateway to Europe has a unique position in volume trading and the combination

hub,’ says one of the interviewees. Unlike heroin, cocaine is mainly transported by 
sea. Rotterdam is the first port of call for many shipping lines from Latin America.
Transoceanic drug trafficking lines have emerged from this. The two segments of

the Port of Rotterdam - the city ports and the Maasvlakte - each have their own
vulnerabilities.

Over the centuries, Rotterdam has developed from a small medieval fortified city
to the metropolis of today. The growth of the city is inextricably linked to the
development of the city ports, which took shape in the Industrial Revolution, such as

ships can unload their cargo almost inside the city. The city ports thus offer direct
access to Rotterdam and the hinterland. Terminals where fruit and vegetable

containers are located are vulnerable locations to collect drugs. Certain measures
are taken, partly under political pressure, such as the introduction of  access passes.

cost a fortune’, says one respondent). Some industrial sites and also empty depots, 
where empty containers are stored, are less heavily protected and therefore also

suitable locations for removing drugs. It is also not always clear where the
responsibility for security lies; with the government or with companies.
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In addition, some of  the respondents at the law enforcement agencies point out

the vulnerabilities of the neighbourhoods adjacent to the city port. There are various

the city ports are several (sometimes vacant) companies or locations that are not

directly related to cocaine imports, but which do have to do with drug crime in general
and in particular money laundering.

of Rotterdam. And the terminals are much larger than those in the city ports. As far
as the Maasvlakte is concerned, it is mainly its vastness and remote location that

makes the area attractive to smugglers. There are also good road connections with

Maasvlakte to collect drugs. To do this, the criminal must have access to the location,

the business processes on Maasvlakte 2 means that fewer unauthorised persons are
present on their site, but also makes the companies susceptible to hacking or other

forms of cybercrime.

Õß½½» ¬± ·¬» ¿²¼ ·²º±®³¿¬·±²

The container terminals are often mega-companies where many people are
legitimately present; from technicians to freight forwarders and from truck drivers
to port authorities. Many of  them - including non-permanent employees - have an

access pass. But this system is vulnerable. Employees are regularly offered money
to lend out their cards. They can be offered thousands of euros, according to
one respondent. In addition, government officials - who drive onto the site with a

recognisable car - need not always identify themselves. And in other cars, sometimes
not all the passengers are checked. Access to the sites by water is considered a blind
spot. The companies and law enforcement agencies do not know much about these

access routes.

Getting the drugs out requires some familiarity with the port site. But above all, the

smuggler must know where to find the container with his drugs on the gigantic port
site. This proves relatively easy; the digital systems in which information about the
location and cargo of containers is stored are not always well protected. Sometimes

dozens of employees in the logistics process - many more than strictly necessary -
have access to the information. Many of them have already been approached by
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criminals. There are cases in which corrupt employees not only provided information

about the position of a container, but also provided the criminals with advice on how to
circumvent inspections. Leaking this information probably causes more harm than tips
on individual containers.

Sometimes port employees are not even needed: a number of  companies inform the
customer via the track & trace system - at any time and in great detail - where his

cargo can be found. Here, once again, we see the paradox of  economy and security.
The same systems that offer efficiency are vulnerable when it comes to safety and
security. It also becomes clear that optimum security is always an interplay of

technology and people. The latter are perhaps the most precarious link.

Ó»¿«®» º±½«»¼ ±² »½«®·¬§

Because of its magnitude, the Port of Rotterdam can never be completely secured,
but improvements are possible. There are companies that work with biometric access
cards, for example based on fingerprint recognition. This makes it impossible to enter

the port area with someone else’s pass. Disadvantages are the high costs and the 
fact that an employee can still perform actions for the criminal, such as removing

drugs from a container. An option is to link access passes to work schedules; then
the employee does not have 24/7 access. An additional problem is that many

is time-consuming.

computer continuously keeps track of what the employees are doing, where they are
and where the containers are located. However, this does not prevent the transfer of
information to criminals. To reduce the chance of this, the transparency of information

systems must be reconsidered, so that fewer people have access. In the words of a

of the dossiers examined revealed the vulnerability of  relatively easily accessible

information. Here, a corrupt Customs officer provided criminals with information about
weak points in the control and surveillance system. Partly based on this, Customs
recently took several measures including separation of tasks between those who

determine which inspections take place and those who carry them out.
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Administrative law and private law can be used as a third measure against drug
crime. An example of administrative law is closing an industrial site if  smuggled
goods are found (restoring order and public safety). This is only possible under

specific conditions. One of the respondents notes that tougher action is often taken
if  drugs are found in a home. Nonetheless, there are cases in which administrative
instruments were or could be used. If, for example, drugs were found at a fruit

company, this could result in the premises being closed. It would, however, then have
to be demonstrated that the company consciously cooperated. It is being studied

to what extent issuing an area ban, so that pickers could no longer get away with

which has already been classified as a safety risk area due to previous gun violence.

This would make it possible for the police to do preventive searches.

As manager and developer of  the port, the Port of Rotterdam Authority is

responsible for assigning a large part of the sites. Before a new company is given
the right to establish itself, it is subjected, in cooperation with the police and the

was sufficient, these days the potential customer is screened more broadly, including

considered a success and will be rolled out across the entire port. Companies are
also monitored by the Port Authority after their establishment, in cooperation with
the Seaport Police.
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“You can’t open every box of 

bananas and then every banana

inside, though the drugs can

be in there, too.”
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Sectors that are vulnerable to drug crime
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Regardless of the sector, characteristics can be distilled that may make a company

attractive to criminals, such as a poor financial situation or little attention to security.
Public and private actors have already taken various measures to contain the risks.

Ú®«·¬ ´·²»ô ¬®¿²°±®¬ »½¬±® ¿²¼ ¬»¨¬·´» ¬®¿¼»

an important transfer location for fruit. This commodity often comes from the same
countries where the cocaine is produced or is in transit. In addition to the fact that
fruit - which is transported partly in containers and partly via pallets in refrigerated

vessels - offers a good hiding place, it demands efficiency: perishable goods require

of bananas and then every banana inside, though the drugs can be in there, too.’ 

History shows that usually an employee of the fruit company (without the knowledge
of management or colleagues) is involved in the smuggling and that the criminals
have extensively investigated which lines they can abuse. Other indicators are the

relatively high number of reports of burglaries at fruit companies and that importers

document) indicates.

Firstly, it is the market structure that makes the transport sector vulnerable to
smuggling. It is an industry with only a few major actors; shipping companies that

control the entire logistics chain, from ship to terminal to further transport. In additi-
on, the market is characterised by loose relationships between trading partners and
obscure prices; in short, there is little stability. The fast line to the hinterland is a risk

factor as well. Respondents point out that there is little monitoring of  inland shipping
and trains when it comes to possible involvement in crime. One of  the dossiers
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showed that road transport can also be vulnerable. As a planner at a transport

company, a suspect had passed on the numbers and pin codes of containers
to smugglers.

The vulnerabilities of some sectors are hardly documented in scientific or other
sources. Nonetheless, a few of  our respondents indicate that they have observed
activities that indicate irregularities. Other vulnerable sectors are suspected to include

shipments of  household goods from the Antilles and meat, scrap, coal and textiles
import. Respondents point to the rag trade, where hardly any regular business
activities seem to be carried out. These enterprises may facilitate the smuggling of

hashish from North African countries. Past studies have also shown a growing role
for these countries as a transit port for cocaine.

Ý±³°¿²·» ¿²¼ ½®·³»

Legal businesses can be the victims of drug crime because smugglers use their

cargo to hide drugs. Companies can also consciously cooperate in illegal activities or
even be established for smuggling purposes. A possible - but inconclusive - indicator
for criminal infiltration is the financial health of  a company. Small companies in a

competitive and unstable market, such as the transport sector, have low income
security. They may be sensitive to criminal contacts or infiltration. For law enforcement
agencies, pricing, related to investments and operating costs, is an important indicator

-
ket price but has a nice fleet of  vehicles might be involved,’ one respondent gives as 

indication of criminal involvement than the financial health of  the company itself.

However, being able to determine what is illogical requires extensive knowledge of
the specific (sub) markets; knowledge that is not always present. The degree to which
the business organisation (administration, personnel, legal) is in order can also be an

indication. In industry, maintenance and transport, some forty percent of employees
work on a temporary basis, and external specialists are also hired, such as surveyors.
Few of these flexible employees are subjected to thorough screening for integrity.

inflow, through-flow and outflow. People often focus on screening employees before-
hand, but a person can also become susceptible to temptation once they are already

employed.’ Screening during the employment contract can therefore be useful, and
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attention should also be paid to follow-up after dismissal or departure (of  a possibly

corrupt employee). Sometimes corruption is kept under cover for fear of damage to
reputation in private and public organisations.

For years, some private and public actors in the port had a culture of tolerance.
People often looked the other way when observing suspicious activities, as well as
if  they saw unscrupulous behaviour by a colleague such as lending out a pass.

Companies were more inclined to take action in the event of financial disadvantage
(such as theft of their cargo), but less so in the case of crime of which they were not
victims (such as drug trafficking). But the culture of  turning a blind eye is gradually

shifting to the idea of  common responsibility for a safe and secure port. In addition
to political pressure and fear of  damage to reputation, this lies in the realisation that
crime can also put employees at risk. Real openness does not yet exist, because this

could lead to a compromised image. But one notes an unmistakable trend.

The massive nature of  trade makes complete monitoring of the flow of goods

impossible. Before a ship enters the port, Customs has already determined, based
on a risk analysis, which inspections will be carried out. Along with the country of
origin, the type of goods is an important factor, if  possible linked to information about

the company. But this method is not watertight. A ship from a safer country can also
transport drugs that may or may not have been placed in a transit country. In addition,

separation of tasks between the person who determines the nature of the inspection
and the one who carries it out. But information remains vulnerable. If  an employee

shares risk profiles with criminals, they can adjust their behaviour accordingly. For
this reason, Customs also carries out inspections based on random sampling.
Respondents point to two gaps in this context: a lack of cooperation with source

countries and the fact that investigation is almost exclusively focused on import.
The export of Dutch drugs has no priority.

Ð®·ª¿¬» ®»°±²·¾·´·¬§

The private sector is increasingly aware of the importance of a secure port. More

companies are seeing security as an integral part of policy, even if  they have not yet
been confronted with crime. This leads them to invest in (expensive) tracking systems
and training courses on integrity. In addition, better systems of self-regulation and

meta-regulation are being used. The awarding of certificates of reliability is becoming
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(Amsterdam Airport), employees with crucial jobs undergo AIVD (intelligence

service) screening, in the port usually a VOG (Certificate of Good Conduct) is
considered enough. And as mentioned earlier, often there is no periodic screening
of people already employed; however, you can also become susceptible to offers

from smugglers later during your employment. Finally, too little attention is currently
paid to employees suspected of assisting criminals. Usually, other companies are
not informed of the employees’ temporary or definitive departure, meaning that they 

can work elsewhere in the port. Government organisations, too, sometimes keep
this information under wraps. Progress in the fight against drug crime will depend
partly on the possibilities of  sharing information and the willingness to do so. In

addition, security must form an integral part of business processes and corporate
culture. This is the so-called security by design, whereby security is no longer an
afterthought.

×²½±®®«°¬·¾´» °±®¬

The role of the business community is essential. Reports about people climbing

over fences, shady businesses, people appearing on sites at illogical times, etc.,
come from them. So it is important to broaden an awareness of collective
responsibility. This goes beyond the behaviour of  individual employees.

Organisations must establish a culture in which their employees are safe -
and possibly rewarded - if  they report improper behaviour. In the words of  an

a line I won’t cross!’. Of course, managers should set a good example. The Integere 
Haven programme has been providing a link between the public and private sectors

since 2013. This partnership between the municipality, the Public Prosecutor’s 
Office, the police, Customs, Deltalinqs (the business association in the port) and
the Port Authority encourages professional behaviour in the port.
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Opportunities for public and private partnerships
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Prevention, control and follow-up also play a role. Optimal cooperation

between parties requires better information exchange, coordination of tasks
and understanding of  each other’s vision and objectives. 

Ñ²» ¹±ª»®²³»²¬

The view that undermining, as a criminal and social problem, requires a structural

approach is widely supported. Both the Rutte III cabinet coalition agreement and the

But this is easier said than done. Government agencies in the port have different

tasks, for example focused on investigation or financial information. This complicates
coordination and fragments enforcement. Over the last twenty years, good progress

has been made in the cooperation between government agencies. An example of
this in the port is the HARC team and a more general example is the Regional
Expertise and Information Centre (RIEC), in which information of  various kinds (fiscal,

economic, etc.) is exchanged. The RIEC is still at the start of further cooperation
in the port. A limitation is that - based on privacy legislation - information may not
always be shared. It is also sometimes unclear whether there is a legal restriction

on the exchange of information. A prerequisite for successful cooperation is that all
relevant parties are involved.

Ó»²¬¿´·¬§

to us when we are in the control phase.’ These words from a respondent who works at 
Customs illustrate the difference in core tasks, but also a difference in mentality.

corruption of  port employees, or is disruption of society through violence a condition?
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The perception between public and private parties, but also between or within
government bodies, is sometimes very different. This can have consequences, for

example, for the follow-through after observations (whether to report suspicious acts).
Respondents expressed concern about a bit of  administrative blindness to certain
forms of undermining crime. In the context of  drug crime in the Port of  Rotterdam,

as well, they felt that there is too little awareness among some actors about how
the government can be undermined by drug crime. In their eyes, little was done with
reports about the piggybacking of drugs on the legal logistics process, in other

words in the legal economy. Varying mentalities are not in themselves an obstacle
to successful cooperation if  the parties are aware of  each other’s vision and focus.

Ð«¾´·½ ½±±°»®¿¬·±²

Partly due to their different focuses and authorities, law enforcement agencies also

example collecting strategic information about a criminal organisation to gain insight

into undermining. Every organisation has its own targets, method of evaluation
and success indicators. Then there are differences in method: whereas one

supervisory body focuses strongly on technology, the other relies more on the
Fingerspitzengefuehl of humans.

In addition, there are barriers to sharing information. Though the General Data

Protection Regulation (GDPR) sets restrictions, it does not prohibit all exchange
of information. Further exploration of the legal possibilities is often worthwhile.

Respondents also pointed to a lack of willingness to share information or case
studies, particularly by the police and Customs. Finally, linking databases, including
with the inspection services, would provide information. A significant difference

between the company’s investments (Chamber of Commerce database) and the 
director’s tax payment (Tax Authorities database) can be an indicator of  criminal 
behaviour. The supervision of integral cooperation lies formally with the Mayor, and

the daily practice with the HARC team, Customs and the Seaport Police. Bottlenecks
mentioned by public authorities are the often-cumbersome organisational structure
(with periodic reorganisations), a lack of capacity and a dearth of legal resources

and sometimes of  personnel quality. Factors that are much less of a concern for
most criminal organisations.
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To gain a better view of  drug trafficking, more international cooperation would be
useful. Progress is visible, but the geographical focus still remains - partly because
of limited capacity - mainly locally, at the Port of  Rotterdam. Canada, the United

countries where drugs are produced: so-called upstream disruption. Incidentally,
the efforts of  Latin American governments against drug trafficking are sometimes

underestimated. However, according to various respondents, the crux is rather in the
Netherlands, where according to them too little is done with information from the

source countries. This often has procedural causes. As one respondent indicates:

ninety channels, so sometimes the ship has already sailed!’ Others believe that 

political will is lacking.

Ð®·ª¿¬» ¿²¼ °«¾´·½ó°®·ª¿¬» ½±±°»®¿¬·±²

For private organisations, surveillance is not the core business, apart from private

security personnel. Nonetheless, there are companies in the port that consider
security a priority and seek cooperation in this - amongst themselves or with
government agencies. Here they must often overcome a certain hesitation. There

can be fear of compromised reputation (keeping bad news quiet) or of  sharing
information with the competitor, but also simply a shortage of  time. Companies are
increasingly realising that they share in the responsibility for a safe port. However,

the companies responsible for the vulnerable empty depots are not yet discussing
this among themselves. Some shipping companies are also not very willing in t
his regard; container terminals are often much more cooperative. Pressure can,

however, indeed be exerted, for example if  fruit retailers choose not to buy products
from specific locations.

was a wall between companies and government agencies before 1980’. In 2019, 
there was growing awareness that a safe port is everyone’s concern, and that 

cooperation is a prerequisite for success. The Integere Haven programme focuses
on this. The employees of companies represent a unique potential for supervision;
because of their number and the many signals they pick up during their work. They

are the eyes and ears of  the port, sometimes recognising that something is wrong
faster than Customs does. In addition, thanks to their expertise, companies are
often more innovative.
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The Integere Haven programme is a public-private partnership. The programme

comprises three cornerstones: improving the security of  port sites, promoting
ethical behaviour and better screening employees are the topics that it addresses.
The objective for the future is to focus on case studies and improve the position in

terms of  information. A number of companies now participate in working groups
within the programme. Possibly, screening personnel and maintaining a good security
policy may in the future be conditions for the use of  the port site, in the same way

environmental and economic concerns are.

In Antwerp, the Antwerp Port Authority was important in engaging private parties.

In the Netherlands, the government could perhaps take an even more active role.
But a fruitful cooperation will not arise without effort. Mutual trust is essential and will
have to grow. Formally, the directing role in the port lies with the mayor. Respondents

observe that the current mayor clearly takes the lead in tackling undermining in the
port, but they also point to the importance of structurally embedding this approach
in the public domain. In daily practice, cooperation is steered by the HARC team,

Customs and the Seaport Police. Companies prefer this because the lines are shorter.
It is a good thing that the government increasingly sees companies as equal partners
and does not excessively favour top-down management.

As is the case between the various government agencies, there are differences in

to the company in question. That explains the frequent hesitation when it comes to

reporting observations. Consideration must be taken of the sensitivities of companies
on this point.
The option of reporting anonymously can stimulate willingness to report. This also

applies to creating a better information infrastructure and giving good feedback when
reporting (alleged) crime. The question arises is where the responsibility of the termi-
nal and the carrier ends and that of the government commences, including financially.

A more intensive role in supervision for companies requires investment. In addition
to time spent, equipment such as surveillance cameras or more secure systems may
have to be purchased. Such measures as stricter control at the gate can also come

at the cost of  efficiency. It is important that not only companies but also government
agencies make these investments for their personnel and sites.
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A few respondents are positive about the open dialogue and shared objectives.

Police concluded an agreement with the boatmen, who as an organisation are
permanently (24/7) in the port and make their way to locations that often remain

out of sight. The Information Sharing Centre is also a good example: the security
managers of  the Rotterdam container terminals have been holding periodic joint
consultations for the last five years. Experiences at the operational level are

discussed in the presence of Customs and the Seaport Police. Respondents
feel that the strength of the Information Sharing Centre lies in its small scale and

cast in the same mould. This is where the strength and trust lie’, says one of them.
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Reference points for a further approach
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Based on their findings, criminologists have arrived at six reference points for

and desirability, these offer reference points for making the Port of Rotterdam less
vulnerable to drug trafficking.

Î»º»®»²½» °±·²¬ º±® ¿ º«®¬¸»® ¿°°®±¿½¸

       Focus on vulnerable locations and sectors
Certain locations in the city ports and on the Maasvlakte, as well as some sectors

(such as fruit and transport), appear to be particularly attractive for drug trafficking.
It could be explored how administrative and private law instruments can be used to
combat this. Administrative measures can include closing a building if  a company

does not follow the rules, or a more intensive approach to money laundering. For
this to succeed, the Municipality of  Rotterdam must work closely with other (security)

partners, whereby it is essential that information can be shared, for example within
the cooperation structure of the Regional Information and Expertise Centre (RIEC).
The latter also applies to the use of private law resources. This may involve more

stringent personnel policy, whereby existing employees are also periodically screened.
Awareness training on drug crime could be intensified.

Invest in technology and in people
The port is increasingly secured by means of digital technology. This is a good thing,
but the critical human factor in this scenario must also be considered. Simultaneous

and combined use of  technology and people can counteract the mechanical nature
and predictability of  technology and optimally exploit the knowledge and intuition of
humans. An example involving people and technology is linking (biometric) access

passes to work schedules. In addition, investments can be made in the digital
separation of tasks, whereby information is less broadly accessible, and in the
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logging of  employee actions. Finally, determining which containers should be

inspected should be based on more than an automated risk analysis alone. Because
after all, this information may have been passed on to smugglers. Spontaneous
inspections such as have now been introduced based on the knowledge and

experience of employees increase the risk of spotting crime.

       As a government, facilitate awareness with companies
Despite the conflict between economic interests and security, a cultural shift seems
to be occurring. Under the influence of political, administrative and social pressure,
the business community is becoming increasingly aware of the importance of a

safe and secure port and of its shared responsibility for this. This consciousness

the efforts of  sector organisations and trade associations. It is also advisable to

provide feedback on law enforcement investigations outcomes to companies that
have reported incidents. The government, as well, can play a role in advising on
operational management, personnel policy and other ways in which companies can

fight drug crime.

        Invest in the systematic and sustainable use of already implemented
measures and their enforcement

It is recommended that the knowledge and expertise of the various parties be
collected at a central location. The Regional Information and Expertise Centre

knowledge, which must be constantly fed and increased from the various stake-
holders, the various facets of drug trafficking and the related forms of crime

will be better understood. In a think tank with private and public parties, this
knowledge can be transformed into innovative and practicable measures. Here
it can be advised that independently operating academics with expertise in the

areas of (organised) drug crime critically reflect on the development of  knowledge
and ideas.

        Invest in the sustainable use of information and better insights into the
global nature of criminal networks

The attention of government agencies is primarily focused locally. It would be good

to drugs, after all, the Port of Rotterdam is frequently a transit point between
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source countries and destination countries. The municipality could invest in

systematic knowledge about such issues as smuggling methods, partnerships and
the underlying monetary flows. The export of drugs also deserves more attention.
In addition to legal exploration of the possibilities for sharing such information, this

also requires a cultural shift within the organisations concerned.

       Explore the possibilities of enforced support versus facilitated support
Cooperation between the government and the business community could be
achieved via two (maximum) scenarios. In the first, more repressive variant, standards
are set for companies in terms of  their business processes and security measures. If

they fail to comply with these, they can be confronted with administrative measures
such as a fine or even closure of the site or company. A second scenario is coopera-

parties is brought together in a setting of equality and encouragement. The Informa-
tion Sharing Centre and the Integere Haven programme are good examples of this.
Additionally, in the future, the Port Authority could play a greater role in promoting the

security and integrity of  companies in the Port of Rotterdam.
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